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Introduction

Hans Binnendijk

ilitary transformation is the act of creating and harnessing a

revolution in military affairs. It requires developing new tech-

nologies, operational concepts, and organizational structures to
conduct war in dramatically new ways. The United States is undertaking
such a transformation to tackle its 21 century missions. A properly trans-
formed military can develop significant advantages over a potential
enemy. But the process also introduces risks that, if not properly managed,
could dangerously undermine military capability.

This book, therefore, sets out the arguments for a purposeful and
measured transformation that relies on sound experimentation as the
basis for change, rather than the riskier strategy, proposed by some, of
skipping a generation of technology. We argue that change must tie all of
the services together in joint transformation efforts. Similarly, we must not
neglect our coalition partners. A successful transformation will be one that
has been conceived broadly to include homeland defense, space, cyber-
space, and, though they may seem mundane, crucial reforms in weapons
procurement and logistics.

Historically, revolutions in military affairs have had a powerful im-
pact on both society and the nature of warfare. For example, effective de-
velopment of the stirrup after the 8" century in Europe allowed mounted
warriors to dominate their immediate regions and contributed to the de-
velopment of the feudal state. Feudalism in its turn was destroyed when
improved artillery in the early 15% century meant that castles could be suc-
cessfully attacked. The development of large sailing ships armed with nu-
merous cannons in the early 16" century facilitated the growth of Euro-
pean colonialism. Napoleon’s levée en masse and the rise of the large
“citizen army” helped create modern nationalism. In the mid-19" century,
improvements in rifling, breech loading, and repeating rifles led to mass
carnage on the battlefield, which spurred the development of defensive
trench warfare. In the 1930s, improvements in armor, sea power, and air
power returned the initiative to the offense. Nuclear weapons produced

xvii



xviii TRANSFORMING AMERICA’S MILITARY

the Cold War: for four decades, the most powerful offensive weapons were
dominant but could not be used for fear of massive retaliation.

Three examples illustrate the power that technology and new opera-
tional concepts can have on the battlefield. At Crécy in 1346, the English
king Edward III deployed his longbowmen, protected by dismounted
knights, in a new form of combined arms warfare. Against them, the
French army under Philip IV lost more than 1,200 knights. Nearly 70 years
later, King Henry V used similar tactics at Agincourt, this time on the of-
fensive. France was again defeated, and England was able to lay claim to
large portions of France.

Napoleon standardized his equipment so that broken matériel could
be quickly repaired, and he developed new ways to package food. He was
thus able to field his large citizen armies with reliable equipment for long
periods of time. These innovations, plus his brilliant use of the cannon, let
Napoleon dominate Europe militarily, until he overreached.

Germany and France had equivalent equipment at the outset of
World War II, but Germany concentrated its armor and combined it with
attack aircraft and radios in the new operational concept called blitzkrieg.
Meanwhile, France planned to re-fight World War I more effectively; its
armor was dispersed throughout its forces, and it relied excessively on the
Maginot Line and the Ardennes as buffers. While only a small fraction of
the German force was organized for blitzkrieg (1015 percent), this was
enough of a spearhead to let the Germans overwhelm France in a matter
of weeks. Eventually, Hitler also overreached.!

Not all efforts to combine new technology and operational concepts
are successful; not all result in victory. During the 1950s, for example, the
United States set out to transform its military with new nuclear capabili-
ties. Tactical nuclear weapons were integrated into many military units;
operational concepts envisioned the early use of nuclear weapons on the
battlefield. By the mid-1960s, however, it became clear that use of these
weapons would be limited, both by deterrence and by world opinion. The
nuclear weapons that had been placed at the core of the new force could
not be used. The military that had been built in the 1950s around nuclear
weapons found itself fighting in Vietnam without them. This lesson must
be kept in mind as the United States proceeds with a new military trans-
formation.
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The Basis of Transformation

Today’s military transformation is based on many new technologies,
and perhaps the most important is information technology. The impact of
information on the battlefield was first displayed during Operation Desert
Storm with new and highly accurate precision strike weapons. Two years
later, Alvin and Heidi Toffler pointed out that nations make war the way
they create wealth.? Just as the agricultural and industrial ages each had
their own distinctive style of warfare, now the information age calls for
transformation to a new kind of information-based warfare.

Accordingly, in the mid-1990s, the Joint Chiefs of Staff published
Joint Vision 2010 and Joint Vision 2020 to guide military change in the in-
formation age. The underlying theory was that the U.S. military would be
able to use a system of systems to concentrate long-range firepower, instead
of massing battle platforms against key enemy nodes. American firepower
would be brought to bear concurrently rather than sequentially to cause
the quick collapse of an enemy’s resolve. The key concepts involved going
beyond mobilization and mass to emphasize speed and information.

The transformation effort was started by the Clinton administration
and boosted by the Bush administration. The Quadrennial Defense Review
(QDR) 2001 created new goals for transformation: to protect the homeland
and our information networks; to project and sustain power in distant the-
aters and deny our enemies sanctuary there; and to leverage information
and space technology. The events of September 11, 2001, refocused ele-
ments of military transformation on homeland security. By the end of
2001, a new transformation budget had been earmarked and a “Transfor-
mation Czar” was appointed at the Department of Defense (DOD).?

Meanwhile, each of the military services has been developing new
operational concepts to implement Joint Vision 2020. The Navy has fo-
cused on network-centric warfare, using new information technologies to
link the forces together digitally. The Air Force has concentrated on effects-
based operations, which assess how best to destroy the connections be-
tween elements of an enemy’s political and economic networks with min-
imal collateral damage. The Army has focused on rapid and decisive
operations, that is, reaching the conflict quickly and acting before the
enemy can react. Elements of these three strategies are merging together.
This book is designed to consider where we should go from here.



XX TRANSFORMING AMERICA’S MILITARY

How the Book Is Organized

Part I of this book explores the foundations of today’s military trans-
formation: new missions, new technologies, and new operational con-
cepts. Part II assesses the progress that is being made in this effort by each
of America’s military services. Part III analyzes the coordination and inte-
gration of these separate service efforts, while noting the capabilities gap
being created with our allies. Part IV reviews broader aspects of military
transformation, particularly those arising after the September 11 attacks.

Part I—Foundations of Transformation

Developing the capability to perform necessary missions more effec-
tively and with fewer casualties is the underlying purpose of military
transformation. Chapter 1 by Sam Tangredi argues that decisions on how
to transform must follow from a careful consideration of the priorities of
these objectives and missions. During the Cold War and for the past
decade, priorities were determined by the spectrum-of-conflict model,
which placed a premium on high-intensity conflict, despite its low proba-
bility of occurrence. As a result, the 1990s witnessed a readiness-versus-en-
gagement debate that deprecated the value of military involvement in op-
erations other than war. Tangredi argues that, especially after September
11, the United States needs to adopt a new hierarchy-of-missions model
that identifies survival interests, vital interests, and value interests. Re-
source allocations should be made based on this hierarchy of missions.
The QDR 2001 moves U.S. strategy away from the task of winning two
major theater conflicts nearly simultaneously and allows the military new
flexibility to deal with a broader array of missions. It thus implicitly moves
in the direction of a new hierarchy of missions. Tangredi believes that the
National Military Strategy and Joint Vision 2020 must also be adjusted to
account for these new missions because they put too much emphasis on
fighting major theater wars against a similarly organized opponent.

Technology is the great enabler of military transformation. Chapter 2
by Thomas Hone and Norman Friedman reminds us that militarily signif-
icant technologies have often developed simultaneously in different na-
tions, and it is the side that can use the technology most effectively that gets
the edge. The process of transformation, consequently, requires developing
a vision of how new technologies might benefit the military, funding the re-
search and development of new technologies into weapons, maintaining an
industry that can produce equipment embodying the new technologies, de-
veloping service doctrine to use those technologies effectively, and training
troops to use the new capabilities. None of these steps can be skipped.
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Hone and Friedman demonstrate dramatically how even a wildly
imaginative vision could become reality by looking back a century to H.G.
Wells’ novel War of the Worlds. In this novel, the Martian enemy uses space
capabilities to support its military campaigns; it fires heat rays and chem-
ical weapons; it dominates the battlefield with armored walking machines;
it possesses a global command and control system. One hundred years ago,
these ideas were at the furthest reaches of fiction, yet today, the United
States possesses each of these capabilities in various forms. Chapter 2 proj-
ects the impact of emerging technologies over time and identifies dozens
of potentially transformational technologies, many of them, especially in
the information area, developed primarily by the commercial sector. Hone
and Friedman suggest that DOD needs to rely more on the commercial
sector as it develops its concepts of network-centric warfare.

What should be the strategy for transformation that is based on the
demands of new missions and the capabilities of new technologies? Chap-
ter 3, which I wrote with Richard Kugler, explores both the evolutionary
and the revolutionary approaches that have tended to clash during the past
decade, both within DOD and at the national level. Reviewing a century of
history, the chapter concludes that neither extreme makes sense by itself.
The key lesson from World War II is that getting operational concepts
right is as important as possessing new technology. The lesson from the at-
tempts at building a force around nuclear weapons during the first decades
of the Cold War is not to base a wholesale transformation on a single de-
sign concept or technology. The lesson from the post-Vietnam period is
that a pluralism of ideas and organizations, though turbulent, may yield a
better outcome than a single plan controlled from the top.

Applying these lessons, the chapter argues for a blend of the evolu-
tionary and revolutionary approaches and notes that the 2001 QDR moves
in this direction. Such a purposeful and measured transformation should
have certain characteristics. It should:

= rely heavily on vigorous experimentation to test new concepts and
technologies before deployment

= maximize joint experiments and operations

= focus as much on the medium term (6—10 years) as on the long-term

= reengineer the current force to get results in the medium term

m blend a high-tech spearhead force (perhaps 10 percent of the over-
all force) with improved legacy systems

= hedge against possible failure of experimental systems.
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The chapter ends with an examination of 10 operational concepts
that are being considered by defense analysts to build and employ a trans-
formed force.

Part ll—Transforming the Services

Part IT analyzes the transformation now taking place in the services,
beginning with chapter 4 on the U.S. Army by Thomas McNaugher and
Bruce Nardulli. The Army is considering the most ambitious transfor-
mation of any of the Armed Forces. Its post-Cold War missions have
shifted dramatically from tank warfare on the plains of Europe to rapid
and decisive operations in distant and hard-to-reach theaters. The Army
experimented with digitization in the 1990s, inserting computers into
armored vehicles and infantry platoons in an effort to provide a com-
mon operational picture and lift the fog of war. The focus, however, was
still on heavy divisions. Operation Enduring Freedom in Afghanistan has
demonstrated both the strengths of the Army’s Special Operations capa-
bilities and the limits of using existing heavy legacy forces for operations
that require agility.

The Army plans to deal with this transition by proceeding on three
parallel tracks, developing simultaneously an Objective Force for the long
term, a medium-term Interim Force, and a Legacy Force to hedge against
the risk of failures or shortcomings with the other two. The key element in
the Army’s long-term vision is the Future Combat System: small (16-20
ton) vehicles networked together will replace both the 70-ton M—1 Abrams
tank and the 32-ton M-2 Bradley fighting vehicle. The Army is betting that
dramatic improvements in information technology, sensors, active protec-
tion systems, robotics, and weapons technology can replace heavy armor
and existing firepower. The authors argue that there is risk in this ap-
proach and that if these technologies develop too slowly, evolutionary op-
tions remain open. For example, the Army could rely more on preposi-
tioning of equipment, using the Interim Brigade Combat Teams as the
Army’s rapid early-deployment force, examining more joint force options,
and considering a mixed hybrid force rather than the homogenous divi-
sions envisioned for the Objective Force. The authors argue that, with re-
gard to the war on terrorism and homeland security, the entire relation-
ship between Army Special Operations Forces and regular forces must be
reexamined and that National Guard and Reserve units may need reor-
ganization to pursue homeland missions. The Army will have the oppor-
tunity to hedge its technology bets and consider reorganizing for new mis-
sions as its transformation proceeds.
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The mission of the naval services—the Navy and Marines—has
changed even more fundamentally than that of the Army; the Cold War
mission of controlling the high seas has given way to a mission of facilitat-
ing intervention on shore. The Navy also has become a prominent air force;
in fact, virtually every ship serves as a platform for aircraft and missiles.
Chapter 5 by William O’Neil points outs that the Navy has adapted to this
new mission and capability by using existing naval platforms in new ways.
The Navy must be inherently conservative about change because its plat-
forms take from 10 to 15 years to conceive and build, and they must last for
another 35 years. Much of the change required for the Navy to perform new
missions better has therefore taken place with information technology,
both to link dispersed ships together for a more coordinated network-cen-
tric striking capability and to provide greater accuracy for its missiles.

O’Neil assesses issues that will determine the future shape of our
naval forces and concludes that the Navy is currently on the right track. He
discounts concerns that the Navy will not be able to gain access to a po-
tential enemy’s littoral to support land-based operations, arguing that no
potential enemy has spent the resources to gain a capability even remotely
like that of the former Soviet Union during the Cold War. While it is true
that mines, missiles, and small, fast craft are relatively cheap and improv-
ing in capability, American counters to these threats have improved even
faster. He sees no need, therefore, to reshape U.S. naval strategy to deal
with a threat that appears relatively insignificant. He rebuts arguments for
smaller carriers and a proposed fleet of smaller, faster boats designed to
operate in littoral regions. He sees a clear role for unmanned vehicles both
in the air and under the sea but cautions against using these systems for
operations such as close-in air support. He argues that, despite the advent
of highly accurate missiles, carrier-based aircraft will remain at the core of
naval strike capabilities. The Marines, he notes, have adapted doctrine to
develop an expeditionary maneuver warfare capability, but he cautions
that future plans of the Corps rely heavily on short takeoff and vertical
landing aircraft (for example, the Osprey and Joint Strike Fighter) that are
vulnerable to technical and budgetary problems. In an appendix to this
chapter, Bing West further analyzes the Marine Corps concept of expedi-
tionary maneuver warfare. After September 11, the Navy has taken on yet
another new mission: supporting the Coast Guard in efforts to protect our
own littoral from terrorist attack.

During the past two decades, notes David Ochmanek in chapter 6,
the Air Force has made remarkable strides in dominating air operations,
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controlling and exploiting space, identifying potential targets in all
weather conditions, and attacking both moving and fixed targets with high
precision. Whereas during the Vietnam War it took a rough average of 170
bombs to destroy a small fixed target, today it takes just one bomb, which
can be delivered by a stealthy B-2 loaded with 16 such weapons. The Air
Force has already employed many of the advantages that are flowing from
modern technology, and thus its future transformation plans will be evo-
lutionary compared to those of the Army.

The Air Force now operates in three domains at once: air, space, and
cyberspace. Ochmanek says that the key question for the future Air Force
is whether, in the face of looming new threats and resource constraints, the
United States can retain its current degree of dominance. The answer to
that question depends on how well the Air Force can meet certain chal-
lenges, such as overcoming antiaccess capabilities, destroying small mobile
targets, operating despite advance air defenses, destroying deeply buried
facilities, assuring continuity of space operations, halting ground inva-
sions from the air, and improving both command and control as well as
deployability. Ochmanek assesses three key choices facing the Air Force in
its efforts to meet these challenges. First, despite the recent successes of
bombers in Kosovo and Afghanistan, Ochmanek argues against dramati-
cally decreasing fighters and increasing bombers (currently at a 9 to 1
ratio) and suggests instead that more needs to be done to assure forward
basing and to harden forward aircraft shelters. Second, he argues that the
Air Force continues to need both stealthy penetrating platforms and
standoff weapons, such as cruise missiles, because many missions require
that aircrews get close enough to observe their targets. In the short run, the
Air Force needs to replace its depleted inventory of cruise missiles, while,
in the longer run, unmanned combat air vehicles may be able to perform
many of the more dangerous missions now flown by fighter pilots. Third,
Ochmanek argues that, despite the potential advantages of developing a
space strike capability, it will be too costly and will remain vulnerable to
antisatellite weapons. He concludes that straightforward improvements to
the Air Force seem to offer more leverage than wholesale changes in force
structure and operational concepts.

Part lll—Coordinating Transformed Military Operations

Part I1T focuses on how to assess and coordinate transformation pro-
grams, how to integrate the efforts of the individual services, and how to
bring American allies along. In chapter 7, Paul Davis distinguishes between
changes required in the medium term, which need careful management
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and pragmatic engineering, and those that will be required further out (be-
tween about 2010 and 2025). Changes that are further out require ex-
ploratory experiments and wide-open research and development. Drawing
lessons from business and the history of World War II, Davis presents 10
principles for future transformation. Among them, he urges fully exploit-
ing technology, anticipating the nature of future warfare, securing political
and economic support for transformation, organizing around the capabil-
ity to accomplish particular military operations rather than open-ended
functions, and laying the groundwork for later adaptations. Applying these
principles to the current era, he expresses concern that there is no broad
and systematic DOD effort to understand future warfare, that there may be
excessive focus on a particular notion of war, and that a better analytical
system is needed to assure that good options are generated. Davis proposes
a new mission-system analysis that would allow the Secretary of Defense to
use capabilities-based planning to consider a wider array of alternative
plans for future force structure. To help implement this approach, Davis
suggests establishing rapid-exploitation laboratories that bring together
operators, technologists, and analysts to pursue mission-oriented concepts
through rapid prototyping and spiral exploration.

To achieve its full impact, military transformation in the information
age must be joint, not centered separately in the different services. Indeed,
the Joint Staff champions efforts to integrate the capabilities of the indi-
vidual services, while the Joint Forces Command has overall responsibility
for joint experimentation and for forming joint force packages. Chapter 8
by Douglas Macgregor calls for a bolder approach. Supported by two re-
cent defense reviews by David Gompert and James McCarthy, Macgregor
argues that the United States must abandon the World War II mode of rel-
atively independent, sequential missions accomplished by service compo-
nents under a regional warfighting commander in chief. He calls for rap-
idly deployable standing joint forces made up of units from different
services that train and exercise together and use common command and
control, intelligence assets, and logistics systems. Echelons would be re-
duced, and a pool of available land, naval, and air forces would be created
on a rotational readiness basis. Joint operational concepts are needed so
that all parts of the force see the same scenario. The multitude of single-
service component commanders, Macgregor concludes, should be sup-
planted by joint command and control elements.

Transformation creates issues that affect our allies, as Charles Barry
explores in chapter 9. Unless it wishes to become an isolated superpower,
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the United States will probably fight future battles as part of an interna-
tional coalition, based in large measure on the North Atlantic Treaty Or-
ganization (NATO) allies. But the recent wars in the Persian Gulf, Kosovo,
and Afghanistan have demonstrated that a significant gap exists between
American and allied capabilities. The problem lies both with constrained
European defense budgets (together, only about half the size of the U.S.
budget) and with differing visions of the European role in the world. Barry
argues that this gap may be smaller than is normally believed and that a
concerted program of action can close it without bankrupting European
treasuries. Without such an effort, however, the gap will grow to the detri-
ment of the Alliance.

Barry reviews the current status of Europe’s militaries and concludes
that their armies and navies have modernized many of their legacy forces.
The real problem, however, rests with airpower, secure communications,
command and control, and logistics. Even airpower may improve as the
Eurofighter and Joint Strike Fighter come on-line. One problem is that Eu-
rope’s energies are focused on equipping the European Rapid Reaction
Force, which is designed primarily for peace operations rather than high-
intensity conflict. There is no vision in Europe of how to transform its mil-
itaries for major combat missions in cooperation with the United States.
Barry proposes a set of initiatives aimed at correcting this situation.

Part IV—Broader Aspects of Transformation

Part IV reviews broader aspects of military transformation. The at-
tacks of September 11 pierced America’s sense of invulnerability and made
strengthening the homefront the Nation’s highest priority. In chapter 10,
Michele Flournoy presents a three-pronged strategy to manage the new risk
from terrorism. First, prevention must be carried out in an aggressive and
proactive manner, potentially even including offensive action. Key to the
success of preventive efforts is engagement abroad and better intelligence.
Acknowledging the difficult intelligence problem presented by trying to
penetrate small cells in more than 60 countries around the world, she ar-
gues that the job can be done better by aiming data collection at the right
target, better interagency and international sharing of data, more rapid fus-
ing of data, and more effective red-teaming to predict terrorist moves.

Second, Flournoy calls for a strategy of protection, including missile
defenses, massive manhunts when necessary, and day-to-day security
measures. These efforts require better coordination among an array of
Federal, state, and local offices. The problem is so complex that clear pri-
orities must be set. Third, a response strategy must include training and
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equipping first responders and improving procedures for continuity of
government and for restoring the provision of essential services. A prior-
ity should be placed on countering the bioterrorism threat. Flournoy calls
for a major public-private initiative on the scale of the Apollo Program to
deal with it. She does recommend several other initiatives to be under-
taken by the Assistant to the President for Homeland Security but also ar-
gues that, in the long run, a more comprehensive office is required. She
also recommends establishment of a new commander in chief (CINC) for
Homeland Defense and urges efforts to prepare elements of the National
Guard for homeland security missions. Many of these suggestions have
now been adopted by the Bush administration.

The new focus on homeland security has implications for transfor-
mation of U.S. strategic forces. It has reinforced the Bush administration’s
interest in building missile defenses, and in the process, transforming the
nature of nuclear deterrence. The administration has taken three key steps
in this effort: deciding to withdraw from the 1972 Anti-Ballistic Missile
Treaty, issuing a new Nuclear Posture Review, and agreeing with Russia to
dramatic reductions in deployed force. Taken together, these steps suggest
an alternative paradigm for strategic stability; though somewhat vague, it
appears to be based more on defense than on mutual assured destruction.
In chapter 11, Peter Wilson and Richard Sokolsky review both the offen-
sive and defensive elements of the equation and conclude that much of the
Cold War theology still governs American strategic planning.

With regard to missile defense, the Bush administration has set aside
the ground-based midcourse intercept architecture of the previous ad-
ministration in favor of an intensified research and development (R&D)
program and the prospect of a multilayered architecture that is as yet un-
defined. Missile defense technology has demonstrated some successes in
the hit-to-kill concept and the airborne laser, but there have also been set-
backs such as the Navy Area Wide System and the Space-Based Infrared
Sensor System. Wilson and Sokolsky argue that the deployment of space-
based weapons would constitute crossing a red line that might provoke a
dramatic reaction from the Russians and others. On the offensive side,
they applaud the agreement with Russia to reduce U.S. operationally de-
ployed warheads from about 6,000 today to a range of 1,700 to 2,200.
However, they are concerned that the remaining force will not be taken off
alert status and that the eliminated warheads will not be destroyed but
placed in a ready reserve. Therefore, the hair trigger remains in place, and
the cuts could be too easily reversed.
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Space forces have contributed greatly to the acceleration of U.S. mil-
itary transformation. They have shifted from a nearly exclusive focus on
strategic uses and preconflict intelligence to integration with theater forces
as part of the operational targeting sequence. In chapter 12, Stephen Ran-
dolph argues that, because of resource pressures and competition from less
expensive capabilities such as unmanned aerial vehicles (UAVs), American
space forces will probably not see a major expansion in mission areas over
the next few years. Randolph also points to three reasons why America’s
near-absolute dominance in military space capabilities during the past
decade may be coming to an end: commercial capabilities with military
applications that are available to all nations, the growing utility of small
and less expensive satellites, and growing efforts by potential adversaries to
exploit the vulnerabilities of the U.S. space force. In 2000, the Space Com-
mission examined these trends, and many of its recommendations for or-
ganizational change have now been adopted; however, it may be some time
before those reforms yield concrete results.

Randolph examines the immediate challenges now facing the space
force, including both further integrating space and theater forces as well as
maintaining control of space and, if necessary, denying space capabilities
to adversaries. He notes that the international legal regime governing the
deployment of weapons in space is surprisingly permissive, in part because
cost-effectiveness considerations have in the past prevented pursuit of
many options. He concludes that development of conventional precision-
guided weaponry delivered from space might be the most promising po-
tential mission for space-based weapons. But the costs of deploying
weapons in space remain nearly prohibitive, and, moreover, exploitation
would require a breakthrough in launch technology. Given resource re-
straints and the failure of the commercial sector to contribute as much as
anticipated to technological development, it will be important for the
United States to continue to invest in space R&D, to retain trained per-
sonnel, and to support the domestic industrial base.

Military transformation is enabled by new information technologies,
and in chapter 13, Jacques Gansler reminds us of the vulnerability of the
domain of cyberspace. Computer networks control our Nation’s power
grids, natural gas pipelines, and transportation systems. “E-government” is
booming, and DOD is increasingly dependent on information networks in
peace and war. These networks offer high-value, low-risk targets to a broad
array of potential attackers with a diverse range of motives. The Internet
is most vulnerable, but even Defense networks might be penetrated.
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Gansler notes that the Pentagon expects about 40,000 attacks annually,
most of which are unsuccessful. But large-scale exercises, such as ELIGIBLE
RECEIVER 97, and real-world attacks, like the one that began in 1998 and
has apparently been traced to Russia, make it clear that new steps must be
taken to protect America’s growing dependence on cyberspace. Gansler
proposes a public-private sector partnership to provide new protection.
The goal of Gansler’s proposals is to create an Internet infrastructure that
is “highly automated, adaptive, and resilient to all types of attacks.” But with
at least 20 nations developing information warfare doctrine and with new
capabilities available to terrorists, the United States remains extremely
vulnerable to these “weapons of mass disruption.”

The military transformation process will be successful only if defense
research and development and defense procurement processes are tightly
coupled. In chapter 14, Mark Montroll examines the defense R&D complex
and concludes that both government and commercially run efforts are ex-
periencing serious problems. Government laboratories face the aging of an
expert workforce without adequate replenishment, along with a scarcity of
infrastructure resources. The consolidation of commercial defense firms
during the past decade has increased corporate debt and reduced industry
willingness to carry out R&D without financial support from government.
Several efforts have been undertaken during the past decade to transition
promising technology into the force more quickly. Programs—for example,
the Advanced Technology Demonstrations, Advanced Concept Technology
Demonstrations, Joint Experimentation Programs, and Future Naval Ca-
pabilities program—have yielded successes, such as the Predator UAV, but
too many constraints still exist in the acquisition process, and funding is
often unavailable even for very promising initiatives. Although useful ac-
quisition reforms have been made, the rate of technological improvement
now vastly outpaces Federal ability to incorporate it into the force. To speed
the process, DOD is increasingly using prime contractors that are respon-
sible for producing much of the research and development, but industrial
constraints on sharing the technology often limit collateral benefits for
other defense purposes. Montroll suggests that the Pentagon might learn
from the practices of commercial firms that systematically conduct wide
searches to identify and acquire the technologies needed from outside.

Joint Vision 2010 called for the development of “Focused Logistics” in
an effort to streamline the support required to project military force. In
chapter 15, Paul Needham describes the various initiatives being under-
taken by the services to reduce their logistics footprint in-theater by as
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much as 50 percent. These reforms draw from an array of commercial busi-
ness practices, such as the anticipation of demand and just-in-time logis-
tics dependent on rapid delivery of orders. Most of these reforms are en-
abled by information technologies that expedite the ability to reach back to
storage areas in the United States. Other reforms include charging the re-
gional CINCs for transportation costs in peacetime as a way to encourage
cost-effectiveness. But Needham also points out that many of these new
business practices could increase the vulnerability of forward-deployed
units in wartime should the just-in-time system break down. These risks
must be balanced with the advantages of adopting commercial practices.

A Note of Caution

The transformation process has already had a profound impact on
the way in which America fights, and more improvements can be ex-
pected. Resources will remain constrained, even with the $48 billion de-
fense increase requested by the Bush administration in early 2002 (of
which less than $10 billion is for new procurement). By 2007, DOD’s pro-
curement budet is expected to increase to $100 billion annually, and its
R&D budget to $60 billion—big increases in both areas. But resources are
not the whole answer; indeed, many ardent military reformers even fear
that the budget increases will take pressure off the Pentagon to reform.
Sound operational concepts and new organizational structures may be
more important than new weapons to the medium-term transformation.

Even if transformation is successful, this same success may raise cer-
tain risks. First, if the American military appears able to win victories at low
cost, war might become a preferred instrument of diplomacy rather than
an instrument of last resort. This situation would lead to an unhealthy mil-
itarization of American foreign policy. Second, there are some contingen-
cies for which even a transformed military may be inadequate, and leaders
must understand these limits and not be rash. Such contingencies include
preventing a terrorist attack on U.S. interests, fighting in certain types of
terrain, and sustaining conflict against a large enemy that is unwilling to ca-
pitulate despite battlefield losses. Third, America’s capability might reduce
the military need for allies and lead to an inclination to go it alone. This
trend could lead to diplomatic isolation. Fourth, U.S. military dominance
could breed resentment abroad and result in the accumulation of more en-
emies, and fifth, highly autonomous systems inherent in the new force in-
crease the risk of friendly fire casualties. None of these risks is cause enough
to slow down efforts to develop the best military possible, but dealing with
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those risks will require prudence on the part of America’s political and
diplomatic leadership. America cannot afford to overreach.

A key question is this: Will transformation enable the U.S. military to
retain its status as the world’s best fighting force? The answer is: Yes, but
only if transformation is carried out wisely and effectively, and only if due
regard is given to the constraints that will continue to face the exercise of
military power. It is with these cautions in mind that we explore the issues
of transformation of the U.S. military at the beginning of the 21% century.

Notes

! See H.W. Koch, History of Warfare (London: Bison Books Limited, 1987); and Andrew F. Kre-
pinevich, “Cavalry to Computer: The Pattern of Military Revolutions,” The National Interest 37 (Fall
1994), 30-42.

2 Alvin and Heidi Toffler, War and Anti-War: Survival at the Dawn of the Twenty-first Century
(Boston: Little, Brown, 1993).

> On November 26, 2001, Secretary of Defense Donald H. Rumsfeld announced the establish-
ment of the Office of Force Transformation within the Office of the Secretary of Defense and the ap-
pointment of VADM Arthur K. Cebrowski, USN (Ret.), as its director, reporting directly to the Secre-
tary and Deputy Secretary of Defense.
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Chapter 1

Assessing New Missions

Sam J. Tangredi

he tragedies of September 11, 2001, were transformational events

for the American people. Gone is the comfort of post-Cold War

common wisdom—the latent belief that globalization had set the
stage for a new world order in which economic markets, not force and vi-
olence, ruled. Once again, national security issues dominate the American
political agenda. As President George W. Bush stated on September 15,
“We’re at war. There has been an act of war declared upon America by ter-
rorists and we will respond accordingly.” This response has included both
traditional overseas combat operations—focused initially on the Taliban
in Afghanistan—and an emphasis on homeland security at a level not seen
since the civil defense effort of the 1950s.

To military planners and defense analysts, the support of the Amer-
ican public for both an immediate military response and sustained
preparations to prevent or defeat future threats has been gratifying, even
though it came at such a tragic cost. While no one predicted the use of
hijacked domestic airliners in kamikaze attacks on civilian targets, warn-
ing of the potential for terrorist-style asymmetric attacks on the Ameri-
can homeland has been a prominent theme in defense literature for
several years. The U.S. Commission on National Security/21% Century—
better known as the Hart-Rudman Commission—bluntly forecast in its
initial 1999 report: “America will become increasingly vulnerable to hos-
tile attack on our homeland, and our military superiority will not en-
tirely protect us. .. Americans will likely die on American soil, possibly
in large numbers.”!

Until the recent tragedies, such analysis was largely relegated to the
background of an unconvincing defense debate dominated by pressing
domestic concerns. But with the addition of detection of letter-borne an-
thrax to the terrorist attacks, the American public became convinced of
the need for a comprehensive and effective military program that includes
some element of transformation in capabilities to meet emerging threats.

3



4 TRANSFORMING AMERICA’S MILITARY

Yet public support for the military response to terrorist threats—and
the transformations that may be necessary—can only be sustained
through a clear public understanding of the capabilities and the limita-
tions of American military power. The Bush administration has attempted
to set out such an explanation with the release of the Quadrennial Defense
Review (QDR) Report on September 30, 2001. While the erratic develop-
ment of the 2001 review resulted in a report with limited detail concern-
ing force structure and programmatic decisions, it does lay out a series of
defense priorities—described as a paradigm shift—with “defense of the
U.S. homeland” as “the highest priority for the U.S. military.”? Other pri-
orities described as elements of a “new force sizing construct” include the
capacity to:

m deter aggression and coercion forward in critical regions

m swiftly defeat aggression in overlapping major conflicts while pre-

serving for the President the option to call for a decisive victory in
one of those conflicts—including the possibility of regime change
or occupation

» conduct a limited number of smaller-scale contingency operations.>

This force sizing construct is designed to optimize the military to
achieve “four defense policy goals,” described in the QDR Report as assur-
ing allies and friends, dissuading future military competition, deterring
threats and coercion against U.S. interests, and decisively defeating any ad-
versary if deterrence fails.* These defense policy goals are, in turn, identi-
fied as supporting a series of enduring “U.S. national interests and objec-
tives” (discussed below).

While the QDR Report addresses priorities, goals, and national in-
terests, it does not lay out a specific listing of anticipated military missions.
Yet without identification of expected missions for which to prepare, de-
fense planning cannot sensibly proceed.

Identifying Future Military Missions

What are the missions that the U.S. military will be called upon to
carry out in the 21% century? The answer to this question is the prime de-
terminant of decisions concerning the size, characteristics, and force struc-
ture of the U.S. Armed Forces. The events of September 11 have thrust the
United States into a protracted conflict against terrorism, but counterter-
rorism, aerial strike, and special operations are only a small slice of the pri-
mary missions for which U.S. forces must be prepared.
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Defining missions is one of three initial steps in creating a rational
and effective defense policy. First, national security objectives must be
identified; second, the security environment in which those objectives will
be pursued must be evaluated;® and third, the missions must be identified
that military forces will be expected to accomplish to achieve these objec-
tives within the context of the current and future security environment.

None of these steps are easy; all require thoughtful, coordinated
analysis. Carl von Clausewitz, the Prussian military philosopher who con-
tinues to influence modern strategy, wrote that “everything in war is very
simple, but the simplest thing is very difficult”® This difficulty, exacer-
bated by the friction of democratic politics, also applies to defense plan-
ning; the initial steps are often entangled by leaps of faith.

Such entanglements are apparent in public reactions to the emerging
defense policies of the administration of President Bush, as well as
throughout the overall debate on the need for military transformation. In-
deed, the results of the recent Quadrennial Defense Review—whose
process itself took several controversial turns—revealed friction among
participants in the defense decisionmaking process as to how to determine
the appropriate missions for which U.S. military forces should be shaped.

To some extent, these differences are the natural result of the current
administration’s attempt to change policies that had been established over
the previous 8 years. But they also reflect the fact that although different
military missions have been emphasized since the end of the Cold War,
there has been little agreement on how to conceptualize the relationship
between these emerging missions and the tasks for which the U.S. military
has traditionally been prepared. There has been no generally accepted re-
placement for the spectrum-of-conflict model that characterized the rela-
tionship between military missions during the Cold War, despite the fact
that significant elements of this model are no longer considered primary
or even likely national security threats.

The spectrum-of-conflict model carries with it an implicit prioritiza-
tion of military missions that arguably no longer applies in the post-Cold
War world. It is this implicit prioritization that makes argument over mod-
els and taxonomies of military missions more than merely academic. The
three initial steps in defense planning described above imply a natural link-
age between priority objectives, greatest potential threats, and the prioriti-
zation of assigned military missions. Logically, the prioritization of mis-
sions should determine the shape and size of military force structure,
which, in turn, would drive explicit choices in the expenditure of resources.
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The friction of politics aside, it would make little sense to expend the ma-
jority of resources on the lowest priority mission or to hedge against the
least of all potential threats. Instead, it makes greater sense to focus the
most resources on primary objectives, high-priority missions, and the most
likely or most deadly of anticipated threats. Decisions to transform the mil-
itary to a new set of capabilities or force structure should be the conse-
quences of reprioritization of objectives, reassessment of anticipated
threats, or emergence of differing sets of missions. Making these choices in
an organized fashion requires some sort of model or prioritized listing.

The purpose of this chapter is to outline such a model of identification
of military missions, linking them to national objectives and anticipated
threats.” This effort is meant to be illustrative rather than prescriptive. In ex-
amining the differences between the traditional spectrum-of-conflict
model—and its implicit assumptions and prioritization—and a new model
that can be termed a hierarchy of missions, the chapter also illustrates part of
the analytical rationale for military transformation.

Ultimately, any decision for transformation will, implicitly or explic-
itly, reflect a new prioritization of missions. The hierarchy-of-missions
model attempts to capture this emerging reprioritization, based on de-
fense policy statements, reports concerning the Quadrennial Defense Re-
view, and deductive reasoning.

Contradictions and Transformation in Context

There are apparent contradictions in what the American people will
expect of their military in the 21* century. The end of the Cold War has
ushered in a popular perception that a major military conflict requiring
the global commitment of vast, powerful forces is highly unlikely. Yet there
is also the expectation of an increasing number of smaller but perhaps
more direct threats to America’s security. This perception received a dra-
matic and painful public airing through the events of September 11 and
subsequent incidents of anthrax contamination.

At the same time, the military success in Operation Desert Storm, and
in Kosovo as well, has raised expectations of what America’s high-technol-
ogy Armed Forces can achieve with relatively little in the way of casualties
or civilian collateral damage. As of mid-October 2001, operations in
Afghanistan appear to have reinforced these expectations.

The result of the intersection of these three impressions is that the
public (or at least those members of the public who express their concern
on defense and security matters) has a mixed view of the type of military
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in which it wants to invest. They appear to want to maintain an over-
whelming military advantage over all possible opponents but not to spend
at the levels of the Cold War or even of the Desert Storm era. They seem to
want their government to do something about the tragedies of the mod-
ern world that are broadcast to them on CNN, but they do not want mil-
itary involvement in quagmires such as Vietnam or Somalia. Political rhet-
oric and media commentary may have convinced them that they cannot
have both an increasingly high-tech warfighting force directed against
threats to the homeland and forces sufficiently large as to intervene simul-
taneously in the multitude of lower intensity peacekeeping operations of
concern to the international community.®

The increasing integration of economies and societies commonly
characterized as globalization would seem to foretell a future in which
Great Power war becomes obsolete but intervention in smaller-scale con-
tingencies is inevitable. “We are envisioning . .. an era marked by both an
increasing integration of societies and a need for greater commitments of
military forces. That might seem an inherent contradiction, but it is pos-
sible nevertheless.””

Globalization also suggests that threats once considered of low mili-
tary significance, such as nonstate terrorism, international crime, or eco-
logical degradation, will become important factors in national security
planning. Indeed, the response to terrorism has already become the pri-
mary focus of American security efforts. Creeping proliferation of weapons
of mass destruction and longer-range strike systems also may increase the
potential for direct threats to the U.S. homeland. Yet until September 11,
many defense experts, including many current military leaders, argued that
such engagement and interventions (and by implication, extensive home-
land defenses) take away from what should be the true focus of the U.S.
military: supporting the Nation’s most vital interests by being ready to fight
and win America’s wars. This position—most widely held in the U.S. Army,
less so in the U.S. Air Force, and infrequently expressed in the U.S. Navy and
Marine Corps—holds that intervention in operations other than war re-
sults in a de facto reduction in readiness for actual high-intensity combat.
This view may seem to be dormant during the current focus on steps to in-
crease homeland security, but it is reflected in the emphasis on the pro-
curement of new, high-technology power-projection systems reflected in
such pre-September 11 planning documents as Joint Vision (JV) 2020. As JV
2020 argues, “If our Armed Forces are to be faster, more lethal, and more
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precise in 2020 than they are today, we must continue to invest in and de-
velop new military capabilities.” !

Overlaid on the readiness-versus-engagement debate is the growing
call for military transformation in the wake of new emerging threats and
continuing technical innovations, particularly in information systems
technologies. Proposals for transformation run from vague exhortations
for change to advocacy of specific military systems and doctrine.

Some view transformation as a change toward more rapid, lighter,
and more lethal forces that effectively and definitively refocuses the U.S.
military on new forms of the “high-end” warfighting of major theater war.
Such new forms might include information warfare against civilian infra-
structure or war between space systems. Part of this warfighting capability
would include defenses against direct threats to the homeland, such as a
national missile defense. This view implies that ground troops in opera-
tions other than war—such as peacekeeping—obtain only marginal bene-
fits from such improved technologies as precision strike systems (and that
such operations other than war are of limited utility in forwarding U.S. se-
curity interests). High-technology transformation is, therefore, all about
maintaining U.S. military superiority over all potential opponents for
years to come. As evidenced by the QDR process and Secretary of Defense
Donald Rumsfeld’s public statements, this approach largely corresponds
to the Bush administration view of transformation.

Others view transformation as an enabler that will convert a pon-
derous, heavy, and largely single-mission warfighting force structure into
a more nimble contingency force that would be more effective in smaller-
scale contingencies. Technological innovations, such as advances in preci-
sion strike, nonlethal weapons, and more rapid means of troop deploy-
ment, are touted as giving new capabilities for successful interventions at
relatively low cost. An implication of this view is that since high-end
warfighting is decreasingly likely, the U.S. military needs to be reoriented
toward missions of greater frequency, and technological transformation
can be the means to do so. Although the Clinton administration did not
emphasize a policy of military transformation, the “new capabilities for
successful intervention” approach reflects the general inclination of offi-
cials in the Office of the Secretary of Defense during the tenures of
William Perry and William Cohen.

The assumptions common to both of these positions are that mili-
tary transformation is carried out for a purpose and that it is not merely a
reaction propelled by technological changes completely beyond anyone’s
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control. An alternative argument could be that what is being called trans-
formation is merely an enlightened approach toward evolutionary changes
in technology that are driven by other factors than the purposes for which
armed forces might be used. This alternative argument is somewhat inac-
curately captured in the shorthand that “technology drives strategy,” one
side of a debate that was quite popular in the 1970s but that somewhat ex-
hausted itself in more recent decades.! However, even that argument
would not necessarily eliminate the need for choices in determining which
technologies should be adopted by military forces; even so, some sort of
mission prioritization is necessary.

Spectrum-of-Conflict Model

The spectrum-of-conflict model was used in a number of DOD pub-
lications and briefings during the Cold War, particularly during the 1980s.12
Figure 1-1 is a representative version of the spectrum-of-conflict model.

The spectrum is represented by a notional curve created by points on
two axes: level of violence (x) and probability of occurrence (y). Activities at
lower levels of violence have a much higher probability of occurrence than
activities at the higher end. The conflict activities along the curve are bro-
ken into three general subgroupings in order of decreasing probability:
peacetime presence, crisis response, and global conventional war.

The activities viewed as traditional military functions are clustered at
the higher end of the level of violence (x) axis. The higher end also repre-
sents responses to occurrences that would pose higher levels of more direct
threats to the lives and well-being of individual Americans and to the sur-
vival of the Nation. At the far right end is strategic nuclear war, which rep-
resents the most extreme direct threat to the U.S. homeland. Further down
the level of violence, but higher in probability of occurrence, are theater nu-
clear war and global conventional war (shown both as a subgrouping and
as a single point on the curve). Although theater nuclear war is meant to
describe conflicts involving nuclear strikes on targets outside the U.S.
homeland, the potential for such a nuclearized conflict to escalate into a
strategic exchange is presumed to be high, making it the second highest
threat. Using the same logic, the curve moves down the level of violence
and up the probability of occurrence with limited war, use of force, show of
force, surveillance, and peacetime presence.

On the surface, the spectrum-of-conflict model is an understand-
able, idealized representation of the frequency that military force might be
used in differing but related activities. Out of context, it could be swiftly
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Figure 1-1. The Spectrum-of-Conflict Model
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Source: The Maritime Strategy, U.S. Naval Institute Proceedings, January 1986 supplement, 8.

dismissed as merely academic, a clever illustration. But, in reality, its use to
describe U.S. military activities illustrates specific assumptions about how
military power should be used, as well as specific sets of priorities for the
missions that the military is designed to carry out.

The U.S. military services used the model throughout the Cold War to
explain why their activities and force structure differed, though each was
logical. The Department of the Navy used the model to illustrate the im-
portance of peacetime forward naval presence, an activity to which naval re-
sources were devoted on a routine, rotational basis. The Navy accepted the
logic that most assets should be used for the most common activities, at least
while they are not needed for actual combat. But it also argued that each
naval unit should be capable, to some degree, of carrying out missions all
along the spectrum. This view leads to a specific set of priorities in both op-
erations and design, toward a forward-deployed Navy of high endurance,
multimission units.'? These priorities are also consistent with historical jus-
tifications for maintaining a powerful oceangoing Navy.

The Department of the Army interpreted the spectrum somewhat
differently. It viewed the level of violence as the dominant axis. Although
such missions as peacetime presence, surveillance, and shows of force
were necessary, the focus of Army combat units would be on the missions
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at the higher levels of violence. As a practical matter, the mission of strate-
gic nuclear war had been assigned to the other services; thus, the Army
focus remained on theater nuclear war and global conventional war.!*
From this point of view, everything to the left side of the curve was a
lesser included case of the missions on the curve itself. This de facto pri-
oritization naturally emphasizes the development of heavy combat units
optimized for high-intensity conflict against a similarly endowed foe—a
logical emphasis, since the expected opponent was the Soviet Army. From
this perspective, it would be illogical to train or optimize front-line units
for missions such as limited war or peacetime presence. The abilities to
carry out such missions were assumed to be byproducts of preparing for
global conventional war.

Under this logic, the Army would theoretically conduct limited
wars—such as Vietnam—with less capable units than those positioned
against possible Soviet invasion in the Fulda Gap and elsewhere. Although
this theory was difficult to implement in practice, officer rotation and as-
signment policies of the Vietnam era seemed to signal a desire to preserve
Army strength for what was perceived as “the real fight” This theory also
corresponded with the desire of political leaders to keep the Vietnam in-
tervention a limited war. But even when the Army rebuilt itself after Viet-
nam, the dominant focus toward preparing for major war was reflected in
the perception that involvement in lower intensity conflicts, peacekeeping,
or operations other than war detracted from readiness for the primary
military mission of global or major regional war. The Clinton administra-
tion emphasis on using military forces in operations other than war and in
nontraditional roles revealed tensions with the existing focus on the high
end of the conflict spectrum.

For much of the Cold War, the Department of the Air Force designed
its force structure almost exclusively for missions at the very highest level
of violence. Deterring strategic nuclear war was the ultimate mission, rep-
resented by the organizational dominance of the Strategic Air Command.
Theater nuclear war was seen as a secondary aspect of this mission, with
shorter-range attack aircraft and fighter-bombers focused on this task.
Preparations for a global conventional war also mandated developing
dual-use systems and maintaining considerable strength in tactical air
forces and transport squadrons. All missions that fell lower in the violence
axis were to be executed by high-intensity systems diverted from what was
seen as their primary purpose. (This is the origin of recent debates on the
employment of high demand/low density assets, such as airborne warning
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and control system [AWACS] aircraft.) The concept of the independent
use of air power to conduct strategic attacks and interdiction fortified the
belief that lower intensity conflict was just more of the same activity to be
conducted on a lower priority basis. One example was the use of B-52
bombers, trained for individual penetration of Soviet airspace but used for
massed, high-altitude bombing missions in Southeast Asia.'®

Shifting Down the Spectrum

The collapse of the Warsaw Pact and the Soviet Union (1989-1991)
seemingly reduced the threat of strategic and theater nuclear war, as well
as of global conventional war, almost to the point of nonexistence. But no
obvious replacement emerged for the spectrum-of-conflict model to illus-
trate the missions for which the military would be trained and prepared.
Operation Desert Storm, which could be described as a major theater war
or major regional conflict that involved significant portions of U.S. and al-
lied military strength, seemed to represent merely a shift down the spec-
trum of conflict to a level somewhat lower than global conventional war.

The reconstitution strategy of President George Bush (which was de-
layed by Desert Storm) sought reduction of the U.S. military by almost
one-third. However, it was intended as a balanced reduction that would
keep a “portfolio of capabilities” that could allow for future shifts of em-
phasis up or down the conflict spectrum, depending on current or emerg-
ing threats. Forces in the strategic triad could be reduced or taken off alert,
but the deterrence of strategic nuclear war was still considered an impor-
tant high-end task. Capabilities required to move conventional forces
swiftly to conduct global war were downsized but retained in structure to
facilitate responses to lower levels of conflict that might occur anywhere
on the globe.' In the early Clinton administration, Secretary of Defense
Les Aspin adopted an evolutionary “two major regional contingency
(MRC)” approach to force sizing, since the possibility of a global war
against a single opponent seemed remote. However, the two-MRC strategy
and its successor, the two major theater war (MTW) strategy, required
similar if smaller forces than the single global conventional war.

The Clinton administration initiated a variety of “lower level of vio-
lence” military actions, including punitive strikes, shows of force, other
smaller-scale contingencies, and a series of operations other than war. The
pace and resource requirements for such activities appeared to critics to
threaten the level of readiness actually required to prepare for two overlap-
ping regional wars, thereby calling into question the assumption that those
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activities were truly lesser included cases. After conducting air operations
over Serbia in support of North Atlantic Treaty Organization (NATO) in-
tervention in Kosovo, the Air Force declared itself “operationally broke,”
having consumed resources at a level previously thought necessary for an
MTW. During the 1993 Bottom-Up Review and 1997 QDR, the Navy con-
vinced the Secretary of Defense that its peacetime presence mission re-
quired a greater naval force structure than that actually necessary to con-
duct two major theater wars. An obvious disconnect was developing
between the size of forces necessary to conduct such “lower intensity of vi-
olence” missions and the implications of the spectrum-of-conflict model.
Simply viewing the military as shifting its focus down the spectrum of con-
flict did not provide a coherent guide to deciding force structure issues, as
it had done during the Cold War.

In terms of the post-Cold War missions the Nation’s leaders are as-
signing to U.S. military forces, the prioritization inherent in the spectrum-
of-conflict model no longer made sense. For some, the question became:
Was the model no longer valid, or were the missions being assigned to mil-
itary forces somehow not “appropriate”?

Are Emerging New Missions a Reality?

Those viewing the prioritization in the spectrum-of-conflict model
and arguing that lesser-level-of-violence missions are a detriment to mili-
tary readiness for major conflict often imply that these military missions
of the 215 century are new. A common perception is that an ever-increas-
ing number of missions have been added to the responsibilities of the
post-Cold War U.S. military. This viewpoint is reinforced by the use of a
host of new terms and descriptions about what we expect our Armed
Forces to do. Peacekeeping, peace enforcement, humanitarian assistance, sta-
bility operations, military operations other than war, peace operations, and
engagement are a few of the terms used with increasing frequency. The in-
volvement of U.S. forces in such missions around the globe has become a
significant political issue, with many seeing such involvement as a severe
detriment to overall military readiness. As a Presidential candidate and as
President early in his term, George W. Bush postulated that U.S. forces
have been overextended through their use in such missions and suggested
a policy of cutting back on such involvement.

In fact, many such missions—though perhaps not the modern terms
that describe them—have been routine peacetime responsibilities of Amer-
ican military forces throughout history; examples abound. Technology
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aside, intervention in Haiti in 1994 was conceptually similar in form if not
in intent to that in 1915. The 1923 Report to Congress of Secretary of the
Navy Edwin Denby reveals that naval forces were then involved in pa-
trolling the Yangtse River to “suppress banditry and piracy”; providing dis-
aster relief to Yokohama, Tokyo, and Nagasaki in the wake of a major earth-
quake and tsunami; conducting a noncombatant evacuation of over
260,000 Greeks and Armenians following the capture of Smyrna by Turk-
ish troops; and fulfilling their role as the primary participant of the Inter-
national Ice Patrol in the North Atlantic shipping lanes.'” Naval officers
served as governors of Samoa, Guam, and the Virgin Islands. The United
States had just made a historic (if not lasting) effort in multilateral arms
control, crisis stability, and engagement with the signing of the Washington
Naval Treaty. All of these are activities that would make the most modern
multilateral interventionist proud.

Such overseas activities may have been primarily a Navy and Marine
Corps responsibility, but it should also be recalled that the Army spent a
good portion of its history pacifying Native American tribes, conducting
“nation building” in the former Confederate States during Reconstruc-
tion, training engineers to build railroads, pursuing Mexican revolution-
ists following raids in the southwest United States, and dispersing poten-
tially unruly groups such as the Bonus Marchers. Such missions are not
entirely new.

What is new, however, is the widespread and intense public aware-
ness of these missions and the sense of importance attached to them by
policymakers. When viewed only through the prism of the Cold War, these
missions represent radical shifts in the purpose and employment of mili-
tary forces. But the inherent prioritization of the spectrum-of-conflict
model would treat these “new” missions simply as lesser included elements
of global conventional war. Here is where contradictory expectations, calls
for transformation, and biases of the model collide. If the potential for
global conventional conflict is very low, interpreting lower-intensity-of-vi-
olence missions as lesser included cases makes no sense. Worse, force
structure decisions that could optimize the military to deal with the ex-
pected lower-intensity-of-violence missions might be deflected by the per-
ceived need to retain or improve readiness for global conventional war.

In fact, the collision (some critics called it an impending “train
wreck”'®) that bedeviled Clinton administration defense policy was be-
tween the apparent desires of the policymakers to optimize military force
structure for smaller-scale contingencies and operations other than war
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and the professional military leadership desire to maintain a high level of
readiness for the two-MTW construct that replaced global conventional
war as the high-intensity mission. This was not insubordination on the
part of the professional military leadership; the civilian policymakers also
insisted on retaining the two-MTW construct as the primary force-sizing
tool. Their insistence resulted in a series of embarrassing Congressional
hearings in 1998-1999 in which the Joint Chiefs of Staff first argued that
force readiness was acceptable and then reversed themselves and said it
was significantly degraded. The reversal was less the result of subterfuge
than of confused policy; the two-MTW strategy may have been the force-
sizing yardstick, but it was not given full resources and did not reflect
administration expectations as to what constituted the real military mis-
sions. In the background lay the inherent prioritization of the spectrum-
of-conflict model, making the administration’s real highest priority mis-
sions subordinate to higher intensity missions, which were not expected
to take place.

Bush Administration Priorities

President George W. Bush’s campaign statements indicated a strong
commitment to the improvement of military readiness and support for
significant military transformation.' Following his election, some initially
interpreted his statements to mean that a significant increase to the de-
fense budget would finance all potential costs for increased readiness, cur-
rent force structure programs, and robust transformation. Not only was
this view unwarranted, but it missed a significant point about the empha-
sis on transformation, a point made evident by the incoming administra-
tion’s focus on tax cuts rather than substantial across-the-board increases
in defense. Arguably, transformations are not needed when evolutionary
improvements are affordable. The need for transformation is most evident
when existing plans are no longer considered affordable and are no longer
appropriate to changing priorities. The change in priorities itself may well
be a result of the recognition of how unaffordable the current defense pro-
gram had become.

These changed priorities are identified in the QDR 2001 Report and
had been previously reflected in the public statements of the President, Sec-
retary of Defense, and Deputy Secretary of Defense, along with the initial
QDR Terms of Reference setting out the parameters of the review. First, the
administration clearly intends to revoke the previous two-MTW construct
as a force sizing tool and replace it with a requirement for outcomes of one



16 TRANSFORMING AMERICA’S MILITARY

“big win” and one “restore order” in the case of two overlapping MTWs. Sec-
ond, funding for homeland defense will be substantially increased, and a na-
tional missile defense (NMD) will be developed and deployed. Prior to Sep-
tember 11, NMD appeared the likely dominant defense priority throughout
the administration, but it has been supplanted by the war on terrorism.

Third, the skepticism expressed by defense officials concerning the
efficacy of lower intensity military intervention and humanitarian actions,
particularly when allied or coalition military forces might be readily avail-
able, would have suggested a reduction in American involvement in these
activities. However, actions necessitated by the war on terrorism may in-
stead require the Bush administration to become involved in even more
smaller-scale contingencies than during President Clinton’s tenure, start-
ing with de facto U.S. intervention in the Afghan civil war.

Fourth, current readiness and future transformation of the force will
be emphasized. Transformation goals center on homeland defense, preci-
sion strike, rapid mobility, and a lighter land force. Finally, any future
defense budget increase—in light of homeland security priorities—will be
directed to homeland defense, NMD, readiness, and gradual transforma-
tion and may not be sufficient to cover the cost of maintaining the current
force size. As the QDR Report concedes, however, these objectives were
largely developed before September 11 and may be modified based on the
outcome of current counterterrorism efforts.?

Extrapolating from these observations, a hierarchy of national secu-
rity interests that appear to guide Bush administration defense planning
can be developed. This hierarchy of missions would be an effective replace-
ment of the spectrum-of-conflict model for illustrating the priority of
missions for which future military forces would be designed.

Toward a Hierarchy of Missions

The first step in developing an illustrative hierarchy of missions is to
categorize national security interests as survival interests, vital interests
(which could also be considered world order interests), and value interests.
These terms would replace the “vital, important, and humanitarian and
other interests” used in the 2000 (and earlier) Clinton administration Na-
tional Security Strategy.?! Such a categorization is consistent with the spirit
of previous attempts to organize national interests. Table 1-1 illustrates
the categories of interests and the politico-military objectives related to
each, which can be identified based on analysis of public statements.
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Table 1-1. National Security Interests and Politico-Military Objectives

Survival Interests Vital Interests Value Interests

Missions: Missi Missi

Survival of the Nation Defense of treaty allies Prevent internal conflict or
Territorial integrity Defense of democratic peacemaking

Economic security and pivot states Peace operations

Deter or win regional conflicts

Survival Interests

Survival interests include three related but functionally different ob-
jectives: survival of the Nation, territorial integrity (homeland security),
and economic security.

The functional differences become clearer when the military mis-
sions associated with each politico-military objective are identified (table
1-2). For example, the objective of survival of the Nation would depend
upon military missions such as nuclear deterrence, national missile de-
fense, and strategic reconnaissance and warning.

Another survival interest is the objective of territorial integrity,
dealing with threats that target the American population but not on a
scale comparable to nuclear war. Associated military missions would in-
clude critical infrastructure protection, counterproliferation, and coun-
terterrorism, often described as homeland security. This term is frequently
defined to also include NMD and military assistance to civil authorities
during natural disasters such as forest fires. However, NMD falls more
logically into the category of survival of the Nation. Active-duty military
assistance to civil authority in nondefense-related matters is generally
conducted on an ad hoc basis or by the National Guard; since such assis-
tance is focused on the well-being of Americans, it is included in the cat-
egory of economic security.

Associated with the survival-interest objective of economic security
would be the military missions of ensuring freedom of the seas and space,
access to raw materials and protection of sea lines of communication
(SLOC), integrity of financial operations (such as computer network de-
fense [CND] against foreign opponents), and military participation in
counterdrug and counter-international crime operations. These missions
span the intensity spectrum but can be associated with a particular type of
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Table 1-2. Survival Interests

Objective: Objective: Objective:

Survival of the Nation Territorial Integrity Economic Security

Missions: Missi Missi

Nuclear deterrence Critical infrastructure Freedom of seas and space

National missile defense protection Access to raw materials

Strategic reconnaissance Counterproliferation and SLOC protection

Counterterrorism Integrity of financial

operations (against foreign
threat)

Counterdrug and counter-
international crime
operations

interest; they would not necessarily have been considered high-priority
missions under the old spectrum-of-conflict model. Table 1-2 lists the
military missions of the survival interests category. The difference in pri-
oritization between the hierarchy-of-missions model and the spectrum-
of-conflict model can be seen using, as an example, the mission type in-
tegrity of financial operations (against foreign threat). In the information
age, integrity of financial operations would primarily involve CND opera-
tions. This mission’s apparent level of violence (or lack of it) would give it
a very low priority under the spectrum-of-conflict model; integrity of fi-
nancial operations would be considered by most to be a nontraditional
military mission. However, this view is only accurate based on the Cold
War experience; in previous eras, it would have been considered quite tra-
ditional. Absent an overwhelming threat to the survival of the Nation or
territorial integrity, as was posed by the Soviet Union throughout the Cold
War, integrity of financial operations is an important national security
mission.? Its level of violence does not determine its priority.

Vital Interests

Many military missions that would likely be considered traditional in
terms of the Cold War experience would fall into the interest category of
vital or world order interests. Table 1-3 provides an illustrative listing of
vital interests—ones critical to the long-term vitality of American democ-
racy but that do not necessarily pose an immediate threat to the lives and
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domestic property of Americans. Military missions associated with vital
interests range along the full spectrum of conflict, but many tend to be as-
sociated with a high intensity of conflict. The distinction between vital and
survival interests is more than just the location of potential operations. It
is also one of immediacy: while the threats to these vital interests are very
real, they are not always felt immediately by Americans. The assumptions
of mutual deterrence and homeland sanctuary that existed in the latter pe-
riod of the Cold War no longer seem valid. This raises the question of
whether overseas military operations can be successfully conducted
against a determined opponent if U.S. survival interests can easily be
threatened. Threats in the survival category create a de facto prioritization
that relegates vital or world order interests to second place—a close sec-
ond, but second nevertheless.

Placing national security interests such as the defense of treaty allies
in the vital instead of the survival category immediately raises the question
of whether such a separation represents an isolationist defense policy. But
this criticism betrays a lack of recognition of how profoundly different
today’s security environment is from that of the Cold War period.
Through its ideological hatred toward democracy, the Soviet Union re-
mained an overriding threat to collective Western security. Such a threat
does not exist today and is unlikely to reappear in the next 25 years.?

Although the possible emergence of a military peer competitor is a
top future security concern to the Bush administration, other NATO gov-
ernments seem less concerned at this prospect. With the wane of hostile
ideologies, this threat appears more directed toward the United States in
its current position in the international system than toward NATO. Such a
view colors both the European reluctance to endorse U.S. adoptions of na-
tional missile defense (and renegotiation of the Anti-Ballistic Missile
Treaty) and the administration’s decision to shift its defense focus to Asia.
It also points to the reality that there is a de facto separation between
threats to the U.S. homeland and threats to other NATO members.

French President Charles de Gaulle’s rhetorical Cold War question
was about whether the U.S. Government would ever seriously “trade
Washington for Paris.” It is now a fair question to ask whether—in the ab-
sence of a collective threat on the scale of the Soviet Union—anyone
would consider trading Paris for Washington. Whatever the answer, the
renewed urgency of the objective of homeland security indicates at least
a partial answer to the question of whether the United States could suc-
cessfully conduct combat operations overseas against an enemy that
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Table 1-3. Vital/ World Order Interests

Objective: Objective: Objective:

Defense of Treaty Defense of Democratic and Deter or Win Regional

Allies Pivot States Conflict

Missions: Missi Missi

Overseas and forward Forward presence with limited ~ Forward presence with limited
presence infrastructure support infrastructure support

Power projection and conven-

Long- and intermediate-range

Counter-antiaccess operations

strike
Special operations
Power projection of
expeditionary, rapid
response capability
Expeditionary C*ISR

tional rapid response
Conventional C4SR (command,
control, communications,
computers, intelligence,
surveillance, and
reconnaissance)

including: countermine
warfare; suppression of
enemy air defenses;
suppression of enemy
coastal defenses;
amphibious and airborne

Long- and intermediate-range
strike

Special operations

Power projection of
expeditionary, rapid
response capability

Expeditionary C*ISR

could threaten the American homeland. It may be more difficult today
than it was during the Cold War, primarily due to uncertainty concerning
the efficacy of nuclear or conventional deterrence. Heightening this un-
certainty is the fact that military assets that would be needed to support
such homeland security functions as domestic consequence management
are currently earmarked for overseas deployment in the event of a major
theater war. In the absence of a formal prioritization of missions, an ad
hoc choice may have to be made between overseas power projection and
homeland security in the event of a threat to retaliate against American
territory.?* The result is an emerging de facto prioritization in military
missions, placing conventional regional war in the category of vital rather
than survival interests.

Within the overall category of vital interests, the objectives can be
separated into three categories: defense of treaty allies, defense of demo-
cratic and pivot states, and deter or win regional conflict.
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Although defense of treaty allies is an objective that has existed at
least since the establishment of NATO in 1948, in recent years it has not
been seen as an objective separate from the generic requirement of pro-
viding a two-MTW capability. Two factors influenced this amalgama-
tion: the assumption that NATO and bilateral U.S. allies Australia and
Japan no longer faced plausible direct threats to their security (although
South Korea, another bilateral ally, did face such a threat), and the as-
sumption that major theater war would more likely occur in the devel-
oping world (again, with South Korea as the exception). The canonical
two-MRC/MTW cases—war with Iraq and North Korea—reflect these
assumptions. But the reality is that treaty allies are the only states to
which the United States is obliged to commit its forces to defend. This
makes defense of these states a separate and higher priority mission, de
facto as well as de jure, than other vital interests.

Because all of the U.S. treaty allies are economically developed states
with considerable supporting infrastructure, and most have considerable re-
gional military strength of their own, the objective of defense of treaty allies
paradoxically requires relatively few unique military missions. Capabilities
for three major military missions are required: overseas/forward presence;
power projection and conventional rapid response; and providing advanced
C*ISR (command, control, communications, computers, intelligence, sur-
veillance, and reconnaissance capability) for major conventional war.

Overseas or forward presence acts as a reassurance to the allies, a po-
tential deterrent to aggressors, and a means of making combat forces im-
mediately available in case of attack on an ally. With its treaty allies, U.S.
forces can generally rely on a developed base structure, facilitating the
maintenance of ground forces. The presence of U.S. forces reinforces ex-
isting national capability and thus is not the sole means available to
thwart aggression. Presence reinforces the viability of the treaty alliance;
its political effect may actually be greater than the combat effect of the
forces themselves.

Power projection of rapid-response forces is an obvious necessity for
allied defense. Again, however, the existence of extensive airports, seaports,
and infrastructure for debarkation and military support allows for faster,
more efficient force projection than in austere theaters. Forces can be tai-
lored, but more importantly, their timing of phased movement in the the-
ater can be mutually agreed upon and prepared in advance.

The provision of advanced C*ISR capabilities to treaty allies reflects
the dominance of U.S. capabilities in this sector. An example is AWACS
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aircraft; some are under direct NATO control, but most are under U.S.
national control. The extensive U.S. investment in space systems has cre-
ated another area in which the United States can provide direct support
to allies. Treaty allies do not lack national C*ISR capabilities; however,
U.S. capabilities are global, generally more technologically advanced, and
of considerably greater extent. Whereas U.S. combat forces may only be
a greater version of existing allied combat capability, U.S. C*ISR capabil-
ities often reflect a qualitative, not just quantitative, addition.

The term pivot state describes regional powers that make consider-
able contributions toward maintaining regional peace and thereby sup-
port U.S. national interests in free markets, U.S. access to resources, and
enlargement of democratic governance.”® Defense of democratic and
pivot states is not merely a lesser priority version of defense of treaty al-
lies; it reflects a need for different types of forces, planning, and power
projection. An example of a pivot state is Egypt, a populous nation
whose relations with Israel are key to ensuring peace in the Middle East.
Egypt receives considerable U.S. financial and military support for its ef-
forts; a significant threat to Egyptian security would also be a threat to
U.S. policies in the region.

Not all pivot states are Western-style democracies, but most generally
could be considered at least emerging democracies. Defense of other dem-
ocratic states can also be considered a vital interest of the United States,
since democracies tend to support regional peace and world order and to
hold interests similar to those of America. In light of terrorist assaults on
democratic institutions, an attack on an individual democratic state im-
plies an attack against global democratic institutions.

The objective of defense of democratic and pivot states requires a
more extensive combination of the types of military missions that are
often associated with preparations for major theater war. As with treaty al-
lies, forward presence provides reassurance of U.S. commitment and ini-
tial crisis response. However, the lack of a formal alliance often means that
only limited infrastructure exists or is available for forward presence
forces. The resulting forward presence with limited infrastructure support
is of a less permanent nature than that in allied territory and is, of neces-
sity, primarily naval in nature.

Long- and intermediate-range strike, particularly with precision
weapons, is also a critical mission in conducting operations in defense of
democratic and pivot states. These capabilities also would be among the mil-
itary force requirements in defense of treaty allies, but here the probable lack
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or destruction of supporting air bases is likely to require direct attacks by
long-range forces, perhaps even those based in the continental United States
(CONUS). Precision strike is aimed at blunting an initial enemy attack and
interdicting follow-on enemy forces as well as bringing combat operations
to the territory of the aggressor in an effort to destroy “centers of gravity.”?
Precision strike may also allow for “effects-based operations” designed to di-
rectly influence the aggressor’s decisionmaking process.?”

Special operations are critical to the success of any military cam-
paign, but even more so in the defense of states with limited infrastructure
or in campaigns in which U.S. forces do not have other means of gather-
ing information. Such operations are likely to be conducted within the ag-
gressor state with the purpose of creating direct effects, such as destruction
of decisionmaking nodes and war-supporting infrastructure, as well as
gathering information. Special operations are a component of the overall
power projection of expeditionary and rapid response forces, but they par-
ticularly come to the fore in cases where direct power projection of forces
from CONUS is difficult or unwarranted.

Power projection of U.S. expeditionary and rapid response capabil-
ity remains the primary mission of the Armed Forces in all overseas con-
flicts. Expeditionary forces are those designed to mount attacks within the
theater as part of routine deployment and forward presence and that are
capable of sustaining themselves for initial operations with only limited
assistance from the host nation’s infrastructure. Such forces include am-
phibious Marine expeditionary units, naval forces, expeditionary air
forces, and airborne forces. Comparable to expeditionary forces, rapid re-
action forces are heavier (although not necessarily as heavy as in the past)
and more powerful forces that depend more on local infrastructure such
as ports of debarkation but can be transported from CONUS into the the-
ater fast enough to blunt an aggressor’s continued forward movement and
commence the reversal of the enemy’s gains. Advocates of transformation
envision most of America’s future active-duty forces possessing an in-
creased capacity for rapid reaction.

As in defense of treaty allies, C*ISR capability is crucial for effective
battle management. In the case of non-treaty allies, such C*ISR capability
is necessarily expeditionary in nature.

As an objective, deterring and winning regional conflicts require
the same or similar missions as the defense of allies and of democracies
or pivot states. An additional requirement, however, is the capacity to
conduct them in an antiaccess environment in which U.S. forces have no
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toehold or logistics support in the region. This might occur because po-
tential supporters in the region are reluctant to allow U.S. forces to use
their territory, lest their own infrastructure or forces become targets of
the aggressor, or it may be the result of the aggressor’s success in swiftly
defeating regional opponents and ejecting U.S. forces from the region.

Access operations against antiaccess efforts require the capability to
fight through layered regional defenses. This might include counter-mine
warfare, suppression of enemy air defenses and suppression of enemy
coastal defenses, and amphibious and airborne operations. Although all
these capabilities may be required under the conditions of less demanding
scenarios, the antiaccess or area denial environment would be extremely
taxing on the forces assigned to conduct these sub-missions and require
specialized and advanced capabilities that are likely to require considerable
resource investment to develop.

Value Interests

Categorizing military missions in terms of value interests implies
more than simply assigning a priority. Critics could argue that the very use
of the term value places such interests in the nonvital category and reduces
the likelihood that the U.S. Government will take action in their regard.
Where vital interests are said to be drivers of realpolitik, value interests
might be thought to reflect a lesser or occasional commitment.

But the reality is that throughout much of America’s history, its over-
seas activities have been in support of values such as the enlargement of
democratic governance and the suppression of particularly brutal regimes
or activities.® The United States—motivated by the universality of its
democratic principles—routinely chooses to take actions that cannot be
strictly defined under realpolitik as purely national interests. Table 1-4
provides an illustrative list of such internationalist value interests. Histor-
ically, these are not necessarily treated as less vital interests. These value in-
terests focus on the reduction of overt violence and maintenance of peace
in areas of the world prone to conflict. This emphasis is something more
than simply the defense of democratic regimes, allies, or pivot states. Illus-
trative are the U.S. efforts in Bosnia and Kosovo to stem conflicts in which
there were few if any supporters of Western-style multiethnic democracy
and no apparent natural resources or issues of direct security to the United
States. Efforts to stop genocide or ethnic cleansing clearly represent values.

U.S. military forces have routinely been used to support such value
interests long before recent emphasis on humanitarian actions. They acted
as the primary humanitarian assistance agency of the United States
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Table 1-4. Value Interests

Objective: Objective:

Prevent Internal Conflict or Peacemaking Peace Operations

Missions: Missions:

Noncombatant evacuation Multinational peacekeeping
Low-intensity conflict Peacetime military engagement
Special operations Humanitarian assistance

Peace enforcement Other interagency assistance

Psychological operations
Civil-military affairs
Foreign military training
C*ISR support

throughout much of its history, prior to the creation of such specialized
entities as the Agency for International Development and the Peace Corps.

Although the use of military force to support value interests hardly
constitutes an emerging mission, the forms of such missions have changed
with the complexity of modern culture and the impact of globalization.
Value interests can be divided into two objectives: preventing internal con-
flict/peacemaking, and performing more generalized peace operations.

Preventing internal conflict or peacemaking implies the use of armed
force to “make” peace, which may sometimes include conducting limited
military operations against a warring faction. Peacemaking, a concept
greater than simply peace enforcement, does not assume the existence of a
peace agreement. Rather, it implies action to curb lawlessness and violence
in order to create conditions in which a peace agreement can be reached.
The unsuccessful 1991 attempt to quell clan warfare in Somalia can be
considered an example. Peacemaking operations require forces capable of
conducting such military missions as noncombatant evacuation, low-in-
tensity conflict, special operations, peace enforcement, psychological op-
erations, civil-military affairs, foreign military training, and C*ISR support
to foreign military forces. All of these missions are also elements of other
objectives, such as deterring or winning regional conflicts. However, they
are primary or dominant missions of the peacemaking objective and may
require specially trained forces to conduct them successfully in a lower in-
tensity environment.
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The term peace operations is meant to encompass the day-to-day en-
gagement activities of forward-deployed U.S. forces. Unlike peacemaking,
peace operations are not expected to involve the use of force against an
enemy. Military missions in this category include multinational peace-
keeping under existing peace agreements; peacetime military engagement
with foreign military forces; humanitarian assistance under permissive
(relatively nonviolent) conditions; and other interagency assistance that
does not involve conflict with an armed enemy. Peace operations are
assumed to be the primary mission of U.S. Armed Forces when they not
engaged in conflict or in peacetime training.

Comparison to QDR 2001

The Bush administration Quadrennial Defense Review Report iden-
tifies a series of “enduring national interests” that the “development of de-
fense posture should take into account.”® The interests identified include:

m ensuring U.S. security and freedom of actions, including U.S.
sovereignty, territorial integrity, and freedom; guarding the safety
of U.S. citizens at home and abroad; and protecting critical U.S.
infrastructure

= honoring international commitments about the security and well-
being of allies and friends; precluding hostile domination of critical
areas, particularly Europe, Northeast Asia, the East Asian littoral,
the Middle East, and Southwest Asia; and maintaining peace and
stability in the Western hemisphere

= contributing to economic well-being, including the vitality and
productivity of the global economy; the security of international
sea, air and space, and information lines of communication; and ac-
cess to key markets and strategic resources.

The similarities between these listed interests and the interests, ob-
jectives, and missions of the hierarchy-of-missions model described in
this chapter are obvious, but there are also differences. The hierarchy
model was developed to tie missions directly to interests and therefore
draws more detailed distinctions between categories. Although the inter-
ests listed in the QDR provide general guidance for defense policy goals,
the report does not attempt to translate them into military missions. Its
focus is on the “paradigm shift” in force-sizing criteria, away from the
two-MTW construct to a capabilities-based approach that supports na-
tional interests. No priorities for the various U.S. interests are stated
explicitly; however, the body of the report makes it clear that the first
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priority is U.S. sovereignty and territorial integrity, and with it, protection
of citizens and critical infrastructure. This interest category is referred to
as “ensuring U.S. security and freedom of action”; this is implicitly con-
sistent with the thesis of this chapter that assuring U.S. homeland secu-
rity is a prerequisite for effective overseas operations.

Implications of the Hierarchy-of-Missions Nodel for
Military Transformation

The purpose of this volume is to provide a context for the discussion
of technology and military transformation. As a first step toward identify-
ing the need for transformation, this chapter has examined the missions
that can be expected to be assigned to the U.S. military in the 21¢ century
in terms of a conceptual model that reprioritizes such missions along lines
mirroring Bush administration priorities. This reprioritization reflects the
passing of the immediate threats of the Cold War era, whose mission pri-
orities were reflected in the spectrum-of-conflict model.

When such missions are viewed in terms of the resource constraints
placed on the defense budget, cynics could charge that the hierarchy of
survival, vital, and value missions merely confines the value missions to
the “underfunded” category. But a quick look at U.S. foreign policy indi-
cates that this outcome is not inevitable, nor even necessarily likely. Dif-
ferent Presidential administrations have made different choices as to fund-
ing priorities among the three categories. Arguably, much of U.S. foreign
policy is directed toward the defense of such values as democratic gover-
nance and human rights. Globalized media play a considerable role in am-
plifying public concern for the promotion of these values. A Presidential
administration could choose to allocate resources among the three cate-
gories based on the degree of risk it is willing to accept in any one mission
area.® Survival interests are likely to be funded more fully than, but not to
the exclusion of, value-interest mission areas. A strong virtue of the hier-
archy-of-interests model is that it forces explicit decisions on funding pri-
orities, rather than assuming that missions in the vital or value categories
are merely lesser included cases of the survival category missions with
lesser included funding profiles.

The hierarchy of missions captures the new priorities based on the
emerging contours of the future security environment and the apparent
expectations of American policymakers. But it does not correspond with
the implications of the current visions of the Joint Staff and services as re-
flected in the existing National Military Strategy or in Joint Vision 2010
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and Joint Vision 2020.>' All three documents discuss a range of military
missions necessary for American security, but the strategic and opera-
tional concepts they endorse are based on the spectrum-of-conflict ap-
proach to analyzing the relative importance of individual missions. Thus,
the potential exists for a lack of consistency between the new missions and
how the U.S. military presently expects to prepare itself. This raises ques-
tions about the purpose, timing, and extent of military transformation.

It also clouds our understanding of the effects on these new missions
of recent and expected advancements in military technology. To reach a
better understanding, several questions can be raised:

= Do the emerging missions drive the development of these new tech-
nologies, or do the new technologies merely enable a more effective
response to traditional missions?

m Does the U.S. military need to transform itself radically to carry out
these emerging missions effectively?

= Does significant transformation need to be carried out for the U.S.
military to capitalize on the new technologies?

Obviously, none of these questions can be answered in terms of the
hierarchy-of-missions model alone. Rather, discussion of such questions
in the context of the new model is intended as a gateway to the other chap-
ters of this book.
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Chapter 2

Harnessing New
Technologies

Thomas C. Hone and Norman Friedman

tional effects on military operations in the near (5-10 years) and

far term (20 years out). We focus on the United States because
much of the technological development important to military operations
is taking place here. At the same time, our crystal ball is no better than that
of our readers. Put another way, predicting the future is extremely risky,
especially predicting the future of technology. Children in the 1950s, for
example, might have expected by the 21% century to see frequent space
voyages to planets in our solar system, nuclear fusion power plants pro-
ducing abundant and cheap electricity, and space planes able to reach
Tokyo from New York in 3 hours or less; they would most likely not have
foreseen the airbus, global warming, or the personal computer. Despite the
difficulty inherent in predicting the future of technology, however, we can
develop an appreciation for the ways in which technology has transformed
warfare in the past, and we attempt to do this in the first part of this chap-
ter. This appreciation can shed some light on what may happen in the next
several decades, which is the subject of the remainder of the chapter.

We must begin by asking, “What is transformation?” The “Transfor-
mation Study Report” conducted for the Secretary of Defense and com-
pleted on April 27, 2001, defined transformation as “changes in the concepts,
organization, process, technology application and equipment through
which significant gains in operational effectiveness, operating efficiencies
and/or cost reductions are achieved.”! This definition covers not only what
is normally thought of as technology, such as the ability of an aircraft to
cruise at supersonic speed, but also “organization” and “process.” That is, it
covers both technology and the social structures and processes by which the
technology is made an accepted part of daily life. The definition ties together
concepts, equipment, organization, and processes.

T his chapter describes new technologies and their likely transforma-

31
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This chapter, however, focuses only on technology—the devices and
equipment that embody critical scientific concepts. Organization and
process issues are left to other chapters. We offer here no definition of
technology as our starting point because we all know, at some elementary
level, what modern technology is and what it does. What is so extraordi-
nary about current digital technology is the way that it has penetrated our
everyday lives, from the personal computer to the wireless phone to the
thermostat that regulates the heating and cooling of homes, offices, and
factories. This is a repetition of the process that introduced earlier forms
of technology, such as the automobile, rotary telephone, and electric type-
writer. First a single, everyday device becomes digital, and then, rather
soon, many more devices become digital. Why? Because these devices bet-
ter support essential activities or supplant existing technology. This phe-
nomenon becomes apparent from the answers given by people randomly
chosen to explain what technology is. They will point to technologically
sophisticated devices: those devices that incorporate today’s information
technology, and especially those things that have made their work or their
everyday lives better. We will do the same. We will describe devices that
will change the way war is fought, assuming that scientists and engineers
continue working as they have.

Nine Characteristics of Modern Warfare Technology

First, military organizations that can adopt and promote new tech-
nologies clearly have a critical edge in “modern” warfare. This was cer-
tainly true when modern warfare was attrition warfare, and it is true even
now, when the stated policy of the United States is to avoid attrition war-
fare like that seen during World Wars I and II. As the military services of
the major nations well understood after World War 11, adapting the tech-
nology developed in the civilian world, such as radios, to military uses was
not enough. They had to take the next step and actually foster the devel-
opment of technology, knowing from experience gained in wartime that
this development would be essential.

Second, technology is something that can be deliberately and con-
sciously developed by human beings working within complex organiza-
tions. Thomas Edison, for example, is recognized as a gifted inventor, but
he is also less frequently recognized for an even greater achievement: devel-
oping the first systematic technology research laboratory in the United
States. Third, new technology is useless to military organizations unless
their members “formulate a doctrine to exploit each innovation in weapons
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to the utmost.” This point, made succinctly nearly half a century ago by
Professor (and reserve Major General) I.B. Holley, Jr., in his classic study
Ideas and Weapons, is now generally accepted. Indeed, we might combine
the second and third points into “Holley’s Law of Technological Innovation
in the Military”: The adoption of new technology within a military service
requires that the service develop a doctrine for the successful use of this
technology in war, and neither the doctrine nor the technology will be de-
veloped unless that military service has an organization whose members
understand technology and can make binding decisions about its support
and application.?

Fourth, militarily significant technologies are often developed almost
simultaneously in different nations. A classic example of this phenomenon
is radar, which was under development as a military technology in eight
countries (France, the Netherlands, Italy, the United Kingdom, Germany,
the United States, the Soviet Union, and Japan) before World War II. Cur-
rent versions of this same phenomenon are the ubiquitous personal com-
puter and wireless phone. Given the often rapid spread of new technology;,
the question then becomes, “Who can best use it as an instrument of war?”

Fifth, there is no guarantee that a new technology, once developed in
the laboratory or even in prototype form, will receive adequate funding to
become an operational capability. Radar’s historical development also il-
lustrates this point. Just before World War II, Adolf Hitler’s regime reduced
funding for microwave radar development because his war strategy was to
rely on quickly defeating his enemies. This neglect of long-term technol-
ogy development, though consistent with Hitler’s strategy, cost his regime
dearly once the war became one of attrition. In Japan, the problem had a
different cause. There, uncoordinated army and navy programs inhibited
the establishment of an efficient electronics industrial base and hence the
fielding of adequate numbers of operationally useful radars.?

Sixth, the development or refinement of one technology may com-
plement the development of another and lead to results that no one had
anticipated. An example is the development of the small, reliable cruise
missile in the early 1970s. Cruise missiles were not new in the late 1960s:
both tactical and strategic versions had already been fielded, but most were
quite large weapons because their engines were heavy. Furthermore, be-
cause they consumed a lot of fuel, their necessarily large fuel loads also
added to their weight and size, thereby limiting operational utility. The de-
velopment of a small, lightweight turbine engine by Williams International
made possible a much smaller cruise missile, one that could be fired from
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a torpedo tube, launched by a carrier-based attack aircraft, or fired by a
small fast-attack craft. Adding digital processors to radar seekers and radar
altimeters gave improved accuracy, stealthiness, and reliability to this new
generation of cruise missiles powered by the smaller, more efficient engine.
There are many other cases of such synergy in the historical relationship
between technology and warfare.*

Just having a technology, however, is not enough. Our seventh point
about technology is that a military service also needs access to an industry
that can produce the equipment embodying that technology in sufficient
numbers. The historical development of radar, once again, illustrates this
point. In August 1940, a British delegation showed the cavity magnetron
to representatives of the American military services. This device generated
signals for high-power microwaves and made it practical to develop air-
borne radars. The British would have needed to produce the new device,
along with its receiver and display sets, in quantities sufficient to equip
thousands of aircraft. Because British industry apparently lacked the ca-
pacity for such production, the American electronics industry, with its
greater industrial capacity, served as the foundation for the rapid wartime
introduction of this new technology.

Our eighth point is that possessing a technology, even in quantity, is
no guarantee that it will be decisive in war. The doctrine, which Holley ar-
gued was so essential, has to be implemented through training, and this
means that training techniques and technology may be as crucial as pro-
duction capacity. This is particularly true of sophisticated simulators to
give soldiers the “feel” of how best to use a new technology in combat. For
example, with night-vision devices—infrared detectors or visual light
magnifiers—modern ground forces can fight around the clock. The avail-
ability of these devices, however, does not guarantee that they will be used
effectively. Both the Iraqi forces and the U.S.-led Gulf Coalition forces had
advanced night-vision devices in the 1991 Persian Gulf War. American
forces, however, employed superior training technologies and were there-
fore better prepared to use this technology effectively in battle. Since train-
ing is a key factor, the Department of Defense (DOD) spends a great deal
of energy and money to advance the technology of training, even though
the benefits of this effort are often not apparent until after a conflict.

Our ninth point concerning the relationship of modern technology
and warfare is that the military’s initial experience with a new technology
can reveal problems with making the new capability operational. Over
time, as the technology is better understood, the number of systems
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needed (both experimental and operational) to work out the bugs will de-
cline. This means that a military service may have to invest in a number of
prototypes, or even in numbers of different types of operational models,
before the technology is proven in operations.

The introduction of jet engines into the Air Force after World War II
reveals this tendency. Aircraft powered by these engines can be divided
into three categories. The first category consists of experimental aircraft
built to test a new design or concept, such as the Bell X—1 series aircraft de-
signed to break the sound barrier. The second category includes aircraft
built as part of a development program, such as the XF-88 McDonnell
penetration fighter of 1946. Though such aircraft were never produced for
actual service use, tests on them helped jet propulsion technology mature.
The third category consists of operationally fielded aircraft, such as Re-
public’s F-84.5

The result of several decades of experimentation and production can
be thought of as a funnel, with many options in the beginning (the mouth
of the funnel). Gradually, through tests and the evaluation of actual oper-
ations, some technological possibilities are abandoned and others ma-
tured. The result is a narrowing of options (the throat of the funnel) and
the eventual production of large numbers of standard but sophisticated
designs. The F-86 Sabre Jet represents a first-phase production jet inter-
ceptor, the F-104 a second-phase type, and the F-15 a third-phase type. All
three aircraft shared the same basic mission, but considered sequentially,
they showed the evolution of operational jet aircraft. Our point is that the
number of experimental and developmental models tends to decrease as
the technology is better understood: as it shifts from being a revolutionary
technology to an evolutionary technology. The exception is when new
technology requires a new approach. The current example of a new tech-
nology that is still in its revolutionary phase is that of vertical take-off and
landing. The V-22 acquisition program was based on an assessment that
vertical take-off and landing technology had passed through its revolu-
tionary stage and was essentially evolutionary. Recent events have shown
that this assessment was erroneous.

These nine characteristics of technology and its effects on warfare re-
veal that much has been learned about the subject. This is not unknown
territory. Defense officials have given a great deal of thought for decades
about how to apply technology to modern war. In 1981, for example,
William O’Neil (author of chapter 5 in this volume) wrote a classic essay
entitled “Technology and Naval War.” This effort, undertaken while O’Neil
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worked in the Office of the Secretary of Defense, identified the technolog-
ical trends that were shaping the future of war at sea: stealth, linked sur-
veillance systems, information processing, and stand-off weaponry.® In
September 1987, Lt. Gen. Glenn Kent, USAF (Ret.), then working for the
RAND Corporation, presented a paper to the American Association for
the Advancement of Science entitled “Exploiting Technology.” He covered
a number of lessons that had been learned about turning a technological
advance into an operational weapon, and he also discussed the larger,
strategic implications of digital technology. For example, he noted the po-
tential of precisely guided conventional munitions to have strategic ef-
fects.” Officials such as O’Neil and Kent have been instrumental in devel-
oping policies and procedures for surveying technology for those elements
that have military implications. They and their successors have kept U.S.
forces armed with the most technologically advanced sensors and weapons
of any military force on earth.

The official interest in, and exploration of, advanced technology is
just as strong now as it was during the Cold War. For example, to improve
the process of moving a technology from an engineering laboratory, such
as Lockheed’s Skunk Works,? to a developmental program, the Secretary
of Defense has established the Office of Technology Transition.’ Since
September 2000, the office of the Deputy Under Secretary of Defense
(Science and Technology) has produced a number of plans and
“roadmaps” showing potential paths from demonstrated technologies to
likely future programs.

Although there is no way to predict how specific investments in
basic research will produce technologies of military value, there are ways
to evaluate and compare proposals that purport to show how a certain
technology can add to the military power of the United States. For exam-
ple, software designer Barry Boehm is a well-known pioneer in the field
of software development and metrics. His work on software standards,
much of it promulgated over a period of two decades by the Institute of
Electrical and Electronics Engineers (IEEE), has helped the defense in-
dustry to judge the technological maturity and developmental require-
ments of new software.!

There has also been a great deal of progress in recent years in under-
standing how technologies develop and how they can be adapted to warfare
at an acceptable cost to the Nation.!" In July 1999, for instance, the General
Accounting Office published a report entitled “Better Management of
Technology Development Can Improve Weapon System Outcomes.” This
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report, drawing on the work done by the Air Force and the National
Aeronautics and Space Administration, described how certain measures,
referred to as technology readiness levels, could be used to gauge a technol-
ogy’s maturity. Put another way, the report argued that there were
quantitative means for determining whether a given technology was ready
for development in a military acquisition program. Though there is still no
consensus within the defense acquisition community that these measures
are in fact completely reliable, the work to create and then test them in actual
programs is a sign of the progress that has been made in linking new tech-
nology to measures of its production (and hence its military) potential.'?

Some Recent History

This improved understanding of how technologies develop is useful
in comprehending what has happened and why. We can also use it to an-
ticipate future technological developments that may have a major impact
on warfare. To show how, table 2—1 presents a set of projections of trans-
formational technologies that could have been compiled in 1920. The 10
listed technologies all became critical in later years.

Some of these projections were actually made following World War I.
The Navy’s Bureau of Aeronautics, for example, chose to fund the develop-
ment of larger and more powerful radial piston engines, despite technical
concerns in the mid-1920s that such powerful engines would wrench them-
selves out of the aircraft that they powered. Both the Navy and Army fi-
nanced the development of gyroscopes for bombsights and analog com-
puters for gunnery fire control. The Naval Research Laboratory was the
original home of radar research and development in the United States.
Both services financed the development of high-frequency radio, radio di-
rection-finding, and radio intercepts and decryption of coded messages. In
1920, it was clear that the piston-engine aircraft was a rapidly advancing
technology. So, too, were electronic devices and analog computers.

But there were some real surprises that a knowledgeable observer
could not reasonably have projected in 1920. The one that transformed
warfare was the nuclear weapon, especially the plutonium bomb.!* Nuclear
propulsion of submarines and ships was just beyond the 20-year time
horizon, but serious thought about naval nuclear power plants followed
quickly on the heels of the work done by the Manhattan Project.

Table 2-2 looks not at projections but at transformations. It highlights
the spectacular growth in the sophistication and military utility of aviation,
from a decidedly auxiliary role in World War I to an essential role in World
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War II. The funds pumped into aviation in World War I stimulated the tech-
nology; that technology, coupled with battlefield radios and new tactical
concepts, led to effective combined arms warfare—to blitzkrieg.

Table 2-2 also shows the rapid growth in electronics just before and
during World War II. Almost all of the elements of electronic warfare were
introduced in some form during World War II, including the essentials of
electronic countermeasures (ECM) and counter-countermeasures (ECCM).
For electronics, World War II was a period of rapid and intense development
that carried over into the Cold War.

Industry in table 2-2 refers to modern industry, with its planning, fi-
nancing, and linkage between research and development and production.
Modern industrial organizations learn quickly and therefore can adapt to
changing situations. They can capitalize on new research, plan and execute
major projects, and sustain huge social initiatives, such as modern war. But
during World War II, U.S. industry essentially displayed an improvement
on the production effort of World War 1. Neither World War I nor World
War II dramatically altered American industry. The major alteration
waited on the creation of a set of organizations linked electronically to
produce increasingly sophisticated digital systems; this came about as a
consequence of Cold War efforts that produced a software industry that is
still transforming warfare.

Several patterns can be observed here. The first is that different tech-
nologies have transformed warfare at different speeds. For example, even
if some might not agree that aviation turned into a war-transforming
technology in World War I, by 1919 the scientific and industrial basis for
effective combined arms aviation existed. It needed refinement before the
early crude radio-telegraphs could be turned into effective voice radios on
aircraft, and the military aircraft flying in 1920 were limited in terms of
range and bomb load. However, better, lighter radios and heavier, more
powerful piston engines were simply projections of existing technology. In
other words, predictable improvements could be expected, eventually and
inevitably, to lead to a military transformation if only military organiza-
tions continued investing in them. The required technological revolution
had already taken place.

In contrast, the technological revolution required to underpin elec-
tronics had not taken place by 1920, but by 1930, it had. Following
considerable investment in the technology as war approached, all forms of
warfare employed electronic technologies in World War II. Electronics,
however, did not transform warfare in this global contest. War remained a
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destructive struggle of attrition, exhausting the mobilized national re-
sources of all of the participants except the United States. Electronics truly
transformed warfare only in the digital age, when electronics enabled, for
example, area bombing to be replaced by true precision targeting.

Table 2-2 also reveals the logic behind the industrial bombing cam-
paigns of World War II and the survival of that targeting strategy into the
Cold War. It shows why a blanket attack upon an enemy’s industry does
not make sense in the post-Cold War world. Today, the American military
can hit what it can see with precision. Conventional forces with precision
weapons can now, it is said, produce strategic effects. War, or at least some
of its forms, has been transformed.

But some technologies are missing from table 2-2, and these missing
elements suggest how difficult it is to look beyond imminently expected
technological developments. Nuclear weapons and space are absent; they
were not anticipated or developed until midcentury or later. Yet if any
technology transformed war, it was that of nuclear weapons. Will any tech-
nology similarly transform war in the next 25 years? Micromachines and
hybrid organic-electronic computers are candidates for that role. Some
have suggested that space technology, currently providing reconnaissance
and communications support to military operations, is in the same rela-
tive position that aviation technology was in 1919. The high cost of pro-
ducing and orbiting satellites may, however, prevent such a pervasive
transformation. Instead, the new technologies of advanced software, “in-
telligent” devices, and digital telecommunications are more consistent
with the transformational patterns displayed in table 2-2.

In World Wars I and II, emerging technologies were infused with
lots of money and pushed by demand for new devices. Thus, these
emerging technologies advanced quickly, laying the foundation to
change future combat. The Cold War was no exception to this pattern.
One particular emerging technology funded by the Cold War—the per-
sonal computer—joined to another—the Internet—to transform not
only warfare in Western industrialized nations but also much of society
and culture. Investments in software and related hardware have contin-
ued at wartime levels since the end of the Cold War, resulting in pre-
dictably rapid growth in software and software-related technologies.
However, since private-sector sources are largely responsible for main-
taining these high investment levels, public agencies such as the Depart-
ment of Defense have not been able to control or direct the rapidly
emerging capabilities resulting from this growth. Thus, the future, when
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DOD will depend on private sector investment in information technol-
ogy for advances, may be very different than the Cold War, when it was
DOD that financed so much basic research with military implications.

Impact of Technology on Military Tasks

This section matches technologies against 12 military tasks likely to be
required in 3 future time periods—within the Future Years Defense Pro-
gram (FYDP [a 5-year period]), out to 10 or 12 years, and what would be
needed in 2020 to support the expectations expressed by the Chairman of
the Joint Chiefs of Staff in Joint Vision 2020'* (see table 2—3). The “military
tasks” are drawn primarily from the “Final Report” of the Conventional
Forces Study (otherwise known as the Gompert Study) done recently for the
Secretary of Defense, augmented to transcend the Gompert Study’s focus on
conventional forces.’> We drew on our own experience and knowledge for
the technologies. Note that legacy systems embodying accepted technologies
would persist across each of these time horizons. For example, the B-2, listed
as a FYDP system under the “Long Range Strike” military task, should also
be performing this task in 2020. There is even a chance that the Air Force will
still be flying B—52s in combat roles at that time.

Table 2-3 shows that there will be a shift from chemical explosives in
warheads to directed energy weapons. However, chemical explosives and
propellants will still be manufactured and used; unguided, chemically ex-
plosive small arms and other weapons will have roles for many years to
come. For example, chemical explosives can generate electromagnetic
pulses to overload many existing digital circuits, thereby giving chemical
explosives a new lease on life even in a network-centric battlefield. Such
technological developments do not stand out in table 2-3 but are exam-
ples of how certain existing technologies will have, at least for a while, im-
portant roles to play in warfare.

Table 2-3 also indicates that future weapons (although not necessar-
ily their platforms) will zero in on targets faster. The potential to acquire
and share real-time data will grow, and weapons will be able to act on this
data to strike mobile targets. Deployment of hypersonic missiles can be ex-
pected by 2020, if not sooner. We should, by then, also see missiles that can
loiter above a battlefield at subsonic speeds yet are capable of suddenly at-
tacking at hypersonic speeds.

Even now, sensors, digital communications signals, and weapons in-
creasingly are being netted together, and systems designed for such net-
working (such as the Joint Tactical Radio System) will first supplement
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and then replace current systems. The Tomahawk land attack cruise mis-
sile, for example, survives as a legacy system because it can be linked to the
signals broadcast by global positioning system (GPS) satellites. Although
designing a new composite missile with stealth characteristics that could
operate in a netted environment might be better in terms of cost, that ap-
proach would be too expensive right now, so this transition will occur only
when future modifications to the Tomahawk cease to be cost-effective.

Successfully implementing Joint Vision 2020 in a fiscally constrained
environment will require a choice between much improved networks, on
the one hand, and new systems, such as directed energy weapons, on the
other, because the country cannot afford both. The network choice would
seem to be an easy and obvious one, except that directed energy weapons
promise to reduce ammunition requirements so dramatically that it may
be difficult for DOD to avoid investing in them. One of the goals of Joint
Vision 2020 is “focused logistics,” and one big step toward this goal would
be to eliminate numbers of conventional munitions. Moreover, directed
energy weapons may be the only effective counter to certain forms of mis-
sile attack.

One way out of the dilemma created by the high cost of both systems
and the links among them would be for the military services to rely on pri-
vate industry to construct netted or networked systems. This approach
would not be without precedent: military forces in World War I relied on
industrial telephone capabilities, and in World War II they relied on radio
equipment built to commercial electronic standards. The military risks
that are associated with such commercial off-the-shelf command and con-
trol are great, however. They include the risks of interception of digital sig-
nals and invasion, disruption, or even destruction of the network. But if
U.S. industry has any advantage in this area, it is in software development;
American commercial developers are currently pioneering developments
for advanced digital communications.

Likely Future Technological Developments

Table 2—4 lists potentially transforming technologies and their de-
velopment across time. This list of technologies is compiled from current
unclassified periodicals, such as the IEEE Computer, augmented by our
own additions.

Several points about table 2—4 are worth noting. First, very few of the
table’s boxes are blank; many technological areas are likely to produce mil-
itarily useful capabilities. All of the areas listed are being monitored by
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DOD, and many are being funded directly. Second, this comprehensive-
ness contrasts with the many blank boxes in the historical snapshot pre-
sented in table 2—1. In 1920, there were many areas not being funded or
studied by the military departments. Even the development of 2,000-
horsepower radial piston engines for aircraft was judged high risk, while
nuclear weapons, jet aircraft, helicopters, and amphibious tractors were
not even under consideration. Today, DOD has processes and procedures
for monitoring and encouraging wide-ranging technological develop-
ments. This institutionalization of the link between technology and the
Nation’s military organizations, which was brought to fruition during the
Cold War, is itself an important—even transformational—innovation and
should be treated as such. The issue today is how to maintain this link.

Table 2—4 also indicates some technical obstacles that inhibit the mil-
itary from developing sought-after capabilities. For example, there is no
entry under “Supporting JV 2020” for “High-Speed Surface Ships,” despite
the fact that such ships would be extremely important militarily if they
could be produced and operated at a reasonable cost. The basic obstacle to
high-speed, high-capacity surface ships is the resistance of water to any ship
moving on and through it. Similarly, economically feasible use of space de-
pends on having a cheap way to loft satellites into orbit. Right now, there is
no cheap way to do so, certainly not for the large satellites that meet the re-
quirements of DOD. In both cases—ships and space—certain unavoidable
physical obstacles have to be surmounted, and table 2—4 highlights these
barriers. However, the services continue to examine and invest in space and
high-speed ships because the potential payoffs are so great.

Improved communication, command, and sensor technologies are
listed in table 2—4, which shows how critical these digital, software-driven
technologies are to advances in a number of areas. Admiral William
Owens, USN (Ret.), former vice chairman of the Joint Chiefs of Staff, has
been saying for years that the critical “revolution” is informational. In
Lifting the Fog of War, Owens argues that microprocessors were the key el-
ement in unmanned aerial vehicle (UAV) development. He defines the
ongoing revolution in military affairs as “the ability to achieve integrated
sight—the stage where the raw data gathered from a network of sensors
of different types is successfully melded into information.”'® Table 2—4
supports these arguments, although Owens might expect battlefield lead-
ers to be able to draw information from netted raw data earlier than this
table projects.
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Table 2—4 also shows how many complex technologies there are with
military implications. It is not enough for agencies within DOD to watch
a limited number of critical technologies; a great number have to be
tracked and assessed. For example, technology number 6 in the table is
“Avionics Miniaturization.” Miniaturization is possible because computer
chips have gotten not only smaller but also more capable and reliable.
What technologies have improved so that the chips could get better and
smaller and cheaper? Photolithography is one; another is the manufactur-
ing of reliable silicon substrates. Indeed, what we have seen in this partic-
ular field is the application of quantum physics to industrial processes, but
the details of how this is done are beyond the understanding of even well
educated officials. In other words, understanding technology so as to di-
rect it is harder than it was just a few decades ago, and many of the people
who understand new technology are not working for the Department of
Defense. How can their expertise be used to DOD advantage?

One answer is that DOD can purchase much new technology “off the
shelf” from commercial vendors and thereby stay up with the best tech-
nology that private firms can field. But commercial vendors are not par-
ticularly interested in the problems of distinguishing decoys from an ac-
tual warhead in space or of identifying a shallow trajectory ballistic
missile’s likely target once it is launched. What private firms can offer
commercially may not ever meet DOD needs.

How, then, are DOD leaders to know which specific technologies to
watch and which to invest heavily in? A very interesting recent paper on
the military potential of lasers illustrates this dilemma. The author, Mark
Rogers, claims, “Laser technology has matured so substantially in recent
decades that the United States now has the capability to use lasers from
space-based platforms to change radically the conduct of war.” Yet he also
admits that semiconductor lasers, which are most efficient in converting
“input energy into laser light,” are not suitable as weapons. Moreover, he
acknowledges that “it is difficult to point laser beams with great preci-
sion,” and therefore it is not easy to keep the focused beam on the target
long enough to destroy it. In consequence, Rogers admits that a space-
based laser weapon would be expensive, vulnerable to antisatellite
weapons, and face “significant engineering challenges.”’” So what are
DOD leaders to do? Invest heavily? Or wait, while investing in limited
advanced research projects?

There is no easy answer to these questions because we cannot see the
future clearly. One or more nascent technologies may turn out to be
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“sleepers,” apparently useless initially, but very important once developed.
For example, there are DOD officials who believe that exotic nonlethal
weapons might have a bright military future. There are chemicals that
cause metal to turn brittle, for example, and other chemicals that put a
stop to combustion in vehicle and aircraft engines, and even sticky foams
that could immobilize soldiers without otherwise harming them.'® It is not
possible to predict what new and militarily useful technologies will come
out of basic scientific research labs. It is not possible to eliminate techno-
logical surprises or to prevent key developing technologies from drawing
scarce resources away from investigating exotic but promising new tech-
nologies. The balance between pursuing exotic, risky technologies and
pragmatic, well-understood technological developments is the subject of
the final section of this chapter.

Conclusion

The future of science and technology is often thought of and de-
scribed in fantastic terms, even while revolutionary changes are taking
place right before our eyes but are not necessarily recognized as such. A
classic example is the affordable automobile. Henry Ford developed it in
order to revolutionize American society, which it did. But who, 50 years
ago, would have described the affordable automobile as a revolutionary
technology? In the 1950s, revolutionary technology was space travel, intel-
ligent robots, and the means to eliminate dreaded afflictions such as polio,
heart disease, and cancer. But the really revolutionary technology was sit-
ting in the garage.

This tendency to miss the revolutionary implications of what most of
us think of as not-so-revolutionary technology is not new. In 1898, in his
novel War of the Worlds, H.G. Wells posited some highly advanced but
not—from today’s perspective—impossible technology. The Martian ve-
hicles traveled through space and survived the descent through the earth’s
atmosphere. The Martians used a “heat ray” or laser with devastating but
short-range effects on unprotected living things or combustible material.
The Martians also employed chemical weapons against British units who
tried to attack them from outside the range of their laser weapon. This
deadly gas, released from rocket-propelled canisters, killed human beings
but decomposed, after a time, into a substance that was benign and easy to
dispose of.

Mobile machines were the fourth advanced technology possessed by
the Martians: they assembled a flying machine from component parts



HARNESSING NEW TECHNOLOGIES 53

and moved over the ground with three-legged walking machines that
could outpace a horse. Although Wells did not describe a technologically
advanced Martian command and control system, the Martians obviously
possessed one since the movement of their invading forces was deliberate
and coordinated, even though these forces were dispersed across the in-
dustrialized nations of the earth.

These advanced technologies are not considered fantastic today. Our
military forces have lasers, are trained to fight and survive in a chemical
warfare environment, send reconnaissance and communication satellites
into space to support military campaigns, and are extremely mobile. But
our capabilities are more than a century beyond the world of H.G. Wells.
His contemporaries—even his scientific contemporaries—did not expect
that his visions could become reality. Wells the science fiction writer was
too far ahead of them. The science required by his advanced technologies,
such as relativity and quantum mechanics, had yet to be understood.

By looking into their own recent past, however, H.G. Wells’ late-
19th-century contemporaries might have gained a greater understanding
of an ongoing revolution that was transforming the way in which they
would wage war. During the 19" century, the sources of new technolo-
gies changed dramatically. New technologies had traditionally not re-
sulted from purely experimental efforts, like Faraday’s invention of the
dynamo; he demonstrated it about 1830, when there was no practical use
for it. By the end of the century, however, technological advances built
upon known scientific principles. For example, in the mid-1860s, James
Clark Maxwell codified electromagnetic phenomena in a series of equa-
tions that implied the existence of electromagnetic waves. Maxwell’s
work apparently led Heinrich Hertz to experiment with this radiation,
now called radio waves. Once Hertz demonstrated the existence of radio
waves, Guglielmo Marconi and others exploited them by inventing a
practical device, the radio.

This transition was a considerable break from the past. It was the be-
ginning of the modern link between science and everyday technology. Yet
this link was not the key to the revolution in warfare that took place as the
19t century rolled over into the 20®. Thermodynamics, for example, ex-
plained how steam engines worked. It was eventually employed to increase
the efficiency of engines, most notably the diesel, but the railroads that
revolutionized the movement of troops to the battlefield did not depend
for their development on an understanding of thermodynamics.
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Wells” contemporaries could have identified three technologies that
were revolutionizing and transforming warfare: railroads (in transporta-
tion), mass production (in manufacturing), and mechanization (in
agriculture). The agricultural revolution made it possible for a limited
part of a population to feed the whole country, freeing the remaining
population for service in mass armies or industry. This revolution thereby
eased the impact of mass conscription on a nation’s food supply. The
transportation revolution made it possible to transport large armies
quickly; the manufacturing revolution made it possible to arm them. Al-
though railroads greatly improved an army’s strategic mobility, this did
not extend to its operational mobility; once dismounted at a railhead,
troops could not move very quickly or very far. A relatively well-equipped
mass army therefore could be transported and fed best close to railheads.

This combination of railroads and improved agricultural productiv-
ity created the possibility that mass armies could be shifted from front to
front quickly. Massive, rapid mobilization became a real possibility. The
contrast between rail-borne mobility and road-bound mobility made it al-
most impossible for these mass armies to make decisive gains, since a de-
fender could generally bring troops to the front faster than an attacking
army could pour them through gaps in the front lines. Breakthroughs were
sometimes realized, as in the Franco-Prussian War of 1870, but World War
I showed that mass plus railroads plus industrial production could result
in a stalemate.

Tactical-level factors inhibiting maneuver, such as machineguns, in-
tensified this stalemate, but its strategic roots were based upon the three
technological revolutions. Since national economies, not militaries, pro-
duced these revolutions, the source of stalemate was beyond the reach of
front line armies. As a result, 20"-century airpower advocates began to
argue for striking civilian industries directly.

Important lessons about the relationship of technology to war were
thus apparent as long ago as Wells’ time. The first lesson was that science
had begun to stimulate technology. The second was that developments
outside the military—developments stimulated by technological change—
could have a profound influence on how war was fought and could even
influence the circumstances under which war would begin. The third les-
son was that technological investments for nonmilitary purposes (as in the
railroads) could provide major military payoffs.

Projecting the technological future runs the risk of creating visions un-
constrained by cost considerations or by the limits of the physical world and
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the sciences. Such visions are, like the conflict depicted so vividly in War of
the Worlds, a form of fiction. At the same time, there is also the equally
dangerous risk of not investing in promising technologies. And there is a
third risk, too—that of ignoring changes because they seem so ordinary.

What really are the essential military implications of the so-called in-
formation revolution, for example? On September 11, 2001, terrorists at-
tacked the United States from within. They financed their preparations
with funds that had been transferred electronically from banks in the Mid-
dle East to banks in America. With those funds, they bypassed the for-
ward-deployed, highly trained, technologically sophisticated forces of the
United States. In effect, an apparently “ordinary” electronic funds transfer
was a key element in a larger strategy of terror. Is this sort of information
age routine act like the automobile—a common technology with long-
term implications that are truly revolutionary but nonetheless not per-
ceived as such by most people?
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Chapter 3

Choosing a Strategy
Richard L. Kugler and Hans Binnendijk

hat strategy should guide the transformation of U.S. military

forces in the years ahead? What basic philosophy, goals, and

actions should animate the process of changing U.S. forces so
that they are prepared for the future? These weighty questions require an-
swers. Transformation is too important to be left to chance or to the va-
garies of politics. It is a dynamic that can be pursued in more ways than
one and that can succeed or fail. It definitely requires a guiding hand. To
help shed light on this issue, we begin by exploring the nature of trans-
formation and the U.S. historical experience with it. With the stage thus
set, we then analyze key strategies for pursuing transformation and pres-
ent a set of new operational concepts for carrying it out.

The Department of Defense (DOD) intends to pursue transformation
in meaningful ways, but a debate is raging over the best strategy for doing
so0. The debate is polarized between two quite different strategies: one evo-
lutionary, the other revolutionary. Focused mostly on the coming decade,
the evolutionary “steady as you go” strategy proposes to transform in ways
that, although important, are small in scope, slow-paced, and limited in vi-
sion. While this strategy seeks to acquire weapons now emerging from the
research and development pipeline, it does not invest heavily in futurist
technologies, and it proposes mostly modest changes to legacy force struc-
tures, platforms, and operations. By contrast, the revolutionary “leap ahead”
strategy proposes to move in faster, bolder, and riskier ways. Focused mainly
on 10 to 20 years from now and beyond, it wants to skip emerging weapons
in favor of exotic technologies, while carrying out radical changes in U.S.
forces and doctrines. A responsible case can be made for each strategy, but
the tensions between them must be resolved if transformation is to unfold
smoothly and not be ripped apart by two incompatible visions at war with
one another. Embracing one strategy at the expense of the other could leave
the Armed Forces shortchanged in the future—either by not changing them
enough or by changing them too much in the wrong ways.

57
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Instead, this chapter suggests that the United States should pursue a
sensible blend of both strategies: a purposeful and measured transforma-
tion. This strategy aspires to keep U.S. forces highly ready and capable in
the near term, to enhance their flexibility and adaptability in the mid-
term, and to guide their acquisition of new systems prudently in the long
term. While this strategy relies on emerging weapons to modernize U.S.
forces, it urges vigorous experimentation with new technologies as they
become available. It seeks ways to reorganize and reengineer traditional
force structures so that they can perform joint operations more effectively
in the information age. It also employs new operational concepts to guide
the creation of future combat capabilities that meet the challenges ahead.

The transformation strategy that we urge is neither a slow crawl ahead
nor a blind leap into the distant future but instead a deliberate and well-
planned march into the 21 century. It offers a way to balance continuity and
change so that American forces remain superior in the coming years, while
they gain the new capabilities needed to handle a widening spectrum of con-
tingencies, missions in new geographic locations, and growing asymmetric
threats. Above all, this strategy reflects awareness that transformation should
be neither taken for granted nor pursued in simplistic ways. Because it is so
vital, it demands careful analysis and wise judgment.

Modern military forces are complex institutions that can be thrown
off kilter by imprudent meddling. Worse, they can be badly damaged if
they are reshaped to fit some new, single-minded design that does not turn
out as hoped. In transforming U.S. forces, the goal is to strengthen them
for dealing with a complex and dangerous world, not simply to take
chances in the mistaken belief that radical approaches are necessarily bet-
ter than tried-and-true practices. New ideas should always be subjected to
careful appraisals of their consequences—both good and bad—before
they are adopted. If the dilemma is deciding whether to mimic a timid os-
trich or an aggressive hawk, the answer is to behave like an owl, wisely
seeking an intelligent blend of continuity and change, at a pace that is fast
enough to be meaningful yet slow enough to be managed effectively. A
purposeful and measured transformation is a strategy for an owl.

Bringing Transformation into Focus

The difficult challenge facing DOD is to pursue transformation
while also attending to the rest of its agenda, which includes keeping the
Armed Forces ready for near-term crises and balancing its investment pri-
orities. Transformation clearly is important, but what exactly does it
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mean? Transformation often is used as a rallying cry to promote one par-
ticular theory of defense reform, but this is a misleading use of the term.
Oftficial DOD documents use the term in a generic sense rather than as an
endorsement of any particular approach. The dictionary does likewise; it
defines transformation as a “substantial change in appearance, nature, or
character.” Changes of this sort can occur in more ways than one, but for
a true transformation of a military to occur, it must be guided by coherent
rules or concepts, and it must produce alterations in structures and func-
tions that are major, not minor.

Normally, transformation occurs in response to new strategic condi-
tions abroad or to changes bubbling up from within the military, or—as is
the case today—to a combination of both. It involves a process of change
that is more profound than normal, steady-state modernization, which oc-
curs as new weapons and capabilities evolve in the natural course of
events, with mostly incremental consequences. Rather than business as
usual, transformation represents an effort to prepare military forces to be
different than in the past and to wage war differently as well. Almost al-
ways, military forces are trying to improve themselves, but they seek to
transform themselves only at widely spaced intervals when new technolo-
gies and requirements make the step desirable, necessary, or unavoidable.

Some proponents interpret transformation mainly as a process of ac-
quiring new weapons platforms to replace the tank, fighter plane, or aircraft
carrier. While some traditional platforms may need replacing or modifica-
tion, this interpretation of transformation is too restrictive and serves one
particular reform agenda. A military establishment might, in fact, retain its
legacy platforms while changing in so many other areas (for example, doc-
trine, organization, and operations) that it emerges as heavily transformed.
Indeed, this has been the common approach to transformation pursued by
the U.S. military, which has undergone several waves of major changes in
the past 60 years without switching platforms. A good example is the U.S.
Navy. Two decades ago, it rejected calls for converting to small carriers or
even replacing carriers with land-based aircraft for maritime missions. It
was widely accused of a hidebound unwillingness to break free from the
past, but it changed in so many other ways, including technology and doc-
trine, that it became transformed in warfighting capabilities.

In today’s setting, transformation is aptly portrayed as a wide-ranging
process of adjusting to the imperatives and opportunities of the informa-
tion age. Such a transformation often begins with the arrival of new tech-
nologies, such as modern computers and information warfare systems, but
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it does not end there. Depending upon how far it is pursued, it can lead to
changes throughout a military establishment; it might or might not involve
new platforms, but it is often carried out in multiple different ways. To a de-
gree, the process is driven by its own momentum, but military establish-
ments have a wide range of choice in determining the breadth and pace of
transformation. This discretion should be guided by a transformation
strategy: it is important to how the process unfolds and critical to whether
it is carried out effectively.

Transformation does not boil down to a choice between doing noth-
ing and changing everything or between crawling ahead slowly and leaping
forward at blinding speed. Transformation can be partial yet meaningful.
For example, it might fully alter only 10 to 20 percent of the posture, while
modestly changing most of the remainder, and still produce a big improve-
ment in combat capabilities. It could also be phased to unfold gradually as
a choreographed sequence of events and to build on its achievements
steadily as it unfolds. We argue for a purposeful and measured transforma-
tion anchored in such a vision of a careful, well-planned process. It starts
with partial but pivotal changes and then expands to pursue broader
departures as they prove their worth.

As table 3—1 suggests, transformation can take place within three cat-
egories of “inputs” (that is, the combat forces and their assets) and a fourth
category of “outputs” (the military capabilities and combat performance
of the forces). Each has multiple important subcategories. Transformation
might have a significant impact on only some of these categories and sub-
categories, or most of them, or all of them. The critical relationship is that
between inputs and outputs: between force characteristics and battlefield
performance. A big change in one force characteristic, but not others,
might produce little impact on battlefield performance. This transforma-
tion would be ranked as minor. By contrast, a large number of modest
changes in multiple force characteristics could produce big changes in bat-
tlefield performance. This would be a truly major transformation, even
though its surface manifestations might appear minor.

A partial, limited transformation could occur if a military force ac-
quires new technologies (such as new command, control, communications,
computers, intelligence, surveillance, and reconnaissance [C*ISR] systems
and smart munitions) but does not change in other significant ways. A more
ambitious transformation might replace old weapons with new weapons
but not acquire different platforms. An example is buying new artillery tubes
or jet fighters whose capabilities permit different tactical uses than before.
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Table 3—1. Components of Defense Transformation

Outputs: Transformation of Capabilities and
Inputs: Transformation of Force Characteristics Battlefield Performance

Transformation of Technologies and Weapons
Information systems and grids

Technologies and subcomponents

Legacy weapon systems

New platforms Improved capacity for swift deployment
Smart munitions
Improved firepower, maneuverability,
survivability, sustainability

Transformation of Force Structures

Combat force structures and organizations
Logistic support and mobility

Command structures and command, control,
communications, computers, intelligence,
surveillance, and reconnaissance systems
Domestic infrastructure and bases

Overseas presence, bases, and facilities assets

Better capacity to perform missions and
operations, old and new

Capacity to support wider spectrum of
strategies and contingencies

Improved adaptability: Capacity to perform
strategic U-turns adeptly

Transformation of Force Operations

Networking of forces

Joint doctrines

Service doctrines

Regional commander in chief’s operation plan
and campaign plans

Interoperability with allies

The combination of new technologies and weapons might lead to new op-
erational doctrines for employing forces on the battlefield but not produce
major alterations in force structures and organizations, such as the mix of
divisions and air wings. Alternatively, a military might alter its structures
and doctrines but not its weapons. As a result of such changes, a military
force might improve greatly in combat power and versatility, enough to
“transform” what counts: its operational style, battlefield performance, and
ability to win wars. Yet to the casual observer, its outward appearance might
not be much different from its predecessor.

A more profound transformation occurs when a military force em-
ploys new technologies and weapons to make major changes in platforms,
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such as replacing manned fighters with robot-piloted aircraft or heavy tanks
with lightweight, wheeled vehicles; in force structures, such as replacing car-
rier battlegroups with patrol boats and submarines or armored divisions
with brigades that operate only deep-strike missiles and attack helicopters;
or in operations. Such changes would greatly alter the force posture’s inter-
nal characteristics, including its physical structure and outward appear-
ances, as well as its battlefield performance. Sweeping changes of this sort,
which occur infrequently, involve radically different technologies, forces,
and approaches to warfighting, and exemplify defense transformation at its
most dramatic. But they are not the only type of transformation to occur or
to be sought. The limited, partial transformations occur more often, but
when they elevate military capabilities or alter the face of war, they are por-
tentous developments in themselves.

Because any ambitious transformation, either partial or whole, can-
not be carried out overnight, its timelines are important. A partial trans-
formation is normally pursued in the near term and mid-term, over a
period of 5 to 10 years or so. This tends to be the case if it employs tech-
nologies and weapons that already exist or will be procured during this pe-
riod, and if it does not undertake significant alterations in force structures
and platforms. It may set the stage for a bigger transformation later, but it
might instead be self-contained. A wholesale transformation typically
takes longer to carry out—15 to 20 years or more—and produces radically
different forces that meet new strategic needs in the long haul. A key fea-
ture of a radical transformation is that it may deliberately bypass im-
provements in the near term and mid-term in order to pursue long-term
goals. Especially if resources are limited, partial changes in the mid-term
might not be a transition step but instead a barrier to achieving bigger
changes in the distant future.

The specific features of both partial and wholesale approaches are
crucial in determining how the future is to unfold. Because these two ap-
proaches have different timelines, in theory they can interlock together in
supportive ways, with a partial transformation laying the foundation for
bigger changes later as new technologies emerge. Such complementarity is
not, however, automatic or easily achieved. Indeed, partial and whole
transformations can be competitive, with each consuming so many re-
sources and energies that it stymies the other. This presents defense plan-
ners with hard choices. Complementarity must be deliberately sought by
designing these two approaches to work together.
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Regardless of whether transformation is partial or whole, it is a means
to an end, not an end in itself. Its success is measured by its capacity to
produce better forces, greater capabilities, and higher performance, not by
the extent to which it overturns past practices. As a result, it must be pur-
sued with strategic goals and coordinated plans foremost in mind. No mili-
tary establishment can expect to remain current with modern warfare by
sticking its head in the sand like an ostrich, denying change in the hope that
it will go away. But a full-scale hawkish transformation should be pursued
only when it makes strategic sense, not in response to a mystical faith that
radical change always begets big progress.

Historical Legacy: Transformation Strategies
in the Industrial Era

The strategic challenges facing the U.S. military today can be illu-
minated by surveying the historical record of transformations during the
20" century. While today’s information era is different from the industrial
era, the rich experiences of the past century provide useful guidelines for
thinking about how to act now. History is said to be rife with examples of
militaries that transformed themselves wholly and quickly and then tri-
umphed in war against opponents who failed to do so and suffered
calamitous defeat afterward. Closer examination of the historical record,
however, suggests a more complicated reality. Some successful transfor-
mations were less complete and one-sided than is often supposed. Others
brought unanticipated troubles rather than spectacular benefits. Still oth-
ers succeeded as a result of multiple activities carried out in partial ways
at moderate pace, rather than a single design pursued wholly at breakneck
speed. The bottom line is that both a strategy of changing slowly and one
of leaping ahead boldly often fail. The successful transformations, as this
historical review reminds us, were those that unfolded in purposeful and
measured ways.

Transformation in World War Il

Napoleon often is credited as the creator of modern armies and war-
fare, but transformation in the industrial era has its main origins in the last
few decades of the 19t century. The Prussian Army used modern artillery
and other new weapons to win a series of wars, especially the clash with
France in 1870 that unified Germany, making it Europe’s dominant mili-
tary power. Afterward, armies everywhere viewed newly emerging tech-
nologies—the telegraph, railroads, mobile artillery and infantry, the ma-
chinegun, airplane, and naval dreadnought—as heralding the domination
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of fast-paced offensive campaigns as key to winning wars quickly. Virtually
all European forces prepared accordingly, but when World War I erupted
in 1914, it surprised them by turning into a lengthy defensive stalemate of
trench warfare and bloody attrition. The German Army was ultimately de-
feated in 1918 by an imposing coalition of Britain, France, and the United
States, but it collapsed from exhaustion rather than being defeated by bold
strikes and maneuver. The experience taught the lesson that wholesale mil-
itary transformations sometimes produce results quite different from the
visions of their designers.

World War II proved to be the opposite of stalemate; new technolo-
gies and military doctrines combined to restore offensive warfare to dom-
inance on land and at sea. The paradigm case of successful transformation
is often said to be the Battle of France in May 1940, when the German
Wehrmacht overpowered French and British forces in only 6 weeks. A
popular interpretation holds that the Germans won because, in the inter-
war years, they wholly transformed their forces by adding large numbers
of tanks and airplanes to their inventories. By contrast, it is said, the
French and British clung to old forces and a defensive mentality that was
manifested in the outdated Maginot Line. Closer inspection shows, how-
ever, that the forces of both sides were more similar than is commonly re-
alized. The Germans attacked with 136 divisions, mostly infantry units
with horse-drawn artillery. They fielded about 3,000 combat aircraft and
3,000 tanks, but these assets provided only 20 to 25 aircraft and tanks per
division: small numbers compared to today. Their tanks, moreover, were
mostly light models, not the feared medium and heavy tanks used later in
the war. The allies defended with 142 divisions (104 French) aided by
2,700 tanks and 2,000 combat aircraft. Thus the modern technology of the
two forces was similar in size, quality, and composition. In essence, this
was a parity fight; contrary to popular lore, it was not a contest in which
the allies were grossly outnumbered and outclassed because they had
turned a blind eye to transformation.

The outcome turned not on big differences in forces and technology
but instead on operational doctrines and the manner in which battlefield
maneuvers were conducted. Sensing an opportunity to win quickly with a
bold offensive, the Germans pursued a battlefield strategy of blitzkrieg.
Rather than distributing their tanks across the entire posture, they con-
centrated them into a few units, and they learned how to blend their armor
and airpower together in combined arms operations. They concentrated
large forces in the Ardennes forest, employed them to penetrate thin allied
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defenses there, and then advanced rapidly into the rear areas, where they
maneuvered speedily to unravel allied defenses. The French and British
were vulnerable to this attack not because they were hunkered down in the
Maginot Line. It covered only southern France, not the northern battle-
field where the main fighting occurred. The primary reason was that as
they advanced most of their northern forces into Belgium along the Dyle
River on their left flank, they withheld few operational reserves at their
center, especially tanks and aircraft, thereby exposing themselves to the
German thrust through the weakly defended Ardennes.

The effect of the Ardennes breakthrough was to fracture the allied
defense posture in half, allowing the Germans first to trap the northern
component at Dunkirk and then to destroy the southern component in
the aftermath. Sensing their danger early in the battle, the allies tried to
maneuver forces to block the penetration but failed. Had they withheld
more reserves and been able to use them well, they might well have
stopped the German advance. The main lesson is that while the Germans
had transformed only partly, they had done so wisely. They not only ac-
quired enough new weapons to wage an offensive campaign but also cre-
ated a new operational doctrine for using them decisively. While the
British and French were not blind to the new era of warfare, they had pur-
sued their own partial transformation unwisely. They acquired enough
new weapons and technologies but failed to use them effectively.

The Germans also used blitzkrieg warfare to drive deeply into Russia
when they launched Operation Barbarossa in mid-1941. In the process,
they surrounded, cut off, and defeated in detail huge portions of Russia’s
unprepared army. But by 1942, Germany’s main enemies—Russia, Britain,
and the United States—were learning how to cope with blitzkrieg warfare.
Over the next 3 years, they used their modern weapons to craft mobile of-
fensive campaigns that allowed them to overpower and ultimately defeat
the outnumbered Wehrmacht. While tanks and aircraft played big roles in
their counterattacks, such traditional weapons as infantry and artillery,
plus potent logistic support and industrial production, carried a great deal
of the load as well. World War II in Europe was fought with a mixture of
old and new technologies. Radar was one new technology that greatly
changed warfare, and there were many others as well. In the end, nonethe-
less, the outcome was driven by sheer numbers and mastery of modern
doctrine, not by technological supremacy or different levels of physical
transformation. Indeed, the Germans fielded the best-quality hardware
and lost anyway because they had bitten off more than they could chew.
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Combat in the Pacific theater also reflected a blend of the old and
new. Japan initially gained the upper hand, but the United States ultimately
rallied to win. Popular lore holds that the Pacific war ushered in the era of
aircraft carriers and long-range airpower and brought the fading era of bat-
tleships to an end. It is true that aircraft carriers were hugely important in
such key battles as Pearl Harbor, Midway, the Marianas, and others. But
battleships and other surface combatants dominated the critical Solomon
Islands naval battles of 1942, and they greatly influenced the decisive naval
battle of Leyte Gulf in 1945. Along with carriers, their firepower support
was vital in allowing the U.S. Army and Marine Corps to carry out their is-
land-hopping campaign throughout the war. From Guadalcanal and
Tarawa to Iwo Jima and Okinawa, the many bitter island battles were fought
primarily with infantry soldiers and artillery. As in Europe, the Pacific war
was waged by the Americans and Japanese, nearly until the end, with par-
allel technologies and weapons, and with partly transformed forces.

Nuclear Transformation: The First Two Decades of the Cold War

Shortly after World War II ended, the Cold War broke out. Because
the conflict with the Soviet Union initially was political, the United States
disarmed and also slowed the process of transforming its military forces
with new technologies and doctrines. When the Korean War erupted in
1950, jet aircraft were used for the first time in large numbers, but other-
wise that conflict was waged with weapons, forces, and doctrines inherited
from World War II. The big change came after the Korean armistice was
signed, when the Eisenhower administration decided to nuclearize the
American defense strategy. This effort was driven by three goals that rein-
forced each other: strengthening U.S. forces by equipping them with nu-
clear firepower; deterring Soviet aggression in Europe at a time when
North Atlantic Treaty Organization (NATO) conventional forces were too
weak to halt a major attack; and buying security on the cheap because nu-
clear weapons were less expensive than conventional forces. The result was
to propel the Armed Forces into a wholesale transformation driven by a
single-minded design anchored in exciting new technologies and weapons
systems. This ambitious effort was carried out in just a few years: never be-
fore have U.S. forces been changed so totally and quickly under a single or-
ganizing principle. This design concept proved short-lived, however; it
produced the wrong forces for the new strategic circumstances that were
to unfold in the 1960s.

To carry out its strategy of massive retaliation, the Eisenhower ad-
ministration procured a large force of over 2,000 nuclear-armed strategic
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bombers, with emphasis on the B-52. Later it also started to deploy inter-
continental ballistic missiles (ICBMs) and submarine-launched ballistic
missiles (SLBMs), which were intended to supplement the bombers, not re-
place them. It authorized deployment of 7,000 tactical nuclear weapons to
Europe to permit NATO to use rapid escalation to halt aggression. As a log-
ical byproduct of this effort, it worked with the military services to recon-
figure their conventional combat forces for nuclear war. The Air Force was
especially nuclearized. Its new fighters of the 1950s were designed mostly to
shoot down enemy nuclear bombers and to conduct tactical nuclear strikes
in the enemy’s rear areas. The Army was also affected; its new Pentomic di-
visions were so tailored for nuclear operations that they could not mount
much of a conventional defense. The Navy was similarly influenced, as its
carriers, aircraft, and other combatants were redesigned for nuclear strike
operations at sea or on land. The consequence was a gleaming new U.S.
military posture, primed for nuclear war, but incapable of fighting serious
conventional wars. The same was true for European forces in NATO.
Almost overnight, however, massive retaliation was invalidated as an
all-purpose strategy when the Soviet Union surprised the West by making
fast progress nuclearizing its own strategy and forces. By the early 1960s, it
was poised to begin procuring large numbers of ICBMs and SLBMs; it had
already begun to deploy several hundred medium- and intermediate-range
ballistic missiles targeted on Western Europe and to distribute 6,000 tacti-
cal nuclear warheads to its ground and air forces. The effect was to cast a
bright spotlight on the Warsaw Pact’s imposing superiority in the conven-
tional war arena. The Soviet nuclear buildup meant that the United States
and its allies became less able to deter conventional aggression by threaten-
ing nuclear escalation. This step now became too risky because the Soviets
were capable of retaliating with devastating nuclear counterblows. The
Berlin crises and Cuban missile crisis exposed the dangers inherent in this
situation. Alarmed, the Kennedy administration felt compelled to pursue a
major rebuilding of U.S. conventional forces to deter nonnuclear attack and
to broaden its options. All four services were suddenly instructed to reverse
course by retailoring their forces, weapons, and doctrines for traditional
warfare. In addition, the Kennedy administration had to initiate a bruising
debate with the European allies to persuade them to abandon massive re-
taliation in favor of a new strategy of flexible response, one that mandated
an expensive buildup of their own conventional forces. For both the United
States and NATO, the 1960s were largely spent trying to recover from the
setbacks of their nuclear transformation during the previous decade.
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Because the reform process was far from complete by the mid-1960s,
the United States fought the Vietnam War with forces that were halfway
between a design for nuclear war and one for conventional war. For the
most part, U.S. forces were well equipped and enjoyed major technologi-
cal advantages over the enemy, yet they suffered from some liabilities of
the past. For example, U.S. air forces were not well designed for conven-
tional bombardment missions, and ground forces lacked special logistic
assets for expeditionary operations. Smart munitions did not appear until
late in the conflict. Many innovations had to be made as the war unfolded,
in use of helicopters, forward air controllers, and sensors, for example.
More important, forces from the four services were not well prepared for
joint operations and often encountered trouble working together. Beyond
this, overall U.S. military strategy was flawed. Victory could not be
achieved through gradual escalation and sustained attrition warfare
against a stubborn North Vietnamese enemy that refused to be driven
from the battlefield. U.S. forces returned from Vietnam frustrated by their
inability to translate sophisticated technology into decisive victory, but in
the agonized political climate of the early 1970s, little was done to recover
from the damage, much less to prepare for the future.

Building Modern Transformed Forces: The Past Quarter-Century

In the mid- to late 1970s, heightened Cold War tensions helped pro-
pel U.S. military forces back along the path of rehabilitation and progress.
Several factors combined together to accelerate the process. Key was the
worried atmosphere that permeated DOD, which translated into a desire
to improve U.S. forces in big ways. Senior civilians helped set the stage by
urging innovation, and senior military officers, determined to recover
from Vietnam, shared the sentiment. The Carter administration began to
set strategic priorities by focusing on NATO and later the Persian Gulf.
The Reagan defense buildup of the 1980s provided the funds needed to
fuel an ambitious effort to enlarge U.S. forces, improve their training and
readiness, and procure new weapons. New technologies emerging from
the research and development process enabled the U.S. military to mod-
ernize with an entirely new generation of weapon systems that were sig-
nificantly better than their predecessors. The services began developing
vigorous new doctrines for battlefield operations that promised to take
full advantage of the weapons being procured. The result was a process of
fast modernization and enhanced readiness that, by the late 1980s, had
strengthened U.S. forces significantly. Although force structures and plat-
forms did not change a great deal, major improvements were made in
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munitions and sensors, command and control systems, missiles and other
technologies, doctrine, and operations.

Where the nuclear transformation of the 1950s had been driven by a
single design, this transformation was quite different. Its guiding theme
was better conventional forces, but its varied and broad-based efforts were
driven by multiple different designs and theories, not all of them initially
well coordinated with each other. A number of innovative ideas came from
outside the services and even outside the Department of Defense. The four
services were highly influential; each often marched to the beat of its own
drummers, competing with the others while fighting off unwelcome chal-
lenges to its traditional structures yet responding to new technologies and
doctrines emerging from within its ranks and elsewhere. Meanwhile, the
defense industries produced new technologies and weapons at often be-
wildering speed in ways that steadily broadened the range of operational
choices available to the services, sometimes pushing them in unanticipated
directions. A good example is the cruise missile, which appeared as new
technology bubbled upward, rather than resulting from a new strategy im-
posed from the top down. By contrast, the new fighters and tanks were
products of a strategic design, but when their capabilities became appar-
ent, they were employed to create fresh, unanticipated doctrines.

Strong efforts were made in the Planning, Programming, and Bud-
geting System and the joint planning arena—by many authorities in the
Office of Secretary of Defense, the Joint Staff, the services, and the regional
military commands—to discipline this transformation and guide it in
sound directions. But even so, its chief characteristic was pluralism in its
ideas and organizations, reflecting the dynamics of economic markets and
democratic politics, rather than control from atop by any single plan.
While this process was turbulent and confusing, it worked. It produced the
best military forces in world history: transformed forces that were well
aligned with new directions in defense strategy for the 1990s, not out of
phase with them.

This process worked effectively, despite its lack of central control,
because it was guided by a set of new operational concepts developed by
the Pentagon and the armed services as transformation was getting under
way. These new concepts not only provided direction to each service but
also imparted a sense of direction to joint planning and overall U.S. mil-
itary strategy:
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= “power projection and rapid reinforcement” called for a better ca-
pacity to deploy U.S. forces swiftly to Europe, Asia, and the Persian
Gulf

= “maritime supremacy” called for the Navy to switch from defensive
missions to offensive operations aimed at sweeping the seas of
enemy blue-water navies

» “expeditionary operations” encouraged the Marine Corps to evolve
beyond amphibious assault to become a more flexible, multipur-
pose force

= “multimission air operations” led the Air Force to broaden beyond
air defense to pursue interdiction, close air support, and other con-
tributions to the land battle

= “operational art” led the Army to move away from linear defense to-
ward mobile reserves, maneuver, and powerful counterattacks

= “AirLand battle” provided a concept for coordinating ground and
air missions in attacking enemy forces.

It is noteworthy that the successful transformation orchestrated by
these concepts was carried out in the face of a determined Soviet buildup
of its “antiaccess” and “area-denial” capabilities, aimed at preserving the
Warsaw Pact predominance in Europe. The Soviet navy acquired a blue-
water capacity with Backfire bombers, attack submarines, and missile-car-
rying surface combatants to challenge NATO for control of the North At-
lantic. On the European continent, the Soviets created a huge force of
theater missiles and tactical nuclear systems, 500 medium bombers, 4,200
combat aircraft, and nearly 100 heavily armed divisions capable of a
blitzkrieg offensive. Rather than respond to this threat by resorting to a
standoff defense strategy from the sea, the United States and its European
allies asserted their strategic interests by pursuing a stalwart forward de-
fense of NATO borders. The result was a sustained peacetime competition
between the two military alliances that saw NATO strengthen its position,
ultimately checkmating the growing threat and establishing a robust de-
fense posture. Had war erupted in the early 1970s, the Warsaw Pact would
have been expected to win, but if it had occurred in the late 1980s, NATO
would have acquitted itself far better and perhaps won the contest. This
dramatic change in the force balance may well have played a major role in
the Soviet Union’s decision to throw in the towel in 1990. By any measure,
the U.S. and NATO military buildup accomplished its political and strate-
gic purposes.
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Because U.S. defense strategy in the Cold War’s final stages became
increasingly global, a key strategic innovation was better strategic-mobil-
ity assets for rapid reinforcement. Heavily a product of civilian leadership,
the acquisition of better airlift, sealift, and prepositioning permitted faster
power projection and overseas deployment from the United States,
thereby contributing greatly to improved force balances in Europe and the
Persian Gulf. The U.S. Navy, shaking off challenges to its traditional force
structures, built new carriers, F-14 and F-18 fighters, Aegis defenses,
cruise missiles, surface combatants, and submarines. As a result, it rebuffed
the Soviet threat and emerged as dominating the North Atlantic and other
seas as well. Meanwhile, the Marine Corps broadened beyond traditional
amphibious assault missions to perform a wide variety of other ground
and air operations. The Air Force acquisition of new F-15 and F-16 com-
bat aircraft, the A—10 tank-buster, airborne warning and control systems
(AWAC:s) and joint surveillance and target attack radar systems (JSTARS)
C? capabilities, improved avionics, smart munitions, and cruise missiles
greatly enhanced its capacity to win the air battle, perform strategic bom-
bardment against enemy rear areas, and contribute close air support to the
ground battle. The Army’s goal was to transform its infantry-heavy forces
from the Vietnam era into a modern force of armored and mechanized
units. Patriot missile batteries, which replaced the I-Hawk system, pro-
vided greatly improved air defense; improved artillery systems and better
munitions significantly enhanced its ability to generate large volumes of
accurate, lethal fires; Abrams tanks and Bradley infantry fighting vehicles
provided the enhanced tactical mobility, survivability, and firepower to
permit it to transition away from stationary linear defense to mobile ma-
neuvers and mastery of the operational art. The combination of stronger
air forces and ground forces greatly enhanced the capacity of the U.S. mil-
itary not only to defend against strong attacks but also to pursue offensive
operations against them.

The transformation of U.S. forces was accompanied by efforts to
upgrade allied forces in Europe and to strengthen alliance-wide interop-
erability. The acquisition of new combat aircraft and naval combatants
contributed to the growing combat power of NATO more than is com-
monly realized. U.S. improvements led the way by blending together
continuity and change to create stronger forces with a growing capacity
for joint operations. The extent of these gains in modern warfare was put
on display in the Persian Gulf War of early 1991, when U.S. forces led a
large, multinational coalition to inflict decisive defeat on a well-armed
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Iraqi adversary. The Desert Storm success was massive, but it was no ac-
cident, and 10 to 15 years earlier, it would not have been possible to such
a decisive degree. The same was true of the many other successful Amer-
ican crisis operations that occurred in the 1990s, including in Kosovo
where U.S. airpower won a war virtually on its own.

This U.S. military transformation was heavily influenced by new
technologies and weapons, but it was anchored in efforts to make effective
use of traditional force structures and platforms and in concerted atten-
tion to training, readiness, and skilled personnel. It focused on acquiring
capabilities that were linked to well understood operational concepts that
reflected a clear understanding of modern war’s political and military dy-
namics. Overall, it was not an impulsive effort, but instead the culmination
of a long, well conceived, well funded transformation lasting over a
decade. Its positive impact on U.S. defense preparedness is the central mil-
itary lesson of the Cold War’s final climactic years.

Managing Change: Transformation for the
Information Era

Today, the U.S. military stands on the brink of another transforma-
tion of special importance. In the early 21+ century, warfare is in transition
from the industrial age to the information age. Managing this transition
effectively is vital to preserving American military superiority. The histor-
ical lessons of the past can be drawn upon to help illuminate the path
ahead. Nonetheless, the transformation strategy chosen for the coming pe-
riod must make sense for reasons of its own.

The imperatives of transformation are clearest when a military finds
itself lacking modern weapons and facing strong enemies capable of de-
feating it in battle. The opposite situation exists today. The U.S. military is
easily the world’s strongest, armed with weapons and capabilities that far
overshadow those of any potential rival. The challenge facing it therefore
is not one of scrambling its way to the top, but of staying there. The ab-
sence of a clearly identified threat against which to counterbalance, or
some other clear strategic guidepost to follow, means that the United
States will need to set its own relative standard regarding how its forces
should change. Setting such standards is difficult because the future of de-
fense technology and warfare is so cloudy. Nobody doubts that major
changes are in the wind. Several decades from now, U.S. forces will be very
different from those of today. But in the coming 10 to 20 years, the proper
mix will be hard to determine and will shift over time. For these reasons,
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crafting a sound transformation strategy requires making tough judg-
ments about how the process of change should unfold.

Strategic Framework for Transformation in the Quadrennial
Defense Review

A principal motive for transforming U.S. forces is to take advantage
of the changes unfolding in military technology, doctrine, and weapon
systems. Equally important, global security affairs are changing in ways
that are rapidly altering future U.S. military requirements. Globalization is
making the democratic community more prosperous and secure, espe-
cially in Europe, but also in Northeast Asia, the two geographic focal
points of U.S. defense strategy during the Cold War. As the Pentagon’s
Quadrennial Defense Review (QDR) Report 2001 points out, however,
globalization and other dynamics are creating a vast southern belt of in-
stability that stretches from the Balkans and Middle East to the East Asian
littoral. There and elsewhere, the danger does not derive from any single
threat, such as a new superpower rival, but rather from troubled economic
conditions and chaotic security affairs, which combine to produce a di-
verse set of threats. One threat comes from regional rogues, such as Iraq,
that are willing to pursue aggression against their neighbors. Another
threat comes from terrorists, their sponsors, and the anti-Western ideolo-
gies motivating them. A third threat comes from the ongoing proliferation
of weapons of mass destruction (WMD) and lethal conventional weapons.
A fourth comes from struggles over energy supplies and other natural re-
sources, including water. A fifth comes from the upsurge of ethnic warfare
in troubled states. A sixth threat might come from China, should it pursue
geopolitical aims in ways that menace U.S. interests and regional stability.!

According to the QDR Report 2001, this multiplicity of dangers and
threats means that the spectrum of operations facing U.S. forces is steadily
widening. While being prepared for major theater wars (MTWs) will remain
important, contingencies at the lower end of the spectrum have been
steadily increasing in recent years. These include ethnic wars, counterterror-
ist conflicts, limited crisis interventions, and peacekeeping. The future may
also witness wars at the higher end of the spectrum, including against
WMD-armed opponents, coalitions of countries opposed to the United
States, or perhaps even China. The prospect of a widening spectrum of con-
flict, better-armed enemies, and operations in new, unfamiliar geographic
locations promises to confront U.S. forces with stressful demands and re-
quirements unlike those faced since the Cold War ended. Whereas U.S. force
operations during the Cold War were mostly positional and continental,
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they seem destined to become more mobile and littoral. Indeed, the U.S.
overseas presence is likely to see its mission shift from local border defense
of allies to serving as regional hubs of power projection in ways that inter-
lock with forces deploying from the continental United States.

As the QDR Report 2001 reveals, the old preoccupation with being
prepared to wage two concurrent MTWs is giving way to a more flexible
construct. The new emphasis will be on maintaining multiple capabilities,
not on dealing with single threats or contingencies. A new force-sizing
standard apparently will call upon U.S. forces to be capable of conquering
enemy territory in a single big MTW, while mounting a stalwart defense in
a second regional conflict and carrying out multiple smaller-scale contin-
gencies (SSCs). This standard and related calculations likely will generate
requirements for forces similar in size to those of today, but with the ca-
pacity to operate successfully in a wider set of circumstances than regional
wars in the Persian Gulf and Korea. Regional commanders in chief
(CINCs) will be called upon to design a diverse set of operation plans
(OPLANSs), campaign plans, and strike packages so that they can handle
the widening array of new challenges in their areas of operations. Forces
stationed in the United States will need to become capable of deploying re-
sponsively to support these CINCs and their missions. Whereas earlier
CINC force operations tended to be small or large, they will increasingly
require medium-size packages whose mix of ground, naval, and air forces
is tailored to the situation at hand.

The new U.S. defense strategy articulated by the QDR Report 2001
mandates that forces remain highly capable in the near term and beyond.
U.S. forces will need to be well trained, highly ready, well equipped, sus-
tainable, and able to carry out modern joint doctrine. To retain a sizable
margin of superiority over adversaries, they will need to improve their ca-
pabilities in these areas as the future unfolds. They probably will not re-
quire a breakneck qualitative buildup akin to the Reagan era, but they will
require the steady improvements that accompany robust modernization
and preparedness efforts. The amount of increase needed in any single
year might not be large, but over the course of a decade or so, the total in-
crease could be substantial, forces that are perhaps 25-50 percent stronger
than now. Meeting this goal will require persistent efforts by DOD, ade-
quate funding, and innovation.

As the QDR Report 2001 says, the future will require more than the
steady amassing of greater combat capabilities in a technical and mechan-
ical sense. It also will require that U.S. forces become highly adaptable,
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flexible, and agile. This especially will be the case in the mid-term and be-
yond, when current global conditions could mutate in major ways. Rather
than being rigidly fixed for a narrow set of contingencies and response
patterns, U.S. forces will need to be able to operate in a wide set of crises
and to respond in diverse ways that change greatly from case to case. They
will need to be able to react adroitly to surprising events, to shift gears
abruptly, and to perform strategic U-turns gracefully. These characteristics
necessitate that U.S. forces provide a flexible portfolio of assets and mod-
ular building-blocks that can be combined and recombined to meet fluc-
tuating situations and operational needs.

These emerging requirements, and the strategic conditions that gen-
erate them, mean that transformation cannot be single-dimensional in its
thinking. Only a few years ago, transformation was seen in mostly linear
terms, as an exercise in balancing readiness, modernization, and futurist
technological innovation. This agenda will remain important, but emerg-
ing global security conditions necessitate that transformation also be car-
ried out in ways that respond to new strategic challenges, missions, and in-
ternational imperatives. The act of designing U.S. forces to handle changes
that both bubble up from below and emerge from abroad greatly compli-
cates how transformation must be planned. Transformation, moreover,
cannot focus on only one time frame or strategic goal; it must ensure that
U.S. forces become steadily more capable from the near term onward, ac-
quire greater flexibility and adaptability for the mid-term, and absorb the
exotic new technologies, weapons, and doctrines that will become avail-
able in the long term. Achieving all three of these goals necessitates a trans-
formation strategy that is sophisticated, balanced, and multifaceted. The
looming challenge will be to carry out this complex transformation with
the resources that will be available, to set priorities in sensible ways, and to
distribute shortfalls so that the risks in any single period, and in any func-
tional area, are properly balanced.

“Steady As You Go” Strategy

A “steady as you go” transformation strategy would aim to achieve a
slow, evolutionary march into the future. Inspired by the time-honored
slogan, “If it ain’t broke, don’t fix it,” it is anchored in the premise that be-
cause U.S. forces are already the world’s best by a wide margin, they do
not need a major face-lift or overhaul. Instead, this strategy is based on
the assumption that U.S. forces require only a gradual increase in capa-
bilities that comes from steady-state modernization without big, hasty
changes in platforms, structures, and operational concepts. Under this
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strategy, transformation will remain an element of DOD planning, but
not the most important venture. Barring a major upsurge of new funds
for acquisition, its pace will be similar to that of recent years. A decade or
so from now, U.S. forces will be better armed than today, but their core
features are likely to be mostly similar to now.

While this strategy may not inspire visionaries, it has several advan-
tages. It is manageable because it does not overburden DOD. It allows U.S.
forces to maintain their high readiness and to modernize gradually with-
out subjecting them to an avalanche of difficult changes. It is prudent be-
cause it does not bet the future on risky, unproven ideas that could have
negative unintended consequences. This strategy also is feasible because it
can be carried out with the resources that realistically can be expected to
be available. It will command the support of the military services and
CINGs. It will allow the services to purchase significant numbers of new
weapons now emerging from the research and development (R&D)
pipeline, thereby recapitalizing their rapidly aging inventory. This strategy
provides room to adopt new ideas and technologies as the services verify
their merits. It can be safely relied upon to deliver its goods. Provided fu-
ture defense budgets are big enough to support both readiness and accel-
erated modernization, it will produce the steady but meaningful increases
in capabilities that it offers.

The drawbacks of this strategy are equally obvious. By preserving
U.S. forces mostly as they exist today, this strategy may suffice for the near
term, but its suitability for the mid-term and long term is suspect. While
it will elevate U.S. force capabilities in a technical and mechanical sense, it
might not produce the gains in flexibility, adaptability, and agility that are
needed for the mid-term and beyond. It might not improve U.S. forces in
the specific ways that will be mandated by growing adversary threats. For
example, it might not adequately enhance their capacity to overpower an-
tiaccess/area-denial threats. It runs the risk of perpetuating problems that
are already evident with existing force structures, such as the Army’s pon-
derous, slowly deploying formations. It might not robustly pursue joint
operations, information-era networking, and new doctrines. It might
overlook opportunities to strengthen U.S. forces through innovative pro-
grams and faster pursuit of exotic new technologies, weapons, and plat-
forms that could become available in the long term.

Those who support this strategy assert that DOD and the services
already have transformation well in hand and do not need to accelerate
or greatly alter it. Critics deride this strategy as too stodgy, perpetuating



CHOOSING A STRATEGY 77

industrial-era forces in the information era. Perhaps they are too harsh;
this strategy can be pursued faster and more aggressively than a turtle-
like crawl into the future. But transformation does require a powerful
strategic vision and a coherent plan for making defense changes that are
not only desirable but also necessary. U.S. forces cannot afford to stand
pat or to act as though the coming era will reward business as usual. The
steady as you go strategy suffers from the risk that it will neglect the fu-
ture, not master it.

“Leap Ahead” Strategy

The “leap ahead” strategy is the polar opposite of “steady as you go.”
Leap ahead embodies revolutionary goals, bold agendas, fast progress, and
big changes. Rather than focusing on the near term or mid-term, it is oc-
cupied with radically transforming U.S. forces for the long term. Some of
its proponents argue that U.S. forces should focus intently on just one or
two new operational concepts; examples are standoff targeting and Asian
littoral operations. Others go considerably further. They calculate that the
coming 10 to 15 years will provide a strategic pause, a period of lessened
international dangers that will enable U.S. strategy to focus on preparing
to meet greatly enhanced threats in the distant future, including China’s
potential emergence as a military power and WMD proliferation to several
regional rogues. Accordingly, they are willing to accept smaller forces and
less modernization in the coming decade to fund new technologies and
forces that can defeat future threats. An extreme version of this strategy
calls for DOD to skip virtually the entire generation of weapons now
emerging from the R&D pipeline in order to release funds for speeding the
march into the distant future. Such Pentagon perennials as the F-22, the
Joint Strike Fighter, Crusader, Osprey, DD-21, and the new CVNX carrier
could fall victim wholly or partly to this reprioritizing.

A centerpiece of leap ahead is a bigger R&D effort in such areas as
ballistic missile defenses, information systems, space assets, and a host of
exotic technologies. The strategy argues that traditional platforms are di-
nosaurs that will be extinct 2 or 3 decades from now. Accordingly, it calls
for vigorous development of new platforms and force structures. For the
Air Force, it would replace today’s fighters with strategic bombers, un-
manned combat aerial vehicles (UCAVs), and cruise missiles. For the
Navy, it would replace today’s big carriers and associated battlegroups with
smaller carriers, arsenal ships and submarines that fire many cruise mis-
siles, mobile off-shore bases, high-tech surface combatants, littoral ships,
and fast patrol boats (such as those proposed as part of the Streetfighter
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concept). For the Army, it would bypass the Interim Force’s mix of heavy,
intermediate, and light units to accelerate conversion to a mobile, high-
tech force based on ultra-light forces and deep fires: an advanced version
of the Objective Force now being pursued.

A main attraction of the leap ahead strategy is its innovativeness, cre-
ativity, and forward-looking mentality. It shakes off preoccupation with
the near term to focus attention on the distant future, its new technologies,
and its new forms of warfare. This strategy’s attitude of being willing to
upset applecarts and to accept high risks in pursuit of big payoffs is com-
monly portrayed as a healthy antidote to bureaucratic conservatism. By
opening the door to an exciting new era of high-tech forces, leap ahead of-
fers a path for the U.S. military to break away from the traditional prac-
tices of the past. Its emphasis on a few bold operational concepts offers a
way to design future forces to wage war differently than now and to chan-
nel the acquisition of new technologies so that they combine together to
produce integrated doctrines.

The drawbacks of this strategy become evident when its details are
subjected to scrutiny. A main liability is that it may mortgage the near term
and the mid-term in order to invest in the distant future. What will hap-
pen to U.S. security if the future produces major conflicts and wars in the
next 10 to 15 years, not a strategic pause of relative peace? Will U.S. forces
possess the necessary capability and flexibility if the world remains dan-
gerous in this period? If not, this strategy has potentially fatal flaws. This
strategy also risks tearing the U.S. military apart in order to pursue ideas
that may prove to be poorly conceived or simply infeasible. Some of its op-
erational concepts may make sense but only as contributions to a larger
enterprise. As single-minded designs, they could leave the U.S. military less
flexible and adaptable than today. This strategy’s emphasis on exotic new
technologies sounds appealing in principle, but many of them are un-
proven and untested. Indeed, a number are little more than glimmers in
the eyes of scientists; they may prove to be infeasible or ineffective even if
they are fully funded. This strategy could also leave the U.S. military in
trouble in the distant future. How are the services to gauge technological
directions if they do not acquire the weapons now emerging from the
R&D pipeline, learn from their features, and make informed judgments
about follow-on efforts? In addition, this strategy also suffers from impos-
ing political problems. It is not likely to elicit the enthusiastic support of
the services, which will be the institutions responsible for bringing it to
fruition. If added atop the existing defense budget, its high costs could
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break the bank. If it is funded by imposing draconian cuts elsewhere, it
could produce an unbalanced defense program, resulting in big losses of
valuable capabilities in exchange for pursuing distant visions that could
prove ephemeral.

Proponents praise this strategy for its daring vision. Critics regard it
as an uncharted leap into the unknown, and perhaps into a bottomless
void. The truth of the matter is hard to know without embracing the strat-
egy in order to see if it works. But there are ample reasons for being skep-
tical of its sweeping formulations and alluring promises. Today’s U.S.
forces became the world’s best not because they lurched ahead or em-
braced single-minded designs but because their improvements were care-
fully planned, tested, and evaluated as they became available. Nor did
DOD lose sight of its multiple goals, its need for balanced forces, and its
responsibility to protect national security across all time periods, not just
the distant future. To the extent that these lessons apply in the future, the
leap ahead strategy suffers by comparison. Parts of this strategy may make
sense, but wholly buying into it is a different matter.

Purposeful and Measured Transformation

Our preferred strategy aims for a sensible blend of “steady as you go”
and “leap ahead” because this is the best way to pursue transformation
safely and effectively. If carried out wisely, this strategy is capable of elicit-
ing the support of the services, achieving success with the budgets likely to
be available, and accelerating effective reforms while keeping U.S. military
strength intact. In balanced ways, this strategy strives to achieve all three
key goals of keeping U.S. forces ready in the near term of 5 years, enhanc-
ing their flexibility and adaptability in the mid-term of 6 to 15 years, and
acquiring exotic new technologies especially for the long term. This strat-
egy’s key feature is its explicit focus on the mid-term, which becomes not
only a core planning concept in its own right but also a bridge for linking
the near term with the long term.

By focusing on the mid-term, this strategy provides targets and mile-
stones for gauging how improvements in the near term and beyond can be
orchestrated for steady improvement of U.S. military capabilities, flexibil-
ity, and adaptability. It provides a solid framework for gauging how long-
term changes and new technologies can be pursued with firm standards
and concrete goals. Under its guidance, long-term planning no longer in-
volves a great leap from near-term capabilities into a hazy future. Rather it
becomes a well-focused exercise for determining how to build upon mid-
term achievements to pursue the further improvements needed afterward.
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In essence, this strategy helps provide binoculars for seeing the future with
enough clarity to know how to prepare.

Joint operations will be key to future defense strategy and missions,
and thus one of this strategy’s principal aims is to develop better forces
and assets for this purpose. In modern warfare, each service requires con-
tributions from the others in order to carry out its missions. Naval and
marine amphibious forces are critical to securing access to littoral areas so
as to allow ground and air forces to deploy safely. They also provide fully
one-third of U.S. tactical air power and deep-strike assets for intense com-
bat once deployment is complete. Ground forces require help from air
power to degrade enemy maneuver forces and logistic support, while air
forces benefit when ground forces compel the enemy to mass its forces,
thereby exposing them to air attack.

Equally important, joint operations generate greater combat power
and battlefield effectiveness. They permit integrated campaigns that create
maximum leverage and firepower through coordinated missions. Modern
warfare places a high premium on swift, simultaneous missions carried
out by multiple components, rather than the slower-unfolding, sequential
missions of the past. Speed and simultaneity by jointly operating forces are
used to fracture the cohesion of enemy forces, disrupt their battlefield
strategy, and leave them vulnerable to the effects of maneuver, fire, and
shock action. They have become vital to winning quickly and decisively,
with few losses to American and allied forces. Creating a better capacity for
joint operations can be pursued through such steps as acquiring new
CYISR systems, developing information networks, pursuing joint doc-
trines, and perhaps establishing joint task forces at key commands.

In its efforts to develop a better capability and adaptability for joint
operations, this transformation strategy does not tear apart existing force
structures on the premise that because they worked effectively in the past,
they cannot work in the future. But neither does it stand still in this arena.
Instead, it seeks to pursue a responsible, well planned effort to reorganize
and reengineer current structures in order to make them better attuned
to the information age. It uses as a model the ways in which many U.S.
business corporations have pursued reengineering of their structures and
functions in order to compete more effectively. They have stripped away
redundant management layers, abandoned unproductive enterprises, cre-
ated interlocking information networks rather than hierarchical organi-
zations, and focused organizational functions on profitable business out-
puts. Reengineering must be handled carefully in order to enhance
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existing practices rather than destroy them, but if carried out wisely, it
can produce constructive innovations. U.S. military forces can profit from
similar reorganization and reengineering to enhance their combat power,
even in the years before new weapons and exotic technologies arrive on
the scene.

Critics often say that the Army is the service that is most in need of
such changes in order to replace its big, ponderous forces with streamlined
combat and support units that can deploy swiftly and strike lethally in a
joint setting. One idea, for example, is to replace the Army’s existing corps
of three divisions (105,000 soldiers) with a smaller corps of 5 to 6 brigade-
sized combat groups totaling 65,000 troops. As other chapters of this vol-
ume suggest, similar thinking can also be applied to the Air Force, Navy,
and Marines, and to the DOD domestic infrastructure. In the Navy, for ex-
ample, reengineering might involve stationing Marine infantry units on
carriers and configuring amphibious assault ships to operate as small air-
craft carriers. Efforts to develop new ideas and experiment with them al-
ready are under way by the Joint Forces Command and the services. The
issue is whether, and in what ways, these efforts should be accelerated or
changed. A general guiding principle stands out. The services should not
be hostile to change and innovation, but instead welcome it as the best way
to prepare for the 21 century of warfare. Clearly, they should not embrace
new ideas for their own sake because new ideas are not necessarily good
ideas. But they should experiment vigorously with attractive ideas and,
when these ideas show merit, adopt them in a careful manner.

A purposeful and measured transformation also means that the U.S.
military will need to modernize its weapon systems soon, not in the distant
future. Many current weapons are still the world’s best, but most were
bought years ago and are anchored in technology developed in the 1970s.
Many will soon be approaching the end of their useful lives, and some will
shortly become either obsolete or too costly to maintain. Others will lose
their competitive status on the battlefield as enemy forces acquire new tech-
nologies capable of shooting down U.S. aircraft, destroying U.S. tanks, and
sinking U.S. ships. Critics who argue that the coming generation of tech-
nologies should be skipped in order to pursue future exotic systems often
fail to remember that the armed services already have skipped a generation
because they procured few new weapons in the late 1980s and 1990s. The ex-
tended “procurement holiday” of that period forecloses another lengthy hol-
iday in order to energize the R&D process for distant achievements. If such
a holiday were taken, U.S. forces would find their capabilities increasingly
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eroding in the dangerous period ahead as they wait for exotic weapons that
will become available only in the far distant future.

Air modernization is the highest priority and most expensive pro-
gram, but the ground and naval forces will need modernization as well.
Critics often deride the new aircraft and other weapons now emerging
from the R&D pipeline as merely “legacy” systems rather than as transfor-
mational platforms. But their capabilities are often so significantly ad-
vanced over existing models that they make the term legacy seem suspect.
As past experience shows, there is nothing wrong with perpetuating legacy
platforms if the result is to acquire new technologies and subcomponents
that produce impressive capabilities that meet future requirements. The
real issue is not whether these new aircraft and other weapons should be
procured but instead whether enough of them can be bought with the
funds likely to be available. Fiscal realities may conspire to slow the pur-
chase of these new weapons, but this does not erode their military worthi-
ness for the coming era.

In the view of this transformation strategy, the need to acquire new
weapons emerging from the R&D pipeline does not negate the powerful
reasons to consider alternative platforms and to pursue exotic technolo-
gies. Such new platforms as UCAVs, lightweight armored vehicles, and
new naval combatants offer the potential to enhance U.S. combat capabil-
ities, not as substitutes for legacy platforms but as complements to them.
The same applies to such new technologies as robotics, new computer sys-
tems, ultra-smart munitions, hypervelocity missiles, electromagnetic rail
guns, directed energy weapons, and nanotechnology. This transformation
strategy calls for relevant new platforms and technologies to be funded,
developed, tested, procured, and deployed as they mature, but they should
not be acquired wholesale simply for their own sake. As they become avail-
able, they can be subjected to cost-effectiveness evaluation and integrated
into the evolving force posture accordingly.

What kind of force posture will a purposeful and measured transfor-
mation likely produce in the mid-term and somewhat beyond? In addition
to being more capable and adaptable, the posture will be aligned with new
U.S. defense strategy and future missions. It is likely to deploy similar
manpower levels and combat formations as today, but it will have differ-
ent internal characteristics. Perhaps 10 to 20 percent of the posture will be
radically transformed in order to carry out demanding new operations in
special areas (discussed below). It will possess ultra-high-tech weapons,
brand-new structures, sophisticated information systems and networks,
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and specialized capabilities. The remainder of the posture may be labeled
legacy forces, but they will be different from current forces in key ways.
They will have reengineered structures, they will be equipped with new
weapons and support assets, and they will be better tailored for joint op-
erations. This, of course, is a snapshot of the posture at one point in time.
The posture will be evolving continuously as the future unfolds, gradually
incorporating more changes in structures, technologies, and weapons. But
if this snapshot accurately portrays the mid-term, it offers promise that
U.S. forces will be significantly improved, still superior over opponents,
able to win their wars, and transformed in the ways that count.

New Operational Goals to Guide Transformation

If a purposeful and measured transformation is to succeed, it must
be guided by sound operational concepts that specify how U.S. forces
should be prepared, deployed, and employed for combat missions and
warfighting. A critical task is to evaluate new concepts to determine
whether they fit sensibly into overall defense strategy and transformation
goals, will actually produce their advertised capabilities in cost-effective
ways, and can be blended together to provide wise guidance for building
forces and allocating resources.

Joint Vision 2020 (JV 2020), a document produced by the Joint Staff
in 2000, currently provides the main intellectual leadership for defense
planning. Focused on joint forces for full-spectrum dominance, its core
strategic concepts call for decisive force, power projection, overseas pres-
ence, and strategic agility. Based on this strategic architecture, JV 2020’s
key operational concepts include information superiority, dominant ma-
neuver, precision engagement, full-dimensional protection, and focused
logistics. Within the military services, such concepts as rapid decisive op-
erations and effects-based operations have gained prominence as ways to
help supplement JV 2020.?

While JV 2020 remains valid, recent defense reviews have produced a
new set of operational concepts that are potential candidates for inclusion.
Each of them is significant individually, but seen collectively, their impor-
tance grows. Many offer potent ideas for guiding transformation, acquiring
new technologies, and creating new force structures. Virtually all of these
concepts focus on keeping U.S. forces superior to future adversaries, mostly
through acquiring new technologies and systems. They reflect presumptions
that future adversaries will be stronger than now; will have access to infor-
mation era systems; and will employ asymmetric strategies to help foil U.S.



84 TRANSFORMING AMERICA’S MILITARY

Table 3-2. Ten New Operational Concepts for Building and Employing
Transformed Forces

Operational Concepts for Building Transformed Forces

Joint response strike forces for early entry operations

Enhanced information systems and space-based assets for force networking
Accelerated deployment of theater missile defenses for force protection
Realigned overseas presence and better mobility for swift power projection
Interoperable allied forces for multilateral operations

Operational Concepts for Employing Transformed Forces
Maritime littoral operations for projecting power ashore

Standoff targeting and forcible entry for antiaccess/area-denial threats
Enhanced tactical deep strikes for effective use of joint air assets
Decisive close combat operations and deep maneuver for ground assets
Deliberate and sustained operations

operations. In particular, they presume that future enemy forces will launch
swiftly unfolding strikes in order to win quickly before U.S. forces can arrive
on the scene. As a result, these concepts call upon U.S. forces to deploy
swiftly and to win decisively, with minimum American and allied casualties.
They thus seek to dominate future wars by controlling them, defeating
enemy forces operationally and destroying them, occupying key territory,
and producing favorable political outcomes.

The new operational concepts can be grouped into two categories (see
table 3-2). The first category provides concepts primarily for building
transformed forces through new technologies and reengineering of struc-
tures. Owing to their general characteristics, such forces could be employed
in combat in a variety of different ways. The second category provides guid-
ance on more specific ways to employ these forces in crises and wars. All 10
concepts can be considered goals of transformation. See the appendix to
this chapter for a detailed discussion of each concept.’

These new operational concepts are key to forging a purposeful and
measured transformation because they provide a concrete sense of how
future forces should operate and of the capabilities that will be needed.
Their main thrust is to prepare high-tech combat forces, with advanced in-
formation networks and space assets, backed by strong mobility forces and
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lean logistic supply units. Their offensive measures will create jointly op-
erated forces from all services that can strike lethally at long range while
dominating close engagements on the battlefield itself. Their defensive
measures will help protect U.S. forces against new-era threats, especially
weapons of mass destruction and antiaccess/area-denial threats. Their em-
phasis on developing a wider network of bases and facilities, including
along the Asian littoral, will help enable U.S. forces to operate in new geo-
graphic locations. The effect will be not only to create better capabilities in
a technical sense but also to enhance adaptability, especially in contingen-
cies at the medium-to-high end of the spectrum.

Nevertheless, these and other new operational concepts must be
evaluated carefully to ensure that they make strategic sense, will produce
new capabilities required by the armed services, and fit together to provide
a coherent approach to warfighting. If they prove out, these concepts offer
a new strategic vision for building and employing future U.S. forces,
strengthened in multiple ways to carry out demanding missions through
new-era joint operations. They will need appropriate weapons, technolo-
gies, and other assets for these new missions and operations, and therefore
the transformation process must be accelerated. But this vision does not
require a frantic leap into an uncharted future. It can be accomplished
through a purposeful and measured transformation focused on the mid-
term that embodies a mixture of continuity and change through a combi-
nation of upgraded legacy forces and some ultra-sophisticated forces.

This appealing vision of enhanced American technological prowess
should not lose sight of equally important strategic judgments: that the
Armed Forces must remain well trained and well led, that wars will remain
contests of willpower, and that U.S. combat operations will always need to
be guided by well conceived political and military goals. Moreover, this vi-
sion has important global political implications that need to be recognized
and handled wisely. The idea that the United States is assembling swift,
high-tech strike forces backed by missile defenses will be welcomed by
some countries, but it already is triggering apprehension in others, includ-
ing allies and adversaries. Diplomacy will be needed to underscore that the
United States is behaving responsibly, not like a rogue hyperpower with a
unilateral agenda. Embedding American defense preparations in multilat-
eral security ties, interoperability with allied forces, and partnership rela-
tions can help reduce apprehension. The larger point, of course, is that
strongly transformed forces will help enhance the credibility of the United
States abroad, strengthen its capacity to mold peacetime security affairs in
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ways that safeguard its interests, and defeat enemies that threaten the
safety of the American people.

Notwithstanding their many attractive features, these concepts
should not be viewed as a cure-all or as offering a stand-alone defense
strategy. While they mainly focus on wars at the high end of the spectrum,
most do not pay comparable attention to the lower end, where force im-
provements may also be needed. Their preoccupation with new technolo-
gies for strike operations, if carried too far, might risk overlooking the
many other types of warfighting and the need for well prepared forces that
are ready in many ways. These concepts will need to be accompanied by
measures in such mundane and often-neglected areas as logistic support,
maintenance, and war reserves. Otherwise, they could create forces that
possess glittering new technologies but lack the overall wherewithal to
fight effectively.

These concepts and related transformation endeavors must be ac-
companied by a sound resource strategy and balanced investments. Ade-
quate defense budgets will be needed: sustained increases that permit new
ventures. Absent major reductions in other areas, nonetheless, fiscal con-
straints will be tight for many years, and priorities therefore must be set.
None of these concepts offers a free lunch; all of them require investments
in new capabilities. Fortunately, several of them are not very expensive.
They can be carried out adequately with funding support that is consistent
with foreseeable budgets. The exceptions are missile defense, space assets,
and air modernization, all of which carry big price tags if pursued fully. In
these and other costly programs, investment decisions will need to be
made with a balanced focus on high-leverage payoffs and cost-effective-
ness. Otherwise, spending on a few big-ticket concepts could leave the oth-
ers starved for funds.

If savings must be found, the answer is not necessarily neglecting
these concepts or slashing combat forces, which consume only one-third of
the DOD budget. Equal or greater savings likely can be found by control-
ling the spiraling operations and maintenance (O&M) budget, trimming
manpower across DOD, and reengineering domestic support structures. A
great menace to affording transformation is the rising cost of the defense
budget in other areas. DOD operating costs today (per capita spending for
O&M and military manpower) are about 25 percent higher than a decade
ago in constant dollars. Per capita spending on O&M today is fully 50 per-
cent higher than a decade ago. Today, the annual O&M budget of about
$125 billion is fully double the procurement budget, which stood at only
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about $62 billion for fiscal year 2002. In the 1980s, procurement spending
was the same size as O&M budgets, not far smaller. Today’s procurement
budgets are far short of the amount needed to fund a major acquisition ef-
fort for transformation. Bigger procurement as well as research, develop-
ment, test, and evaluation budgets are expected in the coming years. Unless
ways can be found to stem the rising tide of operating costs and the do-
mestic defense infrastructure, a successful transformation will be difficult
to achieve regardless of how many new concepts are created.

Even if adequate funds are available for transformation, the need for
a coherent plan and program will not go away. The strength of these 10 op-
erational concepts lies not in their individual features, but in their capac-
ity to work together to create a composite theory of force preparedness
and employment doctrines. Any effort to pursue only a few concepts,
while neglecting the others, could produce an unbalanced force incapable
of the full-spectrum operations required by future strategic challenges. For
example, preoccupation with missile defenses, standoff targeting, and lit-
toral maritime operations could result in inadequate forces for direct cri-
sis interventions. Likewise, an emphasis on forcible entry and deep strike,
to the exclusion of close combat capabilities, could result in a lack of
strong ground forces.

The armed services will be best served by investing wisely in a full
set of valid new concepts in affordable, well planned ways, while attend-
ing to the other aspects of defense preparedness. In the final analysis, a
strong military posture will be marked by the capacity to perform many
missions and operations effectively, rather than a few superbly and others
poorly. This is a central lesson of the past decades, during which the
United States struggled hard to build its superior forces of today. It likely
will prove to be the guiding beacon for building and using transformed
forces for the 21 century.
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Appendix: Key Features of New Operational Concepts

This appendix provides additional information on the characteris-
tics, attractions, and potential drawbacks of 10 proposed new opera-
tional concepts.

Joint Response Strike Forces for Early Entry Operations

The concept of joint response strike forces for early entry is an-
chored in the premise that U.S. forces must become better at deploying
to a crisis in the early stages, during the critical initial days and weeks. It
calls for configuring a portion of the military posture for rapid deploy-
ment followed by the demanding defensive and offensive operations that
take place in the early stages, often in the face of enemy surprise attacks
aimed at winning before large U.S. reinforcements arrive. Some propo-
nents argue that this concept could result in creation of standing joint
task forces in the major theater commands and the continental United
States (CONUS), charged with deploying rapidly and fighting aggres-
sively. Irrespective of command arrangements, this concept calls for joint
forces configured for early entry, capable of halting the attack, seizing the
initiative by degrading enemy forces, striking such initial targets as
WMD systems, and securing rear areas for later-arriving reinforcements.
In the view of its proponents, the strength of this concept is that it could
focus defense planning on “tip-of-the-spear” forces, with the remaining
forces providing multiple powerful shafts. Its drawback is that it could
result in insufficient attention to follow-on reinforcements that could
also be critical to winning.

Forces that will begin arriving within 2 to 4 days and complete their
deployment within 30 days must be highly ready, capable of moving rap-
idly, and unencumbered by ponderous logistics. Limited in size and often
outnumbered, these forces must be equipped with advanced information
systems, modernized weapons, and ultra-high-tech systems that provide
high lethality, survivability, and tactical flexibility. Air forces would require
stealthy interceptors and fighter bombers, supported by AWACs and
JSTARS, and ample stocks of ultra-smart munitions. Perhaps three to six
fighter wing equivalents, backed by strategic bombers, could be needed for
a single operation. Naval forces must be capable of potent littoral capabili-
ties for initially defending zones of joint operations, supporting troop
movements ashore, and bombarding enemy forces from long distances. A
carrier battlegroup, an amphibious ready group, and other specialized
combatants usually will be needed. Ground forces must be capable of pro-
tecting air bases and seaports, conducting active reconnaissance of enemy
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forces, and engaging in blocking actions and limited meeting engagements
when necessary. These will be light mechanized forces—lean enough to de-
ploy swiftly but strong enough for intense combat—or lean armored units,
coupled with air assault and deep fires assets: at least a division and prefer-
ably a corps for a single operation.

Enhanced Information Systems and Space-Based Assets for Force
Networking

While information operations are already a staple of JV 2020, the pro-
posed new guiding concept calls for accelerated efforts to develop new sys-
tems that could further enhance combat operations. Its ultimate goal is to
network all joint forces fully so that they can work together in conducting
high-speed, simultaneous, and decisive operations. This network would
bring all forces—across all services and missions, from top to bottom of the
command structure—into close contact in ways providing high coordina-
tion even if the forces themselves are widely distributed. This concept calls
for a network of interlocking information grids that provide dominant bat-
tlespace awareness: an intelligence grid, a communications grid, an engage-
ment grid, and a logistic support grid. It also calls for strong information
warfare assets: the capacity to defend U.S. networks against enemy attacks
and to degrade enemy networks.

This concept, moreover, envisions greater use of space-based assets.
Modernized satellites for communications, navigation, and intelligence
surveillance will be needed, with systems capable of operating in all
weather conditions and linked directly to the deployed forces. Also envi-
sioned is a global satellite system that provides near-real-time targeting
data: a JSTARS in space. If weapons in space are deployed, they are likely
to be limited initially to missile defense systems, but in the distant future,
other strike assets and transport systems might be deployed there. Greater
reliance on space will necessitate defensive systems for protecting against
enemy interference, coupled with capabilities to degrade the enemy’s use
of space. Overall, the strength of this concept lies in its capacity to move
U.S. forces more boldly into the information age with technologies that
enemies will be hard-pressed to match any time soon. But preoccupation
with information systems and space should not come at the expense of
neglecting combat forces and weapons. Seeing the battlefield better than
the enemy does will not, itself, guarantee victory.
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Accelerated Deployment of Theater Missile Defenses for Force
Protection

The recent effort to accelerate deployment of missile defenses is a
major departure in U.S. defense strategy and an important part of
transformation. Currently, public attention is focused on national mis-
sile defenses (NMD) and other homeland defense measures. However,
the deployment of theater air and missile defenses (TAMD) may be more
important for facilitating overseas military operations. Whereas NMD
will protect U.S. territory, TAMD will protect the Armed Forces in war
zones from attack by theater ballistic missiles and cruise missiles armed
with WMD or conventional warheads. TAMD also will help protect al-
lied countries and their forces. Currently, several systems are being de-
veloped. Lower-tier systems would provide defense against short-range
missiles: the primary system is Patriot Advanced Capability (PAC-3).
Upper-tier systems would defend large areas against medium-range and
intermediate-range missiles: included are Theater High Altitude Area
Defense (THAAD), the Navy Theater Wide System, and airborne lasers.

Decisions have not yet been made on the exact mix of systems, but
deployment likely will unfold faster than for NMD. The combination of
NMD and TAMD defenses will enhance the capacity of U.S. forces to op-
erate safely in an era of accelerating WMD proliferation. The risks are
threefold: missile defenses will not be foolproof even against limited
threats; they will complicate political relations with allies and other coun-
tries; and costly options could result in funding shortfalls for other com-
bat forces. A consideration for future force operations is that missile de-
fense deployments will not take place in a strategic vacuum. During the
Cold War, American strategy relied on several key concepts to integrate its
use of conventional and nuclear forces, such as extended deterrence, for-
ward defense, flexible response, graduated escalation, and massive retalia-
tion. Over the past decade, conventional wars have been waged outside the
shadow of nuclear escalation. In the future, conventional wars likely will
be waged against enemies possessing WMD systems. A new set of inte-
grated concepts for determining how to handle escalation will be needed,
but unlike the Cold War, missile defenses will be a factor in the equation.

Realigned Overseas Presence and Better Mobility for Swift Power
Projection

The concept of realigned overseas presence and better mobility for
swift power projection calls for switching overseas presence away from lin-
gering Cold War missions toward the new missions and strategic geography
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of the future. It would focus the U.S. presence in Europe (109,000 troops
today) away from NATO border defense and toward becoming a hub for
power projection into distant areas, not only on Europe’s periphery but in
the greater Middle East and Persian Gulf as well. It also would use a reengi-
neered U.S. presence to help guide allied forces into their own transforma-
tion. While it will continue defending on the Korean peninsula until a
peaceful resolution is achieved there, this concept would launch similar
changes in the American posture in Asia of nearly 100,000 troops, to focus
on new power-projection missions along the Asian littoral and in South
Asia. The result might be fewer troops in Europe and more in Asia; more
important, the forces would be reengineered for swift deployments to dis-
tant areas, and they would be equipped with information-era structures
and assets for new missions, which often will be mobile and littoral, not sta-
tionary and continental. Along with these changes to forces would come ef-
forts to develop better access to bases, facilities, and infrastructure along the
unstable southern belt.

This concept also calls for stronger strategic-mobility assets to speed
the deployment of CONUS-stationed forces and logistic support assets to
crisis zones. It would invest in more prepositioning of equipment and
stocks afloat and ashore, bigger and faster transport ships, improvements
to existing heavy air transports, better offshore logistic support, and faster
offloading abroad in places where access to big ports and airfields is lim-
ited. As new technology becomes available, super-heavy air transports and
ships might also be acquired. Overall, the combination of a realigned over-
seas presence and better mobility for swift power projection offers prom-
ise in the mid-term, and this concept can be mostly carried out with exist-
ing or emerging technologies. But altering overseas presence can alarm
countries losing U.S. forces as well as those gaining them. In addition,
while modest increases to strategic mobility forces are affordable, major
improvements could be expensive.

Interoperable Allied Forces for Multilateral Operations

The concept of interoperable allied forces for multilateral opera-
tions recognizes that most U.S. combat operations will be multilateral,
often involving major participation by allies and partners. Accordingly, it
calls for efforts to reengineer and improve their forces so that they can
operate with American forces that are undergoing transformation. This
concept emphasizes the need for allied information systems and networks
that can interoperate with U.S. networks. In the coming era, interoper-
ability will mostly be a product of establishing connectivity between
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American and allied information nets, rather than acquiring identical
weapons and munitions. This concept also envisions allied improvements
to provide better expeditionary forces, power projection assets, long-dis-
tance logistic support, modern weapons, and smart munitions. It aims
not for mirror images of the Armed Forces, but instead for allied forces
that can participate as team players, often carrying out niche missions of
their own.

In Europe, this would involve a follow-on to the NATO Defense Ca-
pability Initiative (DCI). Adopted in 1999 as a multiyear plan, DCI was
broadly cast and is now stalling. A new initiative would focus more nar-
rowly on configuring modern allied forces for networked operations and
for new expeditionary and projection missions. Such a plan could be inte-
grated with European Union efforts to create multilateral forces of its own.
In the Persian Gulf, this concept takes advantage of improving Saudi and
Kuwaiti forces, and those of other friendly countries, to provide better
niche assets in such critical areas as initial defense, suppression of enemy
antiaccess efforts, and support of U.S. reinforcements. In Asia, it envisions
the forces of Japan, South Korea, Australia, and other countries gradually
becoming better at power projection, new missions, and interoperability
with the Armed Forces. Overall, the idea of better and more interoperable
allied and partner forces makes strategic sense and is vitally necessary if fu-
ture U.S. military strategy is to succeed and burdens are to be shared fairly.
But this concept faces political constraints. Convincing these countries to
respond with bigger defense budgets and improved forces is easier said
than done. Even when allied and partner forces are militarily capable, mul-
tilateral combat operations can be difficult to carry out. When allied forces
fall short in their missions, American forces must pick up the slack or risk
damaging battlefield setbacks.

Maritime Littoral Operations for Projecting Power Ashore

Ever since the Cold War ended and the Soviet naval threat disap-
peared, the U.S. Navy has increasingly focused on littoral operations. In
the past decade, the Navy has played important littoral roles in Desert
Storm, Kosovo, the Balkans, peacekeeping, enforcing no-fly zones in the
Persian Gulf, and helping deter MTW aggression by Iraq and North Korea.
Such missions will continue, but new maritime littoral operations will be
different and more demanding. These operations increasingly will focus
not just on controlling littoral waters but also on using the littoral to proj-
ect naval and marine power ashore in support of joint campaigns. In the
coming years, these naval missions will be conducted against enemies that
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may possess missiles, mines, and submarines capable of threatening Amer-
ican ships. Naval forces, supported by joint assets, will be operating along
the vast Asian littoral for the strategic purpose of reassuring allies and
friends, protecting critical sea lines and commerce zones, and dissuading
China from pursuing excess geopolitical ambitions.

The combination of heightened threats and new emphasis on Asian
littoral missions has given rise to a mounting debate over the Navy’s future.
One issue is its size: whether it should stay level at about 300 ships, grow, or
decline as a result of slow shipbuilding. Another issue is the nature of the
Navy’s future ships: whether big carriers and traditional combatants should
dominate or, instead, the Navy should procure different platforms. A third
issue is political: determining how to employ Asian littoral operations in a
manner that advances American interests and regional stability rather than
inflaming tense situations. Resolving these issues wisely will be key not only
to charting the Navy’s course but also to carrying out U.S. defense strategy
and foreign policy in an era of accelerating globalization.

Standoff Targeting and Forcible Entry for Antiaccess/Area-Denial
Threats

The operational concept of standoff targeting and forcible entry is fo-
cused on overpowering antiaccess or area-denial threats so that the Armed
Forces can gain decisive entry into hot crisis zones. Its two components are
intended to work together on behalf of the same strategic purposes.
Whereas standoff targeting helps suppress enemy defenses, forcible entry
operations complete the job and establish U.S. forces at forward locations
in the crisis zone. The challenge is to integrate these two components with
their relative contributions in mind.

Standoff targeting involves using strategic bombers, cruise missiles,
and future exotic systems to bombard enemy targets from long distances.
The use of strategic bombers to support theater campaigns is hardly new;
the United States employed B-52s in Vietnam and made significant use of
bombers and cruise missiles in Desert Storm and Kosovo. The idea has
gained added prominence recently for two reasons. Some analysts fear that
in future conflicts, American forces either will lack access to forward bases
and infrastructure or will be unable to operate safely against enemy anti-
access/area-denial threats. In addition, the existing forces of nearly 200
bombers and ships with cruise missiles can generate up to one-fourth of
the military’s air-delivered firepower. The growing accuracy of smart mu-
nitions is giving them the capacity to carry out lethal bombardment cam-
paigns on their own, from rear bases and outside enemy threat envelopes.
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A key effect can be to help suppress enemy defenses, thereby allowing
other U.S. forces to converge. The time has arrived to make full use of these
increasingly effective assets in American plans for future theater war.

Standoff targeting clearly has a contributing role to play in future
defense strategy. At issue is whether it should be supplementary to or a
replacement for traditional forward-deployed forces. Arguments against
relying too heavily on this concept are severalfold. The act of abandon-
ing forward commitments in favor of rearward stationing could unnerve
allies and friends that rely on American security guarantees, while sug-
gesting to adversaries that the United States is losing the willpower to re-
sist them. Some analysts dispute the notion that forward bases will often
be lacking, and they assert that future enemy threats can be readily over-
come. They note that the act of relying heavily on standoff targeting
could necessitate a big increase in associated forces, perhaps requiring
more B-2 bombers and cruise missile ships in numbers that divert major
funds from other combat forces.

Forcible entry asserts that U.S. military strategy should remain an-
chored in forward operations but acknowledges that future antiaccess/
area-denial threats will necessitate a concerted effort to become better at
directly inserting combat forces in the face of opposition. Supporting this
concept is historical legacy. The Armed Forces have been operating suc-
cessfully against such threats since World War II. The threat posed by So-
viet forces during the Cold War was considerably more potent than that
likely to be mounted by future rivals any time soon. Nonetheless, the com-
bination of enemy ballistic missiles and cruise missiles, submarines and
mines, and WMD systems means that future crisis interventions in many
places will be more difficult than those of the past decade, when little op-
position to U.S. deployments was encountered.

Forcible entry will require a joint, coordinated effort by all services.
The challenge will be to improve the forces in ways that are effective, bal-
anced, and affordable. Better standoff targeting and other strike assets will
be needed to help suppress enemy defenses. The Navy will require better
networked defenses against cruise missiles, ballistic missile defenses, and
other threats. The Air Force and Army will need to become proficient at
swiftly deploying stealthy air interceptors and Patriot batteries. The Army
and Marines will need to be able to deploy light, dispersible forces in the
early stages. Airfields, ports, and other infrastructure will require harden-
ing. Improved capabilities will be needed for offshore logistics and force
projection into unprepared areas. Often lost in the clamor for expensive
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programs in this arena is recognition that better allied forces potentially
can carry much of the early defense load, thereby easing the forcible entry
challenge for American forces.

Enhanced Tactical Deep Strikes for Effective Use of Joint Air Assets

The concept of enhanced tactical deep strikes aims at upgrading
the capacity of forward-committed U.S. forces to conduct lethal air
bombardment of enemy formations in their rear areas. While strategic
bombers and cruise missiles can help, a deep strike campaign would be
carried out primarily by tactical air forces, multiple launch rocket sys-
tems (MLRS) with Army tactical missile systems (ATACMs), attack heli-
copters, and long-range artillery. Major progress has been made recently
in strengthening the Armed Forces in this arena but further gains are
possible. JSTARS and navigational satellites permit near-real-time tar-
geting, including targeting against mobile ground forces. Such muni-
tions as the joint air-to-surface standoff missile (JASSM), the joint direct
attack munition (JDAM), the joint standoff weapon (JSOW), sensor-
fused weapons (SFW/Skeet), and the brilliant anti-tack munition (BAT)
permit highly accurate, lethal strikes against a wide spectrum of targets,
including armored vehicles. The F-22, Joint Strike Fighter (JSF), and
F/A-18 E/F provide stealthy aircraft for suppressing enemy air defenses
and carrying out major bombardment using the full spectrum of mod-
ern munitions. As UAVs and UCAVs mature, they can complement these
combat aircraft in useful ways.

As these systems are acquired, deep strike campaigns will become an
increasingly important part of operational strategy for keeping enemy
forces at bay, destroying them rapidly, and winning wars decisively. Ef-
fects-based targeting can help determine optimal ways for allocating
strikes against enemy forces, infrastructure, and industry, thereby further
enhancing the effectiveness of deep strikes. Yet deep strike campaigns can-
not win wars on their own. Especially in conditions where the weather is
bad, the terrain is difficult, the enemy must be overpowered in a few days,
or territory must be occupied, strong ground combat forces will be
needed. For deep strike campaigns to succeed, smart munitions must be
available in adequate quantities, and air forces must have the support as-
sets and spares needed to generate high sortie rates. Because shortfalls al-
ready exist, buying sufficient stocks of smart munitions is a critical prior-
ity. Modernization with new combat aircraft is important, but the high
cost of buying several thousand new models will necessitate a resource
strategy of phased procurements to ensure affordability.



96 TRANSFORMING AMERICA’S MILITARY

Decisive Close Combat Operations and Deep Maneuver for
Ground Assets

The concept of decisive close combat operations and deep maneuver
focuses on ways to strengthen Army and Marine forces for close combat
and deep counterthrusts so that they will continue to enjoy superiority over
enemy forces in situations where crushing, fast-paced ground campaigns
are needed, accompanied perhaps by war-termination efforts that occupy
enemy territory. Currently, active Army forces provide four light divisions
(infantry, airborne, and air assault) and six heavy divisions (armored and
mechanized). In its Interim Force plan, the Army intends to reconfigure six
brigades with light armored vehicles so that they can deploy rapidly, in-
cluding aboard tactical air transports. In pursuing its Objective Force over
the long term, the Army plans to create new fighting vehicles that will re-
place heavy tanks and artillery tubes with weapons that weigh far less but
have comparable firepower and survivability. This vision depends heavily
on major progress in exploratory research and development programs that
will take years to develop, and even then could encounter serious trouble in
creating new ground weapons that are light but survivable, powerful, and
embedded in protective systems. Until then, the Army may be well served
by anchoring its plans on Interim Forces, keeping its tanks and other
weapons, and making better use of prepositioning to be able to deploy
faster than now. Heavy forces with prepositioned equipment often can de-
ploy faster than light forces, with no prepositioning, from CONUS.

Some critics argue that today’s focus on technology should be ac-
companied by continuing efforts to reorganize and reengineer Army force
structures. Progress in this area could help reduce the Army’s multiple
command layers and large logistic support assets, while creating new com-
bat formations for swift maneuvers and decisive strikes in joint operations.
The Army and Marines are not pursuing near-term modernization with
full suites of new weapons, but they are seeking new helicopters and ar-
tillery tubes plus upgraded tanks and infantry fighting vehicles. Progress
in these programs will be needed as part of any effort to pursue this oper-
ational concept.

Deliberate and Sustained Operations

The previous nine concepts assume that the Armed Forces will
swiftly deploy to a crisis and then launch aggressive operations aimed at
rapidly overpowering the enemy and attaining decisive victory within a
few days or weeks. Afterward, American forces presumably would with-
draw from the scene as soon as possible. Such short, explosive, high-tech
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wars may be common in the future most of the time, but U.S. defense
strategy should also plan for other types of wars. Some conflicts may be
marked by deliberate operations aimed at controlling a crisis over a
lengthy period, rather than overwhelming enemy forces immediately. An
American presence may remain for a long time in order to exert control
over political aftermath.

Deliberate operations may not be the preferred norm of American
military strategy, but they can be made necessary by a host of considera-
tions: crises that build slowly, allies that balk, physical constraints that pre-
vent U.S. forces from deploying fast, enemies that refuse to be beaten, or
wars interspersed with periods of diplomacy. Sustained operations can
occur not only as a result of wars dragging on without a conclusion but
also as a result of political decisions to occupy the territory of a defeated
enemy as part of war-termination policies. Today’s no-fly zones in Iraq are
an example of compelled political settlements that require an enduring
postwar presence on friendly soil. Peacekeeping, of course, is a hallmark of
deliberate sustained operations. This concept calls attention to the need
for the Armed Forces to remain prepared for these operations, even as they
acquire greater capabilities for winning rapidly and decisively. Remaining
prepared for such operations requires a focus on traditional combat forces
(for example, infantry), logistic support units, and war reserve stocks that
otherwise might lose favor in a defense strategy focused on winning rap-
idly and decisively. It also necessitates remaining aware that modern war
may not always take the form that American plans, forces, and technology
want or expect.

Notes

! See Department of Defense, Quadrennial Defense Review Report (Washington, DC: Depart-
ment of Defense, 2001).

2 See Joint Staff, Joint Vision 2020 (Washington, DC: Government Printing Office, June 2000).

* For more analysis, see Hans Binnendijk and Richard L. Kugler, Adapting Forces to a New Era:
Ten Transforming Concepts, Defense Horizons 5 (Washington, DC: Center for Technology and National
Security Policy, National Defense University, October 2001).
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ployable without sacrificing survivability and lethality. The trans-

formed organization must retain the survivability, lethality, and
tactical mobility of heavy forces and the agility and deployability of light
forces.!

The Army has launched a major effort to transform itself and the way
it conducts land operations. Officials regard the endeavor as the “most sig-
nificant and comprehensive effort to change this Army in a century,” one
that will “revolutionize land-power capabilities.” The goal is a ground
force that is more rapidly deployable and tactically agile than, but as sur-
vivable and lethal as, today’s heavy forces. It will be a “full spectrum” force,
dominant not only in war but also, with minimal modification, in peace-
keeping, humanitarian intervention, and disaster assistance operations.
The centerpiece of the fully transformed Army would be the Objective
Force, a ground force that would bear little physical or operational resem-
blance to today’s Army. But long before the Objective Force takes shape,
the Army will begin to incorporate interim brigade combat teams (IBCTs)
equipped with light armored vehicles and adapted to new tactics. Army
transformation thus aims to make change very rapidly, even while estab-
lishing the basis for more dramatic change over the longer term.

Post-Cold War strategic realities, notably the emergence of a broad
array of missions in unpredictable locales, make transformation necessary.
Change is made possible by new technologies, especially information tech-
nologies that promise to allow greater situation awareness, more precise
fires, and more distributed, nonlinear operations. The new technologies
were producing change even in the Cold War Army. The demands of the
new strategic setting add new dimensions to the transformation in areas
such as mobility and agility.

T he Army faces the clear challenge of becoming more rapidly de-
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Like any other ambitious endeavor, transformation faces sizable
risks. These perils usually are defined largely in technological terms,
many of which are inherent in the Army vision of its future. Moreover,
almost every risk has a technological dimension to it. But the risks here
run well beyond those associated with technology. Can the Army find
and train people—followers as well as leaders—able to fight the distrib-
uted, nonlinear, all-arms warfare it envisions? An even larger risk stems
from the steady elimination of a margin for error, ambiguity, or uncer-
tainty. Paring away armor to reduce weight shifts the burden of force
protection increasingly to information. Given what is available today in
the way of light antiarmor weaponry, the need for situation awareness is
dauntingly high.

Another risk is that the strategic factors driving Army transformation
will evolve unfavorably over the years in which the Army hopes to imple-
ment transformation. What if a Cold War-like set of strategic circum-
stances—a more geographically focused, heavily armored threat—were to
reemerge over the next 20 years? Further compounding the complexity are
the uncertainties surrounding the unfolding war on terrorism and the Army
role in it, both in waging offensive operations against terrorists and their
sponsors and in the evolving area of homeland defense.

These risks compel the Army to move cautiously, relying on extensive
experimentation and employing significant hedges against full or partial
failure. If transformation is carried forward properly, however, even a par-
tial failure—measured against the Army’s very high standards of success—
is likely to yield more effective ground forces. With this perspective in
mind, this chapter will examine the proposed Army transformation and
the opportunities and hurdles that lie ahead.

The chapter begins by outlining why transformation is necessary. It
then touches upon key enabling technologies, most notably the array of
information systems and networks underpinning the envisioned transfor-
mation. We next describe the Army’s three-pronged approach to transfor-
mation, which provides for an Interim Force on the way to the futuristic
Objective Force, while maintaining and modernizing the present Legacy
Force. Issues crucial to the Army transformation—its organization and
doctrine as well as its technology—are explored, as are options for trans-
formation if conditions differ from present-day projections. These options
include both evolutionary and “leap-ahead” alternatives. Finally, we out-
line the implications of the war on terrorism for U.S. military missions
and hence for demands on the Army.
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Why Transform the U.S. Army?

Even before the Cold War ended, the Army was realizing that the
information revolution promised potentially radical improvements in
the effectiveness of ground forces, as well as significant changes in their
organization. The Soviet Union first called attention to this issue in the
1970s with discussion in military journals of what it called the military
technical revolution. By the 1980s, the label had been altered in the
United States to the revolution in military affairs, but the core theme re-
mained the same: given what the information revolution was doing to
commercial firms, surely it could work radical change in military forces.
The air services saw ways to exploit the new technology to produce
greater precision in air-to-air and air-to-ground firepower while manag-
ing more complex air operations. Army officers also sought advances in
precision. In addition, watching commercial firms eliminate layers of
management, the Army also had cause to wonder whether information
technologies might not portend significant alterations in the traditional
combat hierarchy as well.?

In this sense, the strands of today’s Army transformation reach well
back into the Cold War. The artillery branch, for example, exploits satel-
lites and electronics to use the global positioning system to lay in its ar-
tillery pieces and to add speed and precision to aiming artillery tubes (this
was the role of the Tactical Artillery Fire Control [TACFIRE] system). In-
formation technologies have been used to improve the accuracy and rate
of fire of the M—1 tank. In the early 1990s, the Army inaugurated Force
XXI, an effort to use communication technologies to create a more dis-
tributed, networked ground force armed not only with more precise fires,
but also with much better intelligence on the position of its own as well as
enemy forces. The 4™ Infantry Division (Mechanized) at Fort Hood, Texas,
has served as an experimental testbed for these new technologies and con-
cepts, which are also referred to as digitization. The 4™ Division became
the Army’s first fully digitized division in 2001.*

While one stimulus for transformation arose from technological
trends rooted in the Cold War era, a second set of forces rose out of the
Army’s post-Cold War experience. The stable paradigm of large-scale, high-
intensity conflict with the Soviet Union gave way in the 1990s to a series of
diverse operations in disparate locations. These ranged from heavy armor
operations in the Persian Gulf War to rapid lighter interventions in Haiti
and Panama, to humanitarian intervention and urban warfare in Somalia,
and then to peace enforcement in the Balkans. War remained a possibility;
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indeed, throughout the 1990s, the Nation asked all of the services to be ready
to fight two major theater wars simultaneously. But most deployments the
Army experienced in the 1990s were smaller-scale contingencies. ®

This new and broader menu of missions called, first, for a full-spec-
trum force, one as capable of performing operations other than war
(OOTW) as of fighting war itself. The difference in force requirements is
not trivial. While there are technologies, operational concepts, and organi-
zational functions that span both domains, there are also substantial differ-
ences, as the Army has discovered in trying to accommodate a steady diet
of OOTW while retaining the strength and skill for major high-intensity
combat. In particular, it has discovered that while it is already a full-spec-
trum force in terms of having the capabilities needed for a diverse array of
OOTW located somewhere in the warfighting structure, these capabilities
do not readily emerge from that structure, and their use in OOTW can im-
pose a heavy burden on the warfighting force.® Conversely, the Army has
discovered that forces well designed and prepared for wartime operations
can find themselves deficient in OOTW.”

The Army’s experience in the 1990s also revealed a need for much
improved strategic responsiveness. In sharp contrast to the geographic
focus of the Cold War experience, which allowed for massive preposition-
ing of units, equipment, and supplies in Europe and Northeast Asia, the
post-Cold War Army must be able to deploy rapidly around the world.
This requirement favors a lighter force, hence the goal of an Objective
Force featuring a family of vehicles all considerably lighter than the M—1
tank (65—70 tons) or the M—2 Bradley Fighting Vehicle (roughly 32 tons).?
Given that so much of what the Army takes on an operation consists of
fuel, ammunition, and spare parts, however, strategic responsiveness also
demands reduced logistics requirements for future Army forces. The stated
goal of Army transformation, achievable or not, is the ability to deliver a
brigade anywhere in the world 96 hours after “wheels up,” a division
within 120 hours, and a full corps within 30 days.

Responsiveness is, however, more than a matter of delivering forces
to a theater rapidly. It includes the ability to move about the region once
there. In regions with very poor infrastructure, M—1 tanks may become
nothing more than expensive bunkers. Thus, even if the Army were able to
preposition equipment and supplies for its heavy forces in key locations
around the world, it would still need a lighter, more mobile force in many
tactical situations.
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A final component of strategic responsiveness has to do with the or-
ganization itself. Armies geared to fight big wars generally tend to be or-
ganized around relatively large components. Combined with the Nation’s
seeming aversion to casualties and the Army’s own post-Vietnam desire to
mass forces for decisive operations, this organizational feature has often
seemed to prevent the Army from offering the President and the Secretary
of Defense a wide range of ground options in contingencies. When advis-
ing senior military and civilian leadership on possible ground options dur-
ing the 1999 Kosovo conflict, for example, Army leaders appeared to offer
only very large ground force alternatives involving multiple divisions and
requiring months of preparation. Whatever the military merit of these al-
ternatives, they were not palatable politically. The Army risked being
viewed, rightly or wrongly, as unwieldy and inflexible, and thus irrelevant.

The need for greater strategic responsiveness was recognized during
the Clinton administration and has also been adopted by the Bush admin-
istration. The terms of reference of Secretary of Defense Donald Rumsfeld’s
Quadrennial Defense Review (QDR) 2001 note the importance of broad-
ening the range of military options available to the President.” They call for
enhancing the employability and deployability of U.S. forces, extending
their reach, and minimizing their deployed footprint. They identify a need
for forces that are “lighter, more lethal and maneuverable, survivable, and
more readily deployed and employed in an integrated fashion.”!® Although
these phrases apply to all U.S. military forces, they have obvious signifi-
cance to the Nation’s ground forces.

The demands for change emanating from the Army’s 1990s experi-
ence mesh with the technological impetus for change. A heavy tank force
is also able to exploit the information revolution to achieve greater effec-
tiveness; such is the case with the 4 Infantry Division. But as the Army
seeks lighter vehicles, the premium on good information rises sharply.
Armor is, in effect, an insurance policy against ignorance of the enemy’s
location and weaponry. Short of truly miraculous improvements in the
stopping power of light armor, future Army vehicles will lack that insur-
ance policy as they advance into enemy forces likely to be armed with a
growing assortment of readily available antiarmor munitions. They will
have to know where the enemy is to a degree that heavy forces would like
but do not require. It will be even more crucial for them to be able to take
the enemy on at a distance and with lethal precision.
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Getting There from Here: Key Enabling Technologies

>«

General Eric Shinseki’s “transformation speech” on October 12, 1999,
focused attention mainly on medium-weight vehicles. Since then, a major
competition among off-the-shelf candidates for the Army’s interim armored
vehicle has reinforced this focus while drawing attention to the underlying
wheeled-versus-tracked debate that is roughly as old as motorized vehicles.
Yet clearly at the core of the Army’s transformation are information tech-
nologies, with which the Army had begun to experiment well before Octo-
ber 1999, notably in Force XXI and the digitization program. Presumably
the fruits of that effort can be transferred, in whole or in part, to the Interim
and Objective Forces of the future. Army transformation will stand or fall
mainly on its success in exploiting information technologies.

The technological challenges in this area are daunting. The ground
environment has always been less forgiving to complicated devices than
the air or sea. Hence the Army has found it more difficult than its sister
services to pack electronic components into its platforms. Nonetheless, the
effort continues to equip future Army forces with new and better capabil-
ities, including greatly improved situation awareness, enhanced command,
control, communications, computers, intelligence, surveillance, and re-
connaissance (C*ISR), and expanded use of robotics.

The objective of greatly improved situation awareness is to have
ready access to a wide scope of information relevant to ongoing Army op-
erations, from initial deployment to reception in the theater to engage-
ment and sustainment of the deployed forces. In particular, the ability to
have real-time information and shared displays on the disposition of
friendly and enemy forces—the common operational picture—should
allow the Army to engage enemy units more effectively. This in turn holds
out the prospect that physically lighter Army forces can retain high lethal-
ity and survivability against heavier enemy forces, and thus it directly con-
tributes to the Army’s strategic responsiveness.'! This information is also
essential to driving down logistics requirements, which for many heavy
units make up about 80 percent of the Army’s strategic lift requirement.'?

CYISR must be enhanced. Fundamental to future force survivability
and lethality is the ability to see and hit enemy forces before they can
engage lighter U.S. units. The Army concept for doing so calls for a highly
networked system of sensors and communications permitting rapid direct
and indirect fires. Improving the speed, quality, and reliability of sensor-to-
shooter links is essential to minimizing the time between target identifica-
tion and engagement by direct or indirect fires, using Army or other joint
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service assets. Likewise, networked fires allow strikes in quicker succession,
over increasingly wide areas, and against more dispersed targets. All these
capabilities should contribute to the combat effectiveness of a much lighter
U.S. Army against a heavier and perhaps larger enemy ground force.

Army officials envision a significantly expanded role for robotics at
various levels of sophistication to reduce both casualties and the need for
extensive logistics support. On the high end in this realm are largely au-
tonomous unmanned ground vehicles that can locate and engage targets.'?
Less futuristic are robotic vehicles that can be directed by manned com-
mand vehicles to perform various tasks.

How far the Army can exploit information technologies—and in par-
ticular, whether it can achieve the extremely high levels of situation aware-
ness some senior officers expect—remains an item for speculation. The key
hedge against failure in the information realm is improved armor or better
active protection systems, such as sensors that see an antiarmor munition
in flight toward the vehicle and activate some mechanism to kill it before it
hits (ideally, without also endangering friendly soldiers nearby). Improved
armor includes an array of composite and self-repairing, self-strengthening
“smart” armors now in laboratory development. Some combination of en-
hanced situation awareness and enhanced vehicular protection presumably
can yield an acceptable overall level of protection.

Reducing the logistics footprint of deployed Army forces calls for ad-
vances in a range of technological areas. The Army speaks of “ultra-relia-
bility” in its machinery, for example. Success in this area would involve not
only the development of new technologies but also a willingness—rarely
seen in Cold War-era weapon development projects—to sacrifice per-
formance goals for greater reliability. Developing munitions of smaller cal-
iber could cut the physical size of ammunition deliveries substantially,
while greater accuracy could reduce the numbers required for success.
New engine technologies could reduce fuel consumption or, in the more
distant future, totally change the kind of fuel required. One promising
technology is fuel cells producing water as a byproduct, allowing the Army
to reduce water supplies to its deployed units.

Given that so much of the Army emphasis is on rapid deployment,
the future of long-distance transportation technology is relevant as well.
The service emphasis on exploiting technology to reduce the weight of
any deploying force is partly driven by the limits of technology in mak-
ing advances in long-distance transportation, especially in airlift. There
is little indication of any pending revolution over the next few decades in
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the ability to move great weights long distances rapidly by air. While
some promising uses of technology are in the works for improving air-
lift capacity, such as heavy-lift dirigibles, the mainstay of long-distance
deployment by air will remain traditional fixed-wing transport aircraft.
Substantial improvements undoubtedly will be made in avionics, dura-
bility, engine efficiencies, and overall supportability, but the strategic and
tactical airlift fleet of 2025, in terms of raw lift per aircraft, will not be
significantly different from today’s.!*

Fast sealift technologies continue to demonstrate prospects for in-
cremental increases in speed. Far less sensitive to weight and dimensional
restrictions than aircraft (barring a truly revolutionary breakthrough in
airlift), sealift will remain the principal mode of strategic deployment for
most Army units, whether they be Legacy, Interim, or Objective Forces.

The risks here are obvious. Ground forces are not well adapted for
rapid and dramatic technological advances; ground warfare is too complex
and unfolds in too unforgiving an environment to permit leaps into the
technological unknown. Yet the proposed Army transformation depends
on significant advances in a staggeringly wide array of technological realms.
To be sure, advances across the whole array are not essential for progress.
But the reduction in armored protection and the need for strategic respon-
siveness nonetheless create huge demands for significant improvements in
today’s accepted performance.

The Plan for Transformation

The Army’s specific roadmap for transformation is captured in the
trident chart (figure 4-1) that has become familiar since Chief of Staff
General Shinseki launched formal transformation in October 1999. The
three prongs on this chart—Legacy Force, Interim Force, and Objective
Force—seem redundant unless the risks inherent in achieving the Objec-
tive Force are appreciated. Backups and hedges are essential, and if they are
pursued properly, a variety of transformation outcomes could yield im-
proved ground forces.

The three prongs serve different purposes and offer different backups.
The Interim Force is a near-term effort to produce lighter and more mobile
brigades and divisions. It is meant above all to solve an operational short-
fall that was exposed when the 82¢ Airborne Division deployed to Saudi
Arabia in 1990, days after Iraqi heavy forces invaded Kuwait. The inability
of these airborne units to do much against the heavier Iraqi armored forces
highlighted the Army’s lack of a force that was both rapidly deployable and
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Figure 4—1. The Army Transformation
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Source: Army Transformation Briefings, Association of the U.S. Army (AUSA) Transformation Panel, Institute for Land Warfare, October 2000,
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sufficiently survivable and lethal to engage heavier opposing forces success-
fully. Creation of the Interim Force also gives the Army a vehicle for exper-
imenting with lighter and more networked capabilities. These new units
could, if successful operationally, also help create a constituency within the
Army for medium-weight units.

The Objective Force is the force of the distant future, the end prod-
uct of long-term research and development efforts meant to culminate in
radically improved Army effectiveness and responsiveness. As such, it is
the most dependent of the three forces upon advances in science and tech-
nology and the ability to incorporate these new technologies into the
force. The Objective Force is to be based on a class of completely new plat-
forms, collectively known as the Future Combat Systems, which are to
weigh 20 tons or less. Initial elements of the Objective Force are currently
scheduled to enter the force by 2010, with the entire Army converted by
about 2032.

The Legacy Force consists primarily of the Army’s current heavy ar-
mored and mechanized divisions, modernized at some level to retain their
effectiveness. This part of the transforming Army will remain essential for
missions where heavy forces can dominate. It will also serve to ensure
against an uncertain future in which threats may materialize that require the
range and depth of capabilities contained in the heavy forces. Like the
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IBCTs, elements of the heavy force can be used to test various advanced
technologies and concepts in support of the longer term transformation,
most notably digitization. The Legacy Force also serves as a hedge against
setbacks in aggressive Army transformation efforts; maintaining this force is
a way to mitigate the many risks the push toward the Objective Force entails.

In sum, the Army transformation plan pursues all three prongs as
the means to balance current and near-term risks against future risks.
The risks to be balanced are multidimensional: risks due to uncertainty
about the future strategic environment, technology risks associated with
the transformation, and institutional risks of pushing the Army too fast
or in too many directions during the transformation process. The Army
transformation does not fall neatly into either of the two dominant
schools described in chapter 3 about transformation strategies. The Ob-
jective Force and the envisioned end-state of the full transformation em-
body truly revolutionary military change, but the overall process is much
more evolutionary in nature. By adopting the three-pronged approach to
transformation, the Army has in fact embraced a mixed strategy.

What follows is a detailed examination of the three forces to reveal
the relative scale of the technologies and risks involved, their implications
for long-term risk management and force tradeoffs, and how the Army in-
tends to straddle the evolutionary/revolutionary transformation divide.

The Interim Force

The Interim Force is intended to be a full-spectrum combat force
consisting of medium-weight brigades, known as Interim Brigade Combat
Teams (IBCTs). Embedded within division structures, the teams are de-
signed to complement the capabilities of existing light and mechanized
forces. Although optimized for small-scale contingencies, these brigades are
expected to be employed across a range of military operations, from con-
ducting stability and support operations to participating in major theater
war as a subordinate maneuver element of heavier forces. The force’s prin-
cipal operational attribute is its high operational and tactical mobility.!>

The IBCTs are designed to have several core qualities. In addition to
being C-130-transportable and full-spectrum-capable, they must also be
able to operate in environments with very limited infrastructure. The
IBCTs should not require major air/sea ports of debarkation and are not
intended to need much time and resources for reception, staging, onward
movement, and integration.'® They are designed to be ready for opera-
tions, including combat, almost immediately after arriving. These highly
mobile forces must also be capable of moving long distances rapidly. The
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intent is to have them organized to deploy with a minimal logistics foot-
print, carrying enough supplies for 3 days of operations without outside
support.” To keep the IBCT footprint small, they are to rely on division
and higher echelons for additional capabilities from outside the opera-
tional area, such as intelligence and indirect fire support. Robust, ad-
vanced CISR systems are therefore needed to ensure that they have the
full range of necessary capabilities.

The interim armored vehicle (IAV) is a light wheeled vehicle that will
come in two variants, a mobile gun system and an infantry carrier, and is
intended to be the Interim Force’s primary combat platform. The AV is
based on existing light armored vehicles modified with advanced digital
communications and information enhancements, many of which will be
upgrades based on relatively mature technologies. The Army is currently
planning to fund six to eight IBCTs; the first is being organized at Fort
Lewis, Washington.!® The first IBCT is scheduled to be fully fielded in
spring 2003 and to reach full operational capability in 2005." Between
2,131 and 2,791 IAVs will be needed to equip the IBCTs (depending upon
the number of teams actually fielded).?

As currently organized, the IBCT is infantry-heavy and will have a
combined arms capability at the battalion and company level. This struc-
ture is intended to give the teams a greater range of operational capabilities
at the brigade level. The IBCTs also will reduce the need to pull together a
task force from different units on short notice, which can slow deployment,
add time to achieving full operational capability in the field, increase the
size of the deploying force, and reduce force effectiveness by losing unit co-
hesion. Integrating a combined arms capability at these lower echelons is
also meant to provide the IBCT with enhanced combat power. The team’s
heavy infantry orientation is best suited for military activities, whether
peacekeeping or combat operations, in terrain where dismounted infantry
will be in especially high demand.

Three motorized combined arms infantry battalions are the major
IBCT fighting components. Other elements include the reconnaissance,
surveillance, and target acquisition (RSTA) squadron, an anti-tank com-
pany, an artillery battalion, a brigade support battalion, engineering, mil-
itary intelligence and signal companies, and the brigade headquarters and
headquarters company.?!

IBCTs will rely greatly on situational understanding, provided by the
RSTA squadron, to compensate for their lack of heavy armor protection.
For example, the organic artillery battalion of the IBCT would be expected
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to conduct counterbattery fire before the enemy shoots, based on RSTA
squadron targeting information. Thus, its information flows will be essen-
tial to survivability of the medium-weight brigades.

The RSTA squadron is responsible for the traditional roles of recon-
naissance, surveillance, and target acquisition, with a much greater empha-
sis on precision and speed in conducting these roles. It is also intended to
provide a much broader situational understanding of the overall opera-
tional environment, including not just military but also political, cultural,
economic, and other information relevant to the operation. With informa-
tion and mobility, augmented by RSTA and intelligence, surveillance, and
reconnaissance assets, the IBCT will be able to conduct dispersed, nonlin-
ear operations with its units, even though individual tactical engagements
may be widely separated geographically (a typical IBCT area of operations
will be 50 square kilometers).?

Operating in the smaller-scale contingencies for which they are opti-
mized, the IBCTs are expected to require little or no augmentation from
higher echelons. Augmentations will likely be required for other roles, es-
pecially for major theater war-like high-intensity combat, in which the
IBCT may require additional nonorganic assets such as lift and attack hel-
icopter assets, more artillery, and air defense. Any significant augmentation
would increase the amount of time a team would need to deploy. Although
IBCTs are designed principally to fill the near-term light-heavy gap, they
will also help explore innovative doctrine and organization employing
medium-weight forces. As such, the IBCTs are envisioned as “the vanguard
of the future Objective Force.”?

The Objective Force

The Objective Force is built around the Future Combat Systems
(FCS), a family of vehicles that will weigh 16 to 20 tons and will be sized
to be transportable within the C-130 or similar aircraft. If fully realized,
the Objective Force is meant to provide the Army with the ability to de-
ploy a combat-capable brigade anywhere in the world in 96 hours, a divi-
sion in 120 hours, and 5 divisions in 30 days. As they are characterized by
senior Army leadership, “Forces equipped with FCS will network fires and
maneuver in direct combat, deliver direct and indirect fires, perform intel-
ligence, surveillance, and reconnaissance functions, and transport soldiers
and material.”>

The ECS is envisioned as a system of systems in which manned
command and control vehicles are networked with many unmanned
reconnaissance assets and platforms delivering weapons. This networked
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group of systems is intended to perform as a combined arms team. Manned
vehicles would perform many combat operations from concealed positions,
reducing their exposure to enemy fires and direct engagements and helping
these light FCS platforms survive on the modern battlefield. Superior sen-
sors and networks would provide the means to locate and track targets from
these more concealed positions. Robotic vehicles operating as necessary in
more exposed areas could fill requirements for line-of-sight capability.> Ad-
vanced composite armor and active protection systems, including a variety
of sensors to detect and rapidly engage incoming weapons, enhance vehicle
and crew survivability, as do a variety of low-observable (stealth) character-
istics built into the platforms.?° The Army’s investment in science and tech-
nology for the Objective Force aims to resolve several challenges posed by
the FCS concept:

= balancing sustained lethality, survivability, and deployability

» reducing strategic lift requirements to move and sustain the force

» providing battlefield awareness at all levels of command through
secure, digitized communications.

Overcoming these challenges depends heavily on solving the net-
working of all the system elements and ensuring that the network has the
capacity, security, and versatility to provide necessary linkages throughout
the area of operations. FCS network capabilities go beyond those envis-
aged for the current Army Battle Command System. The network must be
capable of integrating numerous remote ground and aerial sensors, ma-
neuvering robotic systems, and controlling and directing both direct fire
and beyond-line-of-sight weapon systems, and it must be able to do so on
a highly mobile battlefield. The architecture and protocols for such a sys-
tem are presently underdeveloped. In addition, there are challenging issues
involving the availability and management of the necessary bandwidth for
the network. This networking has been identified as one of the major tech-
nical hurdles in implementing the FCS concept.?

The FCS concept also envisions direct and indirect fires coming from
the same platform, using modular ammunition. One design concept is for
missiles to be vertically launched from boxes carried onboard robotic indi-
rect-fire platforms and capable of using different types of munitions. Cur-
rent operational concepts rely heavily on networked fires to destroy targets
from beyond line of sight as a means to combine high lethality with the con-
cealment that improves survivability. But line-of-sight fires will still be
needed for close engagements. Advanced cannon designs are being explored
for the FCS that would have the lethality of the Abrams 120-millimeter gun
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but use a smaller gun to fit on the 20-ton platform. By incorporating both
indirect and direct fires into the FCS, the platforms should be capable of de-
livering ordnance up to 50 kilometers.?®

According to Army plans, the initial FCS will incorporate the most
advanced capabilities feasible, and later upgrades will incorporate addi-
tional assets as technologies mature.?

The Legacy Force

The Legacy Force plays a central role in Army transformation, that of
insurance while the major changes of the Interim and Objective Force take
hold and mature. Regardless of its experimentation with new technolo-
gies, doctrine, and force mixes, the Army is required to maintain its
warfighting readiness throughout the 30-year transformation period. Cur-
rently, that means being able to conduct major high-intensity warfare in
the foreseeable future, a role that will fall primarily to the Legacy Force,
supplemented by Interim and Objective Force capabilities as they become
available and demonstrate their effectiveness.

The Legacy Force is a hedge against risk at three levels. First, it is a
hedge against an uncertain strategic future in which threats and contingen-
cies might materialize in unanticipated ways. Conditions may emerge in
which significant numbers of U.S. land forces must intervene against unex-
pectedly lethal adversaries, under very adverse circumstances, and on high-
intensity battlefields. U.S. forces may be tasked to occupy a hostile country
and bring down the existing regime. A force in being is needed to achieve
such missions under these demanding conditions at acceptable loss rates.
Second, the Legacy Force offers insurance against clever adversaries seeking
to find a “silver bullet” solution to thwart technically advanced (and there-
fore technically dependent) U.S. ground forces, especially while those forces
are still transforming. Such an adversary will still have to confront a tradi-
tional force that, whatever its other limitations, would not present the same
types of vulnerabilities. In this sense, the Legacy Force precludes an adver-
sary from finding an easy solution and thereby enhances deterrence in the
process.® Third, the Legacy Force is a hedge against the technical risks con-
fronting the Interim and Objective Forces. In many instances, the Army is
pushing the limits of technology, either in specific technological areas or in
integrating technologies in complex ways, particularly for the Objective
Force. Failures and setbacks are inevitable, even though the concept itself
may prove out in the end.

As part of the Legacy Force transformation, the future of the Army
light forces is another important area of change. Some light brigades will
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become IBCTs, but to date plans for the 829 Airborne and 101t Air Assault
Divisions remain uncertain. These units may remain fixtures of the Army
Legacy and future forces. Even with advanced technology, the light forces
will not become a substitute for heavy- and medium-weight forces, in
terms of combat power. But considerable opportunity exists for improv-
ing the capabilities of the light forces even against heavier enemy forces.
Such enhanced light forces could complement other transforming forces
and add important dimensions to improvements to the range and mix of
force options the Army can provide national decisionmakers.

Many of the same information technologies being used to enhance
heavier Legacy and Interim forces would be applicable to light forces as
well. Improved situational awareness could increase the ability of light
forces to avoid engagements in which they are seriously outmatched, while
illuminating opportunities where their lighter assets could inflict signifi-
cant damage on opposing heavier forces. Advanced RSTA, combined with
modified operational concepts, could give light forces a much greater in-
direct fire capability, permitting lethal attacks from safer distances. A more
dramatic change could give light forces enhanced mobility and maneuver
capability by equipping them with light vehicles. In this case, the price paid
in speed of deployment would have to be weighed against potentially sig-
nificant improvements in the range of threats and operating environments
in which light forces could make major contributions.*

Simply maintaining today’s Legacy Force involves a major resource in-
vestment for the Army. Furthermore, a central tenet of transformation is the
need both to modernize elements of the Legacy Force—develop and pro-
cure new systems—and to recapitalize it—rebuild and selectively upgrade
currently fielded systems. As Secretary of the Army Thomas White and Gen-
eral Shinseki have repeatedly noted in testimony before Congress, this en-
tails substantial costs. With 75 percent of major combat systems currently
exceeding their engineered design half-life and expected to exceed their full
design life by 2010, the cost of operating and supporting these aging systems
is on the rise.’> Consequently, the Army maintains that recapitalization is
needed both to enhance force capabilities and to reduce costs, themselves
important goals in the overall transformation. These investments create the
tension identified in chapter 3 between allocating resources to near- and
mid-term improvements versus long-term, more radical changes in the
force. New engines for Abrams tanks, Army aviation upgrades, and the in-
troduction of new systems such as the Comanche helicopter into the Legacy
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Force, for example, compete with resources that the Army needs to realize
the Interim and Objective Forces.

Transformation Issues

Observers sometimes tend to reduce much of the Army’s transfor-
mation to its technological dimension. Will information technologies
yield the kind of situation awareness and networking required to support
the operation of medium-weight distributed forces? Will new engines and
guns reduce logistics requirements? Will new armors offer markedly
higher protection per ton than the armor available today? Given the pace
at which the Army hopes to transform itself, each of these technological
questions comes with the appended question: How quickly can we convert
what we barely see today on the horizon into serious capability?

Yet ground forces consist of complex combined arms teams in which
the role of technology per se is complemented by the role of organization
and doctrine. Thus the major obstacles to any ground force transforma-
tion have less to do with achieving miraculous advances in technology
than with finding the best doctrine to exploit the technologies available at
any given time. One can, of course, identify transformational ground force
technologies: the stirrup, the breechloading rifle, the tank. Yet in each of
these cases, combat success went not to the side with the best technology
but to the side having the best combination of technology and doctrine. As
is frequently pointed out, France had the superior tank in 1939, but Ger-
many had great doctrine as well as good tanks.

An army develops new organizational concepts and doctrine exploit-
ing the technologies available to it through field experimentation. The U.S.
Army experimentation within its Force XXI program highlights how ex-
pensive, complicated, and often highly politicized the experimentation
process can become. The pressures of cost and politics can result in stylized
experiments that validate preconceived tactical notions rather than foster-
ing innovation. Thus, the first issue confronting Army transformation has
to do with whether it can develop a level of field experimentation that ac-
tually produces optimal new combinations of tactics and technology.

The search for optimal organizations and doctrine applies to the
Army’s logistics as well as to its combat forces. The tendency again is to
seek technological solutions to bigger organizational problems by, for ex-
ample, designing ultrareliable components, fuel cells that produce water as
a byproduct, highly accurate and lethal small-caliber munitions, and so
forth. All these technological improvements are desirable, and some may
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even be achievable, if in markedly different timeframes. Chances are very
small, however, that there is a magic technical solution that would signifi-
cantly reduce the Army’s logistics footprint in the combat zone. Achieving
that goal will instead require the development of new logistics concepts,
comparable to but much grander in scope than the “velocity manage-
ment” paradigm that has significantly reduced order and ship times in
today’s Army.> This, too, will require a willingness to experiment with in-
novative ways of doing business.

Experimentation must be linked to the outside world as well as to the
Army’s own view of its future. Just as the current transformation was
prompted by the post-Cold War shift in the strategic situation and the
missions the service was asked to perform, so will the course of its trans-
formation, extending over two or three decades, be shaped by further
change in the world and in its likely missions. Thus a major issue for Army
transformation is whether the strategic environment does actually change
enough in the years ahead to require substantially altered capabilities. At
one extreme, the reemergence of a heavily armored Russian threat to East-
ern Europe could suddenly give the Army’s Legacy Force a new lease on
life. At the other extreme, light forces may begin to look more attractive in
a world of lightly armed guerrillas who present very few targets to air-
borne sensors yet nonetheless pack lethal punch against both light armor
and low-flying aircraft. In all cases, some portion of Army transformation
will no doubt pay dividends. But the specific current direction of trans-
formation may take a sharp turn.

Another issue for Army transformation has to do with the availabil-
ity of financing for it over the long haul. Given the Army’s size and the
number of platforms it supports, it faces particularly challenging fiscal
constraints when it comes to funding the transformation. The continuing
peacekeeping demands levied on ground forces in overseas operations ex-
acerbate the resource constraints.

The House Appropriations Committee recently estimated that over
the next 12 to 15 years, the Army’s transformation costs alone could exceed
$70 billion.** The unpredictability of successes and failures in key enabling
technologies will certainly affect these numbers. If historical experience is
any guide, the cost of realizing the necessary technologies is likely to be on
the high end of current estimates. The Army faces a daunting long-term
challenge in allocating resources in the coming decades among each of the
three forces so as to maintain transformation’s momentum without jeop-
ardizing essential forces and capabilities in being.’> The Army has already
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taken several actions to adjust its transformation to budget realities. The
scheduled introduction of the IBCTs has been lengthened from two per
year to one per year; several major legacy programs have been cancelled.
Although the September 11 attacks will lead to additional resources for
DOD, both scale and allocation priorities are yet to be determined.
Regardless of funding increases, more hard choices likely await.

Transformation Options

Technical risks in Army transformation combined with the broader
issues discussed above suggest the need for flexibility as the service moves
ahead. The Army must continue to transform itself, but it may have to
change emphasis and direction as future funding, missions, and techno-
logical and doctrinal options become clearer. The three-pronged approach
to transformation that the organization is now taking hedges significantly
against risks at many levels and thus yields the kind of flexibility the Army
is likely to need.

One option that would be forced on the Army if development of
needed technologies is slower than expected would be to focus on near-
to mid-term evolutionary advances, deferring more revolutionary change
until the technologies to support it have matured. This would mean em-
phasizing selective modernization of the Legacy Force and elements of
the Interim Force using the more advanced technologies that emerge
from development. Although less mature technologies would be left in
development or perhaps dropped, this approach could still produce sub-
stantial improvements in strategic responsiveness and other capabilities.

Over the last several years, the Army has undertaken a major effort to
preposition equipment sets overseas, both afloat and ashore, to reduce the
amount of time necessary to get a force to the area of operations and have it
ready for battle. As a result, significant improvements have been realized in
the ability of Army forces to arrive in many theaters. While the timelines are
not as fast as those proposed for the Objective Force, major force elements
can be moved fairly quickly. Efforts may be made to reduce the size and
weight of the force packages further by exploiting certain technologies.
Much greater precision and availability of indirect fires, along with greater
reliance on resources that do not physically go with the units (for example,
relying on intelligence capabilities located in the United States) could reduce
the size of the forces deployed, including the logistics support required.
Using the IBCTs as a base for experimentation, the Army could further ex-
plore various brigade structures to enhance responsiveness.
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The brigade combat teams could serve as experimental as well as op-
erational elements for a considerably longer period than currently envi-
sioned. The road to the Objective Force would be a gradual, iterative path
in which exotic technologies are introduced sequentially and only after
much testing and experimentation with the medium-weight Interim Force.

Progress would also draw heavily on experience with the digitized
forces at Fort Hood. At every step, new doctrine would be developed and
tested. The first FCS might be little more than an IAV with the digitization
appliqués from Fort Hood overlaid on it. The first Objective Force thus
might be little more than an IBCT with significantly enhanced C*ISR. All
the while, the heavy forces at Fort Hood would continue to focus on evo-
lutionary advances.

Throughout this process, the IBCTs could also serve as the Army’s
rapid early-deployment medium-weight force, considerably expanding the
range of options the Army can provide. A brigade with substantial combat
power could be delivered very quickly using a combination of airlift and
fast sealift, with additional follow-on forces (IBCTs or heavier elements of
the First Digitized Corps) closing rapidly by exploiting prepositioning
ashore and afloat, perhaps with a network of intermediate support bases.
An entire medium-weight brigade could be transported by two large,
medium-speed roll-on/roll-off ships, each ship having a capacity of 18,000
tons and about 250,000 square feet of usable space.* Depending on the lo-
cation of the IBCT and plausible constraints on airlift availability, it could
move more quickly by sea than by air.*” The Army could allocate some por-
tion of its prepositioned stocks afloat to this role instead of moving heavier
maneuver force elements, as is currently the plan. This would allow the
Army to become more responsive—lighter and more mobile—fairly soon.
Significant increases in the combat power and mobility of the Army’s light
forces could be another contributing element.

When all are combined with evolutionary technical advances that
significantly improve the weight/survivability/lethality tradeofts (and lo-
gistics load), the result could be a much more strategically responsive force
of the type envisioned by General Shinseki, even well short of the Objec-
tive Force ideal. Such an approach would represent an essentially evolu-
tionary path but could result in dramatic increases in the Army’s ability to
bring combat power quickly to bear in many contingencies. It would not
foreclose pursuing more revolutionary force concepts but would instead
permit much more time to develop them.
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Another option would be to embrace a “leap-ahead” approach.
While the Legacy Force still would function as insurance, investments in
its modernization would be substantially reduced, along with reductions
in the size of the Legacy Forces themselves, to shift more resources into sci-
ence and technology accounts. The primary focus would be on pushing
digitized, networked elements of the Legacy Force to the fullest extent pos-
sible to serve as a testbed to derive the most experience possible for leap-
ahead applications for the Objective Force. Investment in the Interim
Force likewise would contract, with fewer IBCTs fielded, and again with
greater emphasis on their role in experimentation in support of the futur-
istic leap-ahead force. This tradeoff would assume much more near- to
mid-term risk by reducing the capabilities of the Legacy and Interim
Forces. Advocates of this approach might argue that the existence of a
“strategic pause” makes such risks acceptable and that risks are out-
weighed by the benefits of more quickly developing a far more advanced
and capable force.

A more technically and fiscally constrained Army transformation
would also heighten the need for examining more joint force options that
could alleviate some of the Army burden and provide synergies that might
make better use of Army resources. Major advances in integrating joint
forces and realizing the full potential of joint force synergies could poten-
tially constitute if not a military revolution, then a vast increase in the effec-
tiveness of U.S. forces and of individual service elements. In this sense, tech-
nological advances that can magnify the power of joint force integration
could yield large dividends in terms of combat power. As a service highly at-
tuned to the importance of and need for joint forces, the Army would have
to determine what investments it should make in the joint domain as a
means to enhance its own land-force capabilities. For example, as the num-
ber, sophistication, and responsiveness of indirect fires from naval and air
platforms increase, the Army might invest more heavily in C*ISR architec-
tures that will allow ground commanders to reliably call in these fires and
less heavily in retaining a full complement of organic land-based indirect
fires. Among the benefits would be reductions in the size and weight of rap-
idly deploying early-entry land forces. Weightier questions would concern
future trades between close and deep battle and between maneuver and deep
fires and would examine how much the Army should rely on other joint
forces to perform the deeper, indirect fire missions. In making such calcula-
tions, the Army must evaluate how far joint integration can be relied upon
to progress, both technically and operationally, as a complement to its own
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service improvements, and thereby offer potential savings and tradeoffs. The
joint aspect is clearly an element of the Army’s transformation equation that
has important investment implications.

Finally, even if much of the enabling technology is realized, the ques-
tion remains whether the entire Army force should be transformed into a
homogenous FCS-centric force, or whether a more mixed future force is
preferable, with some significant portion containing FCS-like platforms
and capabilities, complemented by other force capabilities and attributes.
Other blends of Legacy, Interim, and Objective force elements might be
devised and must be assessed. For example, if major limits remain to how
quickly even advanced medium-weight forces can be strategically de-
ployed by air, and if many heavier digitized forces, using fast sealift along
with prepositioned assets, can arrive in theaters on comparable timelines,
a blended light/medium/heavy force might represent a more strategically
responsive and capable force than a medium-weight force alone. Many im-
portant comparisons and force combinations remain to be explored be-
fore a definitive decision is made on the makeup of Objective Force units.

Possible Implications of the War on Terrorism

Army transformation clearly needs to be reexamined in light of the
events of September 11 and the announced war on terrorism, which raise
two major issues for the Army. First, what will it be called upon to do as
part of the campaign against terrorism outside the continental United
States, and are its current and future planned forces well designed for these
missions? Second, what will the Army’s revised role in homeland defense
be, and how might that role affect the organization of the total Army,
specifically the Army National Guard and Reserve? In addressing these two
major issues, the Army will face a period of considerable uncertainty as
real-world events and U.S. policy evolve to define the parameters of the war
and the scale and type of military missions it requires. As part of any over-
all reassessment of the trajectory of the transformation, the Army will also
have to receive guidance on how the new war on terrorism will affect exist-
ing commitments and responsibilities around the globe.

Still, as of late 2001, certain realities were emerging. Both President
Bush and Secretary Rumsfeld have stated that the United States will wage
an aggressive and sustained offensive campaign against global terrorism
abroad. While much of this may take nonmilitary forms, several ele-
ments will require military—and specifically Army—forces. Raids of
various types undoubtedly will be required to take down camps, seize or
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kill terrorist elements, neutralize dangerous facilities and weapons, and
rescue kidnapped Americans. For many of these contingencies, Army
Special Operations Forces (ARSOF) will be the instrument of choice. But
as in Afghanistan, U.S. forces are likely to confront not only terrorist
forces but also elements of the militaries of states that harbor them. The
capabilities of the opposing forces and the scale and duration of the
counterterrorism missions may mean that ARSOF will have to be sup-
plemented by regular Army or other joint forces. Furthermore, given the
global nature of the terrorist network and the likely prospect that U.S.
military forces will be required to respond simultaneously to terrorist
events abroad as well as at home, ARSOF assets could find themselves
spread thin.

One obvious option is for the Army to expand its ARSOF capabili-
ties. Given the specialization and training requirements of such forces, any
significant expansion will take considerable time. In the interim, the Army
may want to consider ways in which the institution can better support and
perhaps supplement ARSOF by taking on certain missions. The transfor-
mation must certainly reexamine the entire relationship between ARSOF
and regular Army forces and how these two elements can best complement
each other in the future. The traditional separation of the two may have to
change to account for the expanded counterterrorism dimension of Army
operations and the need for much closer coordination of activities.

A more substantial shift would entail elements of the regular Army
becoming more like Special Operations Forces in their ability to deploy
rapidly and conduct complex counterterrorism operations. In the near
term, the role of the IBCTs in this context might have to be reevaluated.
What do they bring to this type of contingency? How might they best be
configured for these types of operations, including the need for close coop-
eration with ARSOF and other (joint) special operations forces? Further-
more, the war on terrorism might further stress the deployability of the
Army medium-weight force. While the IBCTs and the Objective Force are
clearly designed with rapid deployability in mind, the constraints of de-
ploying these forces exclusively by air have already been noted. So too have
the clear advantages of moving the force by fast sealift, especially if one as-
sumes that many operations will be conducted relatively close to the lit-
toral. Yet the need to eliminate terrorist sanctuaries suggests that U.S. Army
forces might have to be prepared to operate in more remote, austere, and
landlocked areas falling outside of traditional U.S. national interests. These
conditions would compound the challenges of both rapid deployment
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(which might require air) and sustainment. New types of units combining
light- and medium-weight forces should be considered. A strike force hy-
brid that is considerably more lethal than light forces alone, but more rap-
idly deployable by air than the full IBCT, is one possibility.

The many surveillance and targeting technologies embedded in the
IBCTs and anticipated for the Objective Force have applicability for the
counterterrorism war, but they too are likely to require modifications.
How, for example, might future unmanned aerial vehicles be better de-
signed and employed to monitor, track, and rapidly attack a range of tar-
gets associated with terrorist training camps and facilities? What types of
ground sensors hold promise for related missions? How might these capa-
bilities best be integrated and tied to rapid strike assets, be they Army or
joint? The most demanding technology issues are, however, still likely to
rest on the Army’s ability to deploy rapidly and to sustain and command
the right types of forces in the area of operations.

The war on terrorism could easily come to challenge Army com-
mand and control. Ground operations could be relatively brief yet ex-
tremely complex and geographically dispersed. Such operations might
have to be undertaken quickly to take advantage of fleeting targets or to
minimize warning to sponsoring states. If the operations are of a scale and
type beyond the capabilities of traditional Special Operations Forces, the
Army must be prepared for rapid deployment of headquarters that can
provide the necessary joint (and perhaps combined) command and con-
trol for such operations. The emphasis could well be on standing head-
quarters at lower echelons, particularly the brigade level. The alternative of
drawing on division and corps headquarters assets would likely prove too
cumbersome and time-consuming for such rapidly unfolding scenarios.
The enhanced command and control embedded in the IBCTs is a step in
the right direction.

The aftermath of September 11 added to the command burden of
working operationally with allies and coalition partners. A sustained effort
against global terrorist networks will increasingly require Army involvement
with a wide range of partners, including some nontraditional ones. Trans-
formation’s counterterrorism component must allow for ease of operation
with very disparate militaries, local police, and other security services.

While counterterrorism operations will generally involve lighter
Army forces, President Bush has also made it clear that countries and
regimes that harbor terrorists will be held accountable. This includes the
possibility of occupying particular countries or otherwise bringing down
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their regimes by direct U.S. use of force. Even against lesser opponents, this
would require a serious land combat capability. There is also the prospect
that offensive counterproliferation aimed at nuclear, chemical, and biolog-
ical threats will become a key element of the larger war on terrorism. This
opens up a number of complex and demanding missions for the Army,
whether countering state or subnational opponents. In assessing future re-
quirements to fight the war on terrorism, the Army must also include the
forces necessary to conduct these types of demanding operations.

The Army also will have additional responsibilities in homeland se-
curity, at least in the near term. Its traditional support functions to state
and local authorities, primarily through National Guard units, are likely to
be expanded to deal with terrorist threats to the homeland. The Army may
have both growing near-term responsibilities (pending the buildup of
civilian alternatives in particular areas) and additional longer term and
enduring roles and missions for which the Army is best suited. These could
include greater emphasis on consequence management, especially in terms
of chemical, biological, radiological, nuclear, and high-explosive attacks
and protection of key infrastructure, both military and civilian.

Most Army assets for homeland defense reside in the Army National
Guard and Reserve units. The Nation must decide whether these compo-
nents will require significant reorganization in light of the new mission.
Arguably, for example, many homeland defense missions could be handled
by civilians, as has been the case in federalizing airport security guards
since September 11, 2001. Critical infrastructure security might be han-
dled in substantial part by detection technology, minimizing personnel re-
quirements of any kind. Army personnel, whether from the active or Re-
serve components, might still serve as early responders, surging to fill
near-term needs. But civilians might fill in quickly thereafter in most cases.

To the extent that the Reserve components are asked to handle home-
land defense, they will require modification in training and equipment.’
But the effects on the total Army are likely to run well beyond the immedi-
ate need to train and equip specialized units for these tasks. Because so
much of the total Army’s combat support and service support capabilities
lies in the Reserve components, Reserve soldiers and units have come to
play a significant role in peacekeeping and stability operations, which call
for these capabilities. In this capacity they also have helped reduce opera-
tional tempo problems in the active force associated with repetitive deploy-
ments to Bosnia and Kosovo. If substantial numbers of reservists are now
pulled over to homeland defense, the active force may have to consider a
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new mix of skills as well as new policies to calm its tempo problems.

It is fitting to end a chapter on Army transformation with an assess-
ment of the Nation’s war on terrorism, since that war highlights the need
for, but also the risks facing, the Army’s transformation. What better way
to highlight the expeditionary, unpredictable nature of the Nation’s global
military engagement, after all, than through military action in the rugged,
landlocked terrain of distant Afghanistan? What better illustration of the
potential of information technologies than the “air-land battle” fought by
small special forces teams linked to high-flying bombers with their preci-
sion-guided munitions? And what better example of the phrase “full-spec-
trum” than a war that would seem to portend a little—perhaps a lot—of
almost every mission, from combat raids to peacekeeping and humanitar-
ian relief? Against the backdrop of a decade in which the Army engaged in
heavy armored warfare on the Arabian Peninsula, a humanitarian relief
mission in Somalia, the stabilization of politics in Haiti, and peace en-
forcement in Bosnia and Kosovo, the war on terrorism embodies the un-
predictable missions and theaters for which the Army must now prepare.
The contrast with the Cold War’s predictable stability, its mature theaters,
stable allies, and established enemies could not be sharper. Nor could the
need for transformation be much clearer.

Yet the risks, too, are evident and lie well beyond the realm of pure
technology. Post-Cold War missions have tested the Army’s diversity. They
have called for armor, but also for special forces; for infantry, but also for
military police and civil affairs experts. They have called for large deploy-
ments with massive backup, but also for very small deployments that ben-
efit from leaner logistics and support. The Army has met these challenges
because, somewhere in its structure, it has these capabilities. In theory, it
makes sense to “collapse the difference between heavy and light forces” to
produce a coherent, generally uniform Army called the Objective Force.
But it remains to be seen whether this can be done. The Army needs to
move down this path carefully, testing at every step.

Above all, the Army needs to remain wary of the information revo-
lution even as it exploits it aggressively. There is no more demanding en-
vironment for information technologies than that encountered on the
ground in land warfare. Whether those technologies can operate at the
exquisitely high performance levels that transformation seems to require,
much less do so reliably, remains to be seen. Even if those performance re-
quirements can be met, however, it should never be forgotten that poten-
tial enemies have choices in the years ahead as well. As the Army (like the
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other services) transforms, adversaries surely will adapt as well; only time
will tell whether they can find weaknesses in the realm of information
more easily than they could poke holes in or avoid the Army’s traditional
heavy formations.

The Army does not represent its transformation as a three-pronged
undertaking without reason. Those prongs are, among other things,
hedges against the risks that attend the effort. The Interim Force prong,
with its IBCTs already being formed, allows for considerable experimenta-
tion and operational experience in advance of the more ambitious FCS
project. And the Legacy prong provides the Army with armored backup
until it is sure that the far more information-intensive Objective Force will
work as intended. Future experience and experimentation will determine
when and how those prongs come together.
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Chapter 5

The Naval Services:
Network-Centric Warfare

William D. O’Neil

he U.S. Navy and Marine Corps are organizationally and legally

distinct armed services under the Department of the Navy, a single

military department of the Department of Defense (DOD). Often
referred to as the naval services, the two have grown up and worked closely
together over the entire history of the Republic. Any satisfactory account
of transformation must consider both their separate identities and their
interconnections.

The U.S. Marine Corps (USMC) is a ground force structured to
move ashore from the sea, against strong opposition if necessary. At sea,
Marine strike fighter squadrons serve in aircraft carrier air wings. Marine
air-ground task forces (MAGTFs) deploy aboard Navy amphibious ready
groups. The two services work closely in getting Marine forces to the scene
of entry and safely ashore, and the Navy provides a substantial portion of
the heavy firepower to support marines operating ashore in the littorals, as
well as certain support functions.

We begin with an overview of missions and some of the technology
enablers that seem most applicable in the naval context. Next comes an
outline of potential visions for naval forces transformation. The bulk of
the chapter examines a variety of issues that are broadly relevant to
transformation. In keeping with the theme of the present volume, tech-
nological issues receive emphasis. Finally, brief sections tie the argu-
ments together and summarize.?

Naval Missions

Over the past three millennia and more, navies arose out of the de-
sire of nations to prosecute overseas expeditions and to prevent enemy
raids on their own coasts. Gaining control of the sea—by defeating the
enemy navy or by confining it to harbor out of fear of defeat—served for
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both protection and expedition. For states and circumstances that did not
need or contemplate expeditions, sea control or denial became the preem-
inent naval mission, at least in principle. For the American naval services,
however, sea control has never been a primary issue in practice, at least not
since the War of 1812. Their original role was, instead, primarily the pro-
motion and protection of overseas commerce and influence. In the 20"
century, the U.S. rise to world power created demands for the naval serv-
ices to facilitate major overseas expeditions and to conduct lesser ones on
their own. In the 1950s, the Navy added a nuclear strategic strike mission
and, in the 1980s, a significant conventional strategic strike mission.

Navy control of the seas is now all but unchallenged, as it has been
except on local scales since 1945. The naval services maintain overseas
presence in support of American interests more vigorously and visibly
than ever. Both the Navy and Marines devote major efforts to assuring that
their forces can “kick in the door” to insert U.S. power wherever it may be
needed in littoral regions and that they can mount heavy conventional
strikes. The Navy ballistic missile submarine force is a cornerstone of
American strategic deterrence.

The end of the Cold War prompted a searching reassessment of mis-
sion needs by the naval services. The collapse of the bipolar superpower
balance increased demands for overseas expeditions on a moderate scale
and for lesser interventions to promote and protect commercial and polit-
ical interests. This required capability for small expeditions, conventional
strategic strikes, and visible presence. Although the importance of the
strategic strike mission and the resources allocated to it were declining,
changing technologies prompted increased attention to advances in this
area. The 1990s brought further adjustments in detail. For example, the
Navy has moved to position itself for the homeland defense mission, to
improve protection of the U.S. metropolitan territory from threats of at-
tack with weapons of mass destruction by rogue states or nonstate
groups—a development in evidence even prior to the terrorist attacks of
September 11, 2001. In general, however, there have been no major revi-
sions of the vision of naval missions in recent years.

Technology Enablers

The development of aircraft in the 20% century entirely transformed
naval warfare; virtually every ship today serves to a significant extent as a
platform for aircraft, manned or unmanned (including missiles), while
Marine Corps doctrine completely integrates ground and air forces.
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Technological progress in aviation was most rapid from about 1930 to
1960. Since then it has slowed noticeably, despite continued strong de-
mand. The constraint has been, and continues to be, that the realization of
ideas for technological advancement requires major investment, while
promise of returns is often uncertain. Thus, advances will continue to be
incremental. However, defense remains a large factor in the aviation mar-
ket, and focused development investment by DOD might have a signifi-
cant effect in particular areas, such as those discussed below.

Of no less importance, particularly at sea, has been the advent of
electronic systems for sensing and communication. While the pace of in-
formation technology (IT) development has slackened due to economic
factors, on the whole it appears that the economic and technological mak-
ings are in place for further substantial progress.

Although progress in aeronautical and electronic technologies con-
tinues to provide the principal potential technology enablers for the naval
services, other prospects for transforming the U.S. naval services are also
frequently mentioned, including biotechnology, nanotechnology, fuel
cells, and artificial intelligence (AI). Biotechnology is widely expected to be
the next major field of technological advance, notwithstanding the con-
troversies and difficulties surrounding it. So far, however, it appears that
the markets for biotechnology will principally be in nondefense areas. The
basic technologies may eventually prove valuable to defense in ways diffi-
cult to foresee, but the specific commercial technologies for the most part
will not be.

Nanotechnology involves making materials and devices whose struc-
tures are closely controlled at intermolecular scales, much smaller than
those accessible to conventional manufacturing technologies. These are
the scales at which many of nature’s most important effects are obtained,
and nanotechnology could well have many significant impacts. Current
microelectronic fabrication techniques are an example, but their applica-
bility is limited; self-organizing and self-assembling nanometer-scale sys-
tems seem to hold more promise. Present scientific knowledge does not yet
appear adequate to support sustained commercial development.

The fuel cell has been heralded as the great power technology of the
future ever since its invention in 1839. It picks apart the ionic and electronic
flows in oxidation-reduction reactions and captures the electrons to do
useful work on their way to completing the reaction. Much progress has
been made, but major obstacles remain to doing this efficiently and reliably,
especially the fuel cell’s need for costly platinum catalysts and its needs for
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novel fuels. Nevertheless, fuel cells seem likely to find major military appli-
cation as sources of portable power in cases where suitable fuels can be tol-
erated and reduced fuel consumption is worth a premium. They will be
particularly attractive as substitutes for batteries in long-life applications.

Artificial intelligence must be included on the grounds of popular
expectation, not demonstrated potential. Expectations of AI machines
whose “intelligence” matches or exceeds that of humans have largely been
formed by radically oversimplified models of human neurological func-
tioning. Nevertheless, computerized systems will be capable of increas-
ingly complex repertoires of programmed behaviors.

Aviation remains a particularly promising field for new dual-use tech-
nologies: those with military as well as civilian commercial applications.
Historical dual-use examples include radial spark-ignition engines used in
both military and commercial aircraft (1920s-1930s) and diesel engines for
submarines and locomotives (1930s). Examples with potential for the future
include advanced performance gas turbine cores, new structural materials
and systems, and subsonic/transonic airflow control for improved ratios of
lift to drag or controllability, all of which present significant but costly op-
portunities. The payoff for these would be in improved range-payload per-
formance, which would benefit both long-range civil aircraft and long-range
military attack and transport aircraft. More speculative is the possibility of
hypersonic aircraft capable of hurtling halfway around the world in 4 or 5
hours; they might carry civil passengers, weapon loads, or military troops
and cargo.

The civil economy will not lead in some transformational technolo-
gies. After all, nuclear weapons, radar, sonar, gas turbines, radar stealth,
and missile guidance systems were all first developed by the military, and
all have had significant transformational impacts. Security concerns tend
to obscure the prospects for unique technologies of these sorts.

The Navy has sometimes had significant impact on U.S. manufactur-
ing by working with contractors to innovate improvements in technology
and modes of organization, as well as facilitating the acquisition of more
and better capital equipment to improve productivity. In cases such as air-
craft and electronics, progress requires joint efforts on the part of all or most
of the four services, while in other areas, such as shipbuilding, the naval serv-
ices have a natural lead. These efforts are a major focus for the naval systems
commands. However, the close, hands-on relations with suppliers that most
readily foster efforts to improve manufacturing are subject to economic and
political demands for arms-length competition in defense procurement.
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Service Visions of Future Missions and Capabilities

The visions of the naval services of their missions and capabilities
emphasize vigorous change and growth within a context of continuity.
Following the major shift toward expeditionary roles early in the 1990s,
missions came to be seen predominantly in evolutionary terms. As rapidly
as economic and technological resources allow, both services are moving
to improve and extend their capabilities for overseas expeditionary warfare
in support of American policy and interests. The Navy also focuses on ca-
pabilities for strike warfare to the same ends. Both the Navy and Marines
emphasize maintaining and exercising overseas presence as an instrument
of American international influence and to facilitate rapid response to
fast-developing crises. Efforts include:

m exploiting the inherent mission flexibility of aircraft carriers by
equipping them with more advanced aircraft and weapons and im-
proving training

m increasing the ability of marines to move rapidly and decisively
to their objectives by introducing new troop aircraft and landing
vehicles

strengthening surface ship capabilities to deliver fire ashore, both

for independent strike missions and to support ground forces, by

providing more and more diverse fire systems

m replacing Marine Corps AV-8 Harrier light attack aircraft with
modern, multimission short takeoff/vertical landing (STOVL)
fighter-attack aircraft to provide expanded capabilities for air-to-air
combat as well as ground attack

» supplementing and partly replacing slow-responding dedicated
mine-countermeasure assets with organic capabilities that travel
with and are integrated into rotationally deploying naval strike/am-
phibious forces

= freeing USMC ground forces from cumbersome and vulnerable
logistics “tail” to permit more rapid and effective maneuver, by
emphasizing precision over mass and improving logistics and
transport technologies

» deploying advanced antimissile systems aboard surface ships to
protect both the fleet and expeditionary units and the theater assets
necessary for force insertion

» developing defensive technologies against future missile and under-

sea threats
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m equipping and training Marine forces to serve a variety of short-of-
war needs, such as protection and evacuation of American personnel
threatened by foreign unrest or terrorism—especially in techniques
and with systems that can reduce the likelihood of casualties among
civilians.

Transforming Assets, Structures, and Operations

The most central strategic factor in U.S. defense for the naval services
is that the potential theaters for military action all lie overseas. Since ships
remain the only practical means of transporting heavy military equipment
and supplies to these places, the naval services have a special responsibility
not only for transport but also for assuring that forces can be put into ac-
tion from the sea. The rest of this section therefore examines potential
transformation of naval assets, followed by shorter discussions of trans-
formation of structures and operations.

Transforming Assets

Navies are particularly dependent on capital equipment: ships,
weapons, aircraft, and the shore infrastructure to support them. Viewed
strictly as a ground force, the Marine Corps is relatively “light” and corre-
spondingly less rich in ground-combat capital equipment. But getting
marines to the scenes of amphibious or expeditionary operations and into
the fight involves a great deal of specialized equipment. Moreover, the
Corps has its own integral specialized air and logistics components. All
USMC aircraft and most of the systems for landing are on Navy books and
accommodated aboard Navy shipping. Thus, from an investment stand-
point, the naval services are generally best viewed as a single entity, shar-
ing use of a great pool of common capital.

Under current policies and budget realities, the capital turnover or
replenishment cycle is a matter of several decades. Because the naval serv-
ices, like other services, need to turn over some investments much more
rapidly—for instance, their IT equipment—other matériel must last
longer than the nominal average lifetime (say 35 years for the sake of ar-
gument, although in reality it might be somewhat less or more). From a
top-level management perspective, there are two major challenges: long
life and slow change. The Department of the Navy knows how to make its
critical equipment last a long time, but it is difficult to be sure how to
make it productive and effective for 35 years and more. This is especially
true because major commitments often must be made 10 to 15 years or so
before new equipment enters the force in large quantity, sometimes



THE NAVAL SERVICES: NETWORK-CENTRIC WARFARE 135

stretching the need for foresight out to half a century or more. Moreover,
with less than 3 percent of the naval service capital turning over each year,
it takes a long time to make a major change in the service capital structure.
Thus, the naval services need to exercise a lot of foresight in deciding on
the right thing to buy and to prepare to buy, in this year and this Program
Objective Memorandum (POM) cycle. Put another way, in deciding what
to buy now, Navy leaders need to look far beyond the POM period. If they
buy a lot of equipment that will not still be productive in 35 years, they
could leave future leaders with a force that has serious deficiencies. How-
ever, a few missteps will not be fatal because things change slowly.

Several categories of missions and associated assets are of particular
importance to naval transformation: access denial; information technology;
unmanned vehicles; standoff; short takeoff and landing and vertical takeoff
and landing aircraft; proposals for so-called super-platforms; and stealth.

Littoral Warfare and Denial of Access

Naval forces have been intervening in land wars time out of mind.
By the 17 century, nations had begun to invest heavily in coastal defenses
to prevent this. Fortifications, seacoast artillery, and physical barriers
were built. Ever since then, the impossibility of breaching seacoast de-
fenses has repeatedly been asserted and repeatedly been proven wrong.
Defenses certainly have posed dangers to seaborne forces and compelled
them to modify their technology and operations but have not made it
impossible to attack from the sea.

With the United States in possession of overwhelming seaborne
power, those disposed to hostility and intending mischief naturally have a
keen interest in potential means to deflect it. The term often used for this
is antiaccess because naval officers (among others) often talk about their
forces as providing access to littoral regions.

The anti-ship antiaccess threats that currently receive the most at-
tention are long-range missiles, mines, submarines, and aircraft armed
with standoff weapons. Small craft and physical obstacles also need to be
considered. None of these are new threats: long-range missiles have been
around for more than half a century, anti-ship aircraft for eight decades,
the others for a century or more. But new technologies breathe new life
into them, even as they strengthen “access” forces.

In objective terms, it is by no means clear that antiaccess is gaining
on access; indeed, it is not even clear that it is a serious race. Despite the
arguments of those who would have the United States “transform” itself
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out of even seeking to use its naval power to permit access to overseas the-
aters, this is not the intention of the naval services.

Three points form the basis of most ideas of antiaccess: finding
ships, hitting and killing ships, and anti-ship weapons such as mines and
submarines.

» Finding ships. It is argued that modern technology makes it easy to
see ships wherever they may be; soon this will be possible with com-
mercial space sensors.

» Hitting and killing ships. It is argued that modern technology makes
it possible, once ships are found, to hit them swiftly and surely with
long-range ballistic or cruise missiles.

» Modern anti-ship weapons. It is argued that ships are highly vulner-
able to modern weapon warheads.

Apart from references to specific systems, such as space sensors and
missiles, all of these things have been said in essentially the same terms
since the 1920s. They are truer now than they were then, but not by much.
The technological advances that enable antiaccess capabilities also help
naval forces to counter them. In addition, the United States devotes much
greater resources to naval forces than any of our adversaries have available
to mount antiaccess threats.

First, consider the issue of finding ships. Most people recognize that
submarines are difficult to detect and are likely to remain so. Aircraft car-
riers seem to lie at the opposite extreme: huge and exposed. Serious engi-
neering studies have explored concepts for “stealthy” carriers, but close
analysis has made such measures seem neither necessary nor fruitful. It is
difficult to hide an airbase altogether, even a mobile floating one. However,
carriers gain quite a bit of invisibility from the immensity of the sea and
clutter of other things on its surface. The Persian Gulf, for example, is the
smallest body of water in which major surface naval forces operate. Yet a
computerized picture of its surface, at a scale just sufficient to allow some-
one peering closely to distinguish a carrier reasonably well from the thou-
sands of other large objects on the surface, would take about 3,000 large
19-inch computer monitor screens. If smaller ships are to be distin-
guished, the number must go up further. Moreover, the sensor systems to
generate this picture quickly and to refresh it frequently are not available.
It would cost immense amounts to build them, and they would be vulner-
able to a variety of countermeasures that obscure real ships and generate
false targets.
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Second, consider the issue of hitting and killing ships. Despite the
difficulties, ships will sometimes be found. But any attack on ships over
long distances, even by fast weapons such as ballistic missiles, is compli-
cated a great deal by mobility. At a modest distance of 500 kilometers (270
nautical miles) from the weapon launch site, a naval force may move more
than 5 kilometers in the interval between ballistic missile launch and reen-
try. Any non-nuclear missile attacking a ship must have an elaborate sys-
tem to find the ship and home in on it. This increases the complexity and
cost of anti-ship missiles a great deal and exposes them to countermea-
sures that confuse their elaborate guidance systems.

Moreover, the attacking missiles must get through the fleet’s own mis-
sile shield, consisting of two or more layers of sophisticated and effective
anti-missile systems. The Aegis missile system is able to attack incoming
missiles at long ranges and is being upgraded to deal with both endoat-
mospheric and exoatmospheric ballistic threats. Various versions of the Sea
Sparrow missile system offer effective defense at intermediate ranges, and
the Rolling Airframe Missile is highly effective at short ranges. Missiles are
complemented by an array of countermeasures designed to reduce the
probability that an attacking missile’s guidance will work properly.

Finally, warships are designed to withstand hits. Today’s aircraft car-
riers are probably the most damage-resistant ships overall that have ever
sailed. It is reasonable to liken them to hardened aircraft shelters ashore.
They are not proof against all attacks, but it would take an accurate hit by
an especially powerful and specialized weapon to have a good chance of
putting a carrier out of action. Smaller ships cannot be made as resistant
but are nonetheless remarkably tough.

While submarines have received less attention recently, historically
they have posed threats to heavy ships just as serious as those posed by air-
craft and missiles. Apart from Britain and France, only Russia and China
operate nuclear submarines. The nuclear submarine force of the former
Soviet Union was recognized as a serious threat to American carriers ap-
proaching Soviet maritime frontiers and to a lesser extent in places where
the Soviets maintained forward patrols. The threat that they posed was ex-
acerbated by their weapons: 65-centimeter (25.6 inch) torpedoes and large
anti-ship missiles, many with nuclear warheads. Today, the two dozen nu-
clear anti-ship submarines remaining from this fleet are operated by the
Russian Federation Navy and seem unlikely to come into play against the
U.S. Navy. Meanwhile, Russia’s economic and political troubles have ad-
versely affected fleet readiness.
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China’s naval forces have a handful of nuclear subs of rather dated
design, lacking weapons that pose special threats to carriers. China and
other states might build newer and more advanced nuclear submarines,
but it is doubtful that any of these nations would be better able to bear the
economic burdens of such costly armaments than the Soviet Union
proved to be.

Only the quietest of submarines can escape being hunted down
quickly by forces guided by modern U.S. detection systems. Not only must
the submarine be designed and constructed to exacting standards, but it
also must frequently be checked by sensitive equipment and adjusted to
eliminate emerging noise sources as they develop.

Assuming that our naval forces are pitted against a first-rate modern
non-nuclear submarine with a competent crew, the first defense is still the

DD(X) Update

On April 29, 2002, the U.S. Navy awarded the design contract for a new family of ships, the DD(X)
destroyer, to a team headed by Northrop Grumman Corporation and the Raytheon Corporation. This
family of ships is designed to incorporate the most advanced information technologies and fire con-
trol systems so that it can network with other combat systems and with surveillance and recon-
naissance systems. Moreover, the Navy plan represents as much a transformation in acquisition
strategy as it does in advanced ship technology. Based upon the same Operational Requirements
Document as the cancelled DD 21 solicitation, the DD(X) introduces a spiral development for this
family of ships based on a common hull design with new technology introduced over time instead
of as a single step procurement. In this fashion, the next-generation cruiser, the CG(X), will be scal-
able from a common hull and propulsion plant architecture. In addition, the DD(X) will incorporate
more land-based and at-sea testing than was planned for the DD 21. Also, the procurement award
down-selects only to the design agent with procurement to be recompeted in fiscal year 2005. This
contrasts with the DD 21 procurement strategy of initial selection of a full-service contractor.

The DD 21 program had already introduced significant change to the Navy acquisition process.
In the past, the Navy specified the hull, mechanical, and electrical systems of a ship and then con-
tracted out the engineering design. For the DD 21 and the DD(X), the Navy specified the operational
requirements and the cost and manning goals. The preliminary design of the ship and the technolo-
gies to meet these operational requirements were left to two competing industrial teams, both of
which developed unique innovative designs. This resulted in a very close competition.

The primary missions of the DD(X), precision strike and volume fires for assured access and
support of the Marine Corps forces ashare, require survivability in the littorals. The topside of the
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vastness of the sea. Modern surface warships, while not as quiet as sub-
marines, have been quieted to an extent that limits the range at which sub-
marines can detect them. Moreover, because the non-nuclear submarine
has limited underwater speed and endurance, it may be unable to reach a
fast-moving warship even though it does detect it.

Present-day non-nuclear submarines rely on diesel engines for sur-
face and snorkel operation and on lead-acid storage batteries while sub-
merged. There is much interest in what are termed air-independent
propulsion (AIP) systems, which are alternative ways to power the subma-
rine while submerged. But AIP schemes now in prospect would all be low-
speed systems, good for long submerged patrol but giving little advantage
in attacks on warships.

DD(X) will look very different from the current generation of destroyers because of the significant
signature reduction built into the design. In addition to the strike and naval ship fire support, the
DD(X) will have advanced air and missile defense capability, giving it a multimission capability. The
Northrop design, with two helicopter pads and a ramp to launch 30-foot boats, can also support spe-
cial operations missions.

Significant new technologies as well as physical changes are incorporated into the DD(X).
Most prominent is an integrated power system with electric drive propulsion. This will allow the
rerouting of power in the event of damage and thereby will remove the single-point vulnerability of
critical ship systems. In addition, much of the damage control network will be automated, leading to
enhanced survivability and reduced crew size.

The ship will incorporate an advanced gun system for surface fires with a goal of firing guided
155-millimeter rounds 60 to 100 miles. The air defense system will be built around a multifunction
radar and a volume search radar for detection and fire control against stealthy targets imbedded in
background clutter from either the sea or land. An advanced vertical launch system will support the
next generation of missiles.

Reduced crew size is a key feature of the DD(X) design. This element represents a deliberate
effort by the Navy to include the cost of the personnel who will operate the ship explicitly in the de-
sign selection. Both designs reduce the crew size to one-third that of the current destroyer. This fea-
ture, coupled with the utilization of a common hull form for a family of its next generation of surface
combatants, is part of the Navy strategy to ensure that it can afford a shipbuilding and operations
program to maintain adequate fleet strength into the future.

—Elihu Zimet
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Should a submarine succeed in finding a surface naval force and clos-
ing to engage, it must reckon with the anti-submarine warfare (ASW)
forces. Recognizing that some submarines will be undetectable by passive
listening, the Navy has developed a variety of systems that employ ad-
vanced technology to detect and locate submarines without depending on
their noise. Generally, the actions that submarines must take to attack sur-
face ships will tend to expose them more to detection.

Except for Russia, no submarine force today has weapons that would
be particularly effective at attacking large, survivable ships like aircraft car-
riers. Even if a submarine overcomes all the odds against it to reach a fir-
ing position against a carrier, there is a substantial chance that the carrier
will suffer only limited damage because of the limits of the submarine’s
weapons. Other ships are generally more vulnerable.

Mines deserve particular discussion. No innovation has had a more
dramatic impact on naval “access” concepts than mines. By far the greatest
users of mines have been Britain and the United States, whose mining
campaigns in the two world wars accounted for thousands of enemy ships.
These two great sea powers (and air powers) had the means to deliver
mines in massive numbers—about half a million of them in the two con-
flicts. It was offensive mining (that is, planting mines in enemy waters)
that did most of the execution.

This illustrates the trouble with using mines as antiaccess weapons;
in most cases, those who seek to deny access do not have the means to lay
enough mines to make a major difference. This is not to say that our naval
forces would not find mines difficult to deal with, but it is a difficulty fun-
damentally different from the one the United States inflicted on the Japan-
ese late in World War II.

It is possible, of course, to get more effect from small numbers by
using more sophisticated mines that can go after their targets instead of
merely waiting for them. But these are more costly, more vulnerable to
countermeasures, and more difficult to employ effectively.

In addition, mine countermeasures (MCM) is an area in which the
Navy has been most inventive and vigorous in transformation. It has
sought an “organic” MCM capability to deploy as part of its battlegroups
rather than solely as a separate auxiliary service. Major efforts include un-
manned semisubmerged MCM vehicles that can be deployed aboard sur-
face combatant ships, including destroyers and smaller warships, and
compact airborne systems that can be deployed with normal shipboard
helicopters. These will not be sufficient to substitute entirely for dedicated
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separate mine countermeasures forces but should improve the fleet’s abil-
ity to operate with acceptable risk in the face of mine threats. Naturally, the
success of these efforts will depend not only on the degree of technical suc-
cess in equipment development but also on the development of effective
doctrine for employment and on training fleet forces.

In sum, then, although many nations may have adopted antiaccess
strategies, having the means to put such a strategy into effective operation
is another matter. Notwithstanding advances in technology and commer-
cial space capabilities, naval forces at sea will remain invisible most of the
time, particularly when they are most concerned to stay undetected and
employ detection countermeasures. Without the ability to keep continuous
track of our naval forces, those who would deny access will find their op-
tions severely limited. They will have to shoot as the opportunity presents
itself, rather than waiting to mass their forces in favorable circumstances,
and their weapons are unlikely to be numerous enough or good enough to
overwhelm strong naval defenses. By the time our forces are close enough
to permit more frequent detection, those who would deny access will find
themselves under heavy attack. American surface naval forces are by no
means invulnerable, but the odds favor them quite strongly.

This is not to say that all is well. Unless they are well hardened, fixed
facilities needed as part of U.S. access to a theater, such as ports and air-
fields, could be at risk from much simpler and cheaper missiles than those
needed to hit moving ships. Ships lying at anchor or constrained to move
slowly for long periods could find themselves in similar straits. Amphibi-
ous forces assaulting defended beaches could be exposed to a wide variety
of particularly difficult threats. All of this makes it more difficult to be sure
of moving from the sea to the land—the final key step.

It is for reasons such as these that the naval services have been mov-
ing to free themselves from dependence on ports for offloading and on air-
fields for air power and to introduce sea-based capabilities for area and
even theater-wide defense against tactical ballistic and cruise missiles.

If antiaccess forces had economic and technical resources on the
scale of those that the United States devotes to naval forces, access could be
seriously at risk. In the days when the Soviet Union was spending itself
into insolvency to keep up with the United States, the ability of our naval
services to conduct offensive surface operations in Soviet waters was open
to grave doubt. But our capabilities have advanced greatly since then, and
none of our potential adversaries of today even approach the Soviets in
technical or economic resources for antiaccess. To a large extent, those
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who worry greatly today about naval force vulnerability are falling into the
trap of Cold War thinking.

Information Technology and Naval Transformation

Information has always been a dominant factor in naval warfare be-
cause finding the enemy has always been the first problem of action at sea.
New technologies for communications, sensing, and information process-
ing have always been taken up eagerly by naval forces, and they have always
been especially interested in technologies to deny information to enemies.
It is surprisingly difficult to point to a truly fundamental advance in physics
or technical principles that has affected IT over the past several decades; in-
stead, IT seems to have had most of its effect in doing better and faster what
has long been done. Nevertheless, recent rapid increases in microelectron-
ics densities have spurred the search for truly new and revolutionary uses.
In the Navy, this has been summed up in the phrase network-centric war-
fare (or operations). This term implies a geographic and organizational de-
centralization and dispersion of functions and the use of communications
and sensor systems to achieve distant action with minimal need to mass
physical forces. While the Marine Corps is less prone to employ the net-
work-centric label, it too is vigorously exploring concepts of this sort.

How much the two naval services actually spend on things that
might be classed as IT is unclear in their accounting systems, but the
amount undoubtedly is substantial. There seems reason to believe that,
much like U.S. industry, the services have realized gains in productivity as
a result. In specific instances, they can point to quite striking improve-
ments, but few would claim that they have experienced broad transforma-
tional changes as yet.

Predictions of omnipotence for naval information technology rest
principally on expectations that better, more timely information about
both enemy and friendly forces will enable far more rapid, decisive action.
However, the gains may be less dramatic than sometimes portrayed and
may depend on investments in other areas beside information technology.

Major advantages in information are not new to war. In World War II,
for instance, allied superiority in signals intelligence frequently provided al-
lied forces with dazzling information advantages over German and Japanese
opponents. The communications technology and other aspects of IT that
American forces used to coordinate activities were crude and slow by today’s
standards, but they were generally faster and better than those of enemies.
Close examination of the history, however, shows clearly that this superior-
ity in information rarely was decisive in itself. Superiority also required
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forces of decisive mass that could be moved swiftly in response to the infor-
mation and that could exert dominating combat power at the point of con-
tact. For another example, the Royal Air Force (RAF) successfully defended
England against attack by Hitler’s Luftwaffe in 1940, after France had fallen
to the Nazi blitzkrieg. It was the first operational use of radar, and the RAF
probably could not have prevailed without it. Even with radar accurately re-
porting virtually every German raid, however, the RAF would have been
helpless if it had not already invested in a fighter force commensurate with
what the Luftwaffe threw against it.

Warring Automatons

The IT revolution brought about unmanned and smart automatic
weapons and systems. As with IT, this trend can seem more recent and
dramatic than in fact it is. Sophisticated, entirely autonomous weapons
have been widely used in naval warfare for more than half a century, and
autonomous systems for reconnaissance and information collection at
sea have almost as long a history. Security restrictions associated with
their advanced technologies have often tended to keep these systems out
of the public eye.

Rapid progress in many fields of electronic technology has allowed
autonomous systems to carry far more sophisticated computers as well as
much better sensors and communications links. But the gap between com-
puter and human capabilities remains so immense that no one has offered
any scientifically defensible idea of how, when, or even whether it may
eventually be bridged. There are scientific reasons for caution about
prospects for replacing fighter pilots or riflemen with machines. Advan-
tages from “dis-manning” platforms might outweigh many drawbacks, but
it is tricky to draw valid generalizations.

Human capabilities probably will be easiest to replace in areas that
do not depend greatly on visual perception or visual reasoning, hence the
caution concerning replacement of humans in matters such as close-in
air-to-air and infantry combat. Prospects for automation are brighter in
many warfare tasks at sea for which visual faculties are of limited impor-
tance. It is no accident that highly automated weapons and systems first
appeared and came to be significant in sea operations, starting with mines
and torpedoes in the 19* century and going on to homing weapons and
unmanned underwater vehicles (UUVs) in the 20t century.

Many warfare automata have been undone through failures of sys-
tems that have little to do, at first sight, with the “human-like” functions
of the system.?> Much of this is the result of poorly conceived engineering
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economies, resulting in employment of low-reliability systems for critical
functions such as propulsion or control. Also, with no humans aboard,
engineers must foresee and prepare for all possible situations with a thor-
oughness that is not essential when there is a crew to take up the slack.
The relatively low cost of unmanned systems has to be balanced against
the costs of frequent replacement of crashed or lost systems. Moreover,
the need to do so much from the base has often meant that small, light
unmanned aerial vehicles (UAVs) have trailed massive logistic and sup-
port systems. Such problems may yield to better engineering, but thor-
oughly engineering such systems will be quite expensive.

Progress is being made in the technical and economic problems of
unmanned systems, if not so rapidly as often imagined or claimed. The
incentives to do so are greatest in applications for which conventional
manned systems are least satisfactory. Principal potential advantages
include:

» freedom from risk of loss or capture of pilots or crewmembers

= endurance that is not limited by human capacities

m lack of human life-support demands, especially important for op-
erations in harsh environments

= minimum size not constrained by human dimensions and mass.

Sensor carrying is a major function for unmanned vehicles and can
be especially well served by these attributes. For the most part, this has so
far largely involved adaptation of existing classes of sensors for UUVs,
UAVs, and other unmanned systems. In principle, however, unmanned ve-
hicles could lend themselves to novel strategies of sensor design. This may
offer avenues for significant extensions in surveillance and reconnaissance
capabilities if the sensor system and vehicles can be designed into an inte-
grated total system architecture.

Almost unnoticed in the debate about unmanned systems has been
the progressive decrease in the “manning” requirements of many kinds of
naval systems. The number of crewmembers required to fly and fight one
aircraft, for example, has generally shrunk to one, or sometimes two where
circumstances demand redundancy; other crew members are carried
strictly to operate special mission systems. The proposed new DD(X) class
of land-attack destroyers is planned for a crew of only 95 on a ship whose
size and functions are comparable to a World War II cruiser with a crew of
900 and whose effectiveness is vastly greater.
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Strike Systems and Platforms

Closely related, both technically and conceptually, to war by au-
tomata is war by strike (that is, destroying or neutralizing some particular
set of things). Modern concepts of strike warfare trace their origins to the
1890s and the beginnings of powered flight. The United States was a late-
comer to the notion, taking it up only in the 1920s, but it has since become
distinctively American.

Roughly speaking, there are two great branches of strike-war thought,
which are often represented (somewhat misleadingly) by the shorthand
terms strategic strike (or pure strike) and tactical strike. The theory of strate-
gic strike is that war can be altogether reduced to actions of strike and that
scarcely any other kinds of military operations are necessary or desirable.
In tactical strike, the theory is that war can be made more effective and less
costly by combining strike and other operations.

Outside of the nuclear arena, naval thought has always tended to be
skeptical of pure strategic strike theories, but the Navy has nevertheless
built a considerable array of strike capabilities that can to some extent
serve strategic as well as tactical aims. Fires from naval guns represented an
early form of strike that, much modified and extended, still persists. The
introduction of aircraft into the fleet brought a major change in naval
strike capabilities, and carrier-based aircraft continue to provide the bulk
of multipurpose naval strike capability.

The past 15 years have seen the introduction of ship-launched non-
nuclear strike missiles, notably the Tomahawk cruise missile. The Toma-
hawk has transformed strike capabilities in ways that policymakers have
frequently found attractive. Its ability to hit chosen geographic coordinate
points up to 1,000 nautical miles inland with good accuracy and high reli-
ability and assurance—and no exposure of crews to death or capture—has
brought widespread use despite a cost-per-delivered-warhead that is usu-
ally higher than for comparable air-delivered precision weapons. This has
led to interest in ways to mass larger numbers of Tomahawks (and possible
follow-on missiles) in the theater. One proposal called for an arsenal ship,
which is essentially a cargo vessel equipped not only to carry missiles to the
scene but also to “offload” them by firing them. However, eschewing the
combination of highly concentrated military value and high vulnerability,
the Navy elected instead to combine expanded strike missile capacities with
warship survivability and a broader range of mission capabilities in its new
DD(X) class destroyers. These are designed to provide what amounts to
heavy artillery support for Marine Corps and Army troops ashore, up to
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scores of miles inland. Consideration is being given to supplementing Tom-
ahawk cruise missiles with ship-launched precision short-range ballistic
missiles for hitting time-sensitive tactical targets.

The Tomahawk is also carried by submarines, and its ability to reach
firing points undetected has proven attractive in some circumstances. This
has led to interest in submarines with much larger strike-missile capaci-
ties, generally referred to as nuclear-powered cruise missile attack sub-
marines (SSGNs). Present plans are to convert four of the existing Trident
ballistic missile submarines (SSBNs) to SSGNs. For a given number of
missiles, it will be somewhat more expensive to carry them in submarines
than in surface warships, but SSGNs offer very valuable advantages of
stealth and surprise.

Carrier-based aircraft remain at the core of naval strike capabilities, in
terms of the volume and diversity of the ordnance that they can deliver eco-
nomically. New generations of aerial strike weapons are for the most part
being built to common DOD-wide specifications that will permit their use
by naval aircraft. Also, the naval services are procuring at least small quan-
tities of most new weapons, as well as the on-board systems necessary to
target and deliver them. Navy strike fighter squadrons are now being
equipped with the F/A—18E/F Super Hornet, which offers some signifi-
cantly improved strike capabilities over its predecessors. The naval services
also participate in and support the Joint Strike Fighter (JSF) program. Even
though threats to manned strike aircraft generally are relatively manageable
today and for the foreseeable future, the additional increment of stealth of-
fered by the JSF will be welcomed for the added flexibility it brings, and it
will substantially improve the flexibility of Marine air capabilities.

Aircraft and Smaller Carriers

A mile or more of runway is needed for conventional landing and
takeoff—a nuisance ashore and a virtual impossibility at sea. With a few
specialized exceptions, the Navy gave up on seaplanes and amphibious air-
craft in the 1960s and has since met its air needs through two expedients:
launching and recovering more or less conventional aircraft using special-
ized catapulting and arresting equipment aboard aircraft carriers, and em-
ploying special kinds of aircraft with vertical flight capabilities so that they
can land and take off in restricted spaces. These latter are termed VSTOL
(vertical and short takeoff and landing) or STOVL (short takeoff and ver-
tical landing) aircraft. From the 1940s to the 1960s, helicopters were the
only vertical-landing aircraft to see practical success, but they have since
been joined by AV-8 Harrier jet-lift light attack aircraft. The tilt-rotor
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MV=-22 Osprey is nearing readiness for full production, and the JSF is
about to begin development.

The Marines Corps is particularly committed to STOVL aircraft. It is
the only U.S. user of the Harrier, the only U.S. service that has definitely
committed to the STOVL JSE and the principal prospective user of the Os-
prey. While awaiting the Osprey, it operates a large fleet of helicopters. The
Harriers and most of its helicopters are quite old, contributing to Marine
Corps impatience to see their successors into service. More significantly,
both new aircraft are substantially more capable than those they are slated
to supplant. The Osprey will materially improve the distance over which
Marine ground units can be lifted and the speed with which they get there.
Analysis suggests that this will allow Marine forces to engage and defeat op-
ponents in a broader range of circumstances than heretofore possible, at
lower cost in casualties. Naturally, it is difficult to be precise about how often
these circumstances will arise, and the Osprey probably will not usually
make a large difference in how strong an enemy force the Marine units can
defeat, but Corps commanders eagerly look forward to gaining the greater
flexibility and assurance that it will bring.

The JSF offers an even more striking improvement over Marine
AV-8s (Harriers). It will be the first STOVL aircraft with a serious air-to-
air combat capability, and it will be able to deliver a much wider and heav-
ier range of precision weapons than the Harrier. Some Marine squadrons
today operate F/A—18C/D Hornet strike fighters that offer a measure of
these capabilities, but the Hornets are conventional carrier-based aircraft
that are less flexible in shore basing and cannot operate from the am-
phibious ships that carry Marine units.

Both the Osprey and JSF programs have been proposed as possible
candidates for a generation of new systems to be “skipped.”* The conse-
quences for Marine Corps capabilities would depend on what might be ac-
quired in their places. It is difficult to see how either the existing helicopter
fleet or the Harriers could be kept in service long enough to meet an en-
tirely new generation of systems that would be unavailable for, perhaps, an-
other two decades. If the existing helicopter fleet were replaced with more
modern helicopters, there would be losses in force capabilities and flexibil-
ity, as indicated above, at perhaps some marginal savings in procurement
costs. In the absence of the JSE it would seem that Harriers could only be
replaced with F/A-18s, again with a significant decline in flexibility. Any
other course would involve substantial change in Marine concepts and doc-
trine and would seem inevitably to involve serious sacrifice in capabilities.
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At present, an aircraft carrier must employ both catapults to acceler-
ate aircraft to flying speed and arresting gear to bring landing aircraft to a
safe stop on limited deck spaces. In the earliest days of carrier aviation, by
contrast, such expedients were unnecessary. Just as at an airfield, the slower,
smaller aircraft of the day could launch and recover on a carrier’s deck,
aided only by the wind of its passage. It has always been clear that a return
to this situation would bring some benefits, and the Navy has accordingly
been a strong and consistent supporter of research into STOVL technology.

The STOVL issue should not be conflated with that of smaller carri-
ers. It is possible to build carriers that are less than half the displacement
(mass) of present models without sacrificing the capability to launch and
recover conventional aircraft, essentially by putting a smaller hull under a
deck that is nearly as large. The problem with doing so is that a small car-
rier carries fewer aircraft and less fuel, ordnance, and parts to support
them. Indeed, such capacities shrink somewhat faster than overall size,
while costs diminish much less rapidly.” Analyses of operational experi-
ence indicate that smaller air wings would be unable to meet many needs.
For the most part, the advances offered by aircraft and weapons technolo-
gies pay off in greater capability for the air wing, not in reductions in the
numbers of aircraft needed to fulfill its functions.

If the number of aircraft in the air wing is held fixed and if STOVL
aircraft are the same size as conventional carrier aircraft of similar capa-
bilities, then an all-STOVL carrier might be modestly smaller and cheaper
because catapults and arresting gear would not be needed. The savings
would be at most a few percent. Some operational advantages might be
significant and might permit some small reduction in air wing size with-
out sacrificing capability. But this would depend on the actual character-
istics of the STOVL aircraft. Studies indicate that it would probably be
possible to build a quite attractive STOVL aircraft for strike fighter func-
tions by retaining catapult launch capabilities, but the other missions for
carrier-based aircraft—especially those relating to surveillance—do not
lend themselves so well to STOVL with current or immediately foreseeable
technology. Of course, there could well be advantages to operating STOVL
aircraft from carriers that were equipped also for catapult launch and ar-
rested recovery of other types of aircraft.

A Navy without a Top

For 60 years, aircraft carriers and their air wings have been the Navy’s
dominant force component and greatest expense, making them a natural
focus of attention in any debate about transformation. Aircraft carriers
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and carrier-based aircraft have often been pronounced “obsolete” since the
first carriers went to sea just after World War I. It is an issue that must con-
tinually be reassessed.

Many of the concerns about carriers do not bear much scrutiny. The
ships are not notably vulnerable to either current or reasonably projected
weapons. The Navy does not buy other major forces primarily to “protect”
carriers; rather, naval forces inherently operate as a combined, integrated
whole, and carriers both protect and are protected by the other forces they
operate with. The argument has been made for more than 80 years that de-
velopments in long-range land-based aircraft make carrier basing an ex-
pensive anachronism. However, there remain many important situations
in which other forms of air power cannot effectively substitute for carri-
ers. It is notable that rushing carriers to the scene continues to be a chief
response of American Presidents to crises.

Nonetheless, it is possible that a decision will be taken to abandon
aircraft carrier forces. The consequences of such a decision depend on the
details of how the phaseout occurs and what is done to strengthen forces
in other respects. It will matter most in situations where only a floating
airbase can provide a platform for U.S. tactical air power. How important
this may be depends in part on one’s perspective on American strategic
needs. If U.S. intervention overseas is seen as occurring solely in the con-
text of coalition or alliance efforts to help friendly and cooperative nations
defend against external aggression, then it is reasonable to insist that those
to whose aid we rush will provide basing for our forces, as well as protec-
tion for the bases. In these circumstances, carriers are supplementary
rather than primary, and the need for them might logically diminish. On
the other hand, we could envision a United States that wished to be able to
pursue its own national and alliance interests freely in regions where local
support was constrained by political and cultural factors. In this way, bas-
ing might be limited or unavailable. One region that has fit this descrip-
tion at least at some times in the recent past is the Persian Gulf, source of
nearly 30 percent of world oil production and seat of more than 40 per-
cent of world oil reserves. Another example is afforded by the operations
against Afghanistan following the September 11 terrorist attacks, in which
carrier decks were initially the only available bases and continued to pro-
vide a major asset even once bases in the region had been secured.

In such circumstances, carriers must provide most of the tactical air
power for defensive counter air, offensive counter air, suppression of enemy
air defenses, and close air support. Additionally, they will normally provide
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a substantial fraction of strike capability, even with full commitment of
long-range land-based air forces and sea-launched missiles. In particular,
they will provide a major part of the capacity for rapid and repeated strikes
against time-sensitive targets to meet tactical needs. In places such as the
Persian Gulf, carrier aircraft remain the most economical means to meet
these needs if local land bases are unavailable or restricted. Thus, the ab-
sence of carrier forces would leave a hole that could not be filled on an
equal-cost basis by other means. Without defensive counter air, committing
any other forces except highly survivable long-range strike assets normally
would be too risky. Unless the latter can be expected to accomplish all
major U.S. objectives, lack of carriers could force the United States to forego
military options in theaters where it lacks secure tactical basing.

As a logical principle, other forces whose utility would be sharply
curtailed by lack of carrier aviation should be put on the chopping block
before or along with carriers. As this includes much of the Nation’s surface
and amphibious naval forces, it explains Navy insistence that carrier forces
are essential.

Littoral combatants

The Navy faces a serious dilemma in designing small warships: na-
ture favors big ones. An aircraft carrier ten times the displacement of a
destroyer needs only about three times the power for equal speed, carries
more than ten times the warload, has far better seakeeping, and costs only
about five times as much. And the destroyer enjoys similar advantages
over a ship that is one-tenth its own size. Recent innovations in hull-
forms, materials, and propulsion systems have opened new options for
small warships for littoral warfare. Some come from the fast ferry indus-
try and others from foreign navies which emphasize small ships.

To meet its current operational concepts, the Navy needs deploy-
able, self-sufficient, survivable, multicapability ships. In the past, ships
much smaller than 3,500 tons displacement have proven unsatisfactory
and were retired early. Today, size reductions of as much as one-third can
be achieved by building in aluminum or new plastic composit materials
(although little if any cost savings are in prospect in the near term). Size
and cost reductions may be gained through diesel-electric propulsion or
perhaps by applying the emergent technology of the fuel cells to propul-
sion needs. Further savings may be possible if the Navy finds it can accept
lesser capabilities than have been needed to date.

Hullform options for small warships now include twin-hull ships
(catamarans) and ships with very narrow central hulls flanked by two or
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four stabilizing hulls on outriggers (trimarans or pentamarans). Their
hull shapes may be tailored to improve seakeeping and speed perform-
ance and these hullforms can offer greater space for warloads, superior
aviation facilities, and better stability for carrying topweight. These ad-
vantages come at some cost in other respects, however, making careful
tradeoffs necessary.

Stealth at Sea

In practice, stealth means mostly low radar signature. Radar signature
is not closely associated with physical dimensions in the way that visual de-
tectability is. The B-2 bomber, for example, has a radar signature far smaller
than that of much more compact aircraft. In principle, the radar signatures
of large ships could also be reduced, and this has been verified by tests of a
relatively large demonstrator. Submarines, however, represent the ultimate
in radar stealth simply because they operate below the surface of the sea,
making them virtually undetectable by radar. On the whole, therefore, it has
appeared better to rely on submarines for needs requiring great stealth
rather than to develop highly stealthy surface ships. However, in many cases
the radar signatures of surface ships have been cut substantially to more eas-
ily confuse missile seekers by means of countermeasures.

Transforming Structures

In principle, the naval services are not independent operational enti-
ties. The forces that they build are, for operational purposes, under joint
command and control. In practice, however, many significant units of
“joint” force are composed entirely of naval services elements, and the
naval services generally have considerable latitude to optimize the compo-
sition and organization of these units. Thus, their structural concepts have
operational as well as administrative implications.

The naval services pioneered flexible mixed-force task-oriented or-
ganization for operational purposes in the 1930s and 1940s. These con-
cepts have continued to evolve but generally have served well. The services
have found effective solutions to the logistical issues involved in flexible
mixed forces. This allows them, for instance, to deploy mixed air wings and
even small mixed air components (as in a MAGTF) with little penalty in
logistical efficiency. Essentially, naval services plans for structural transfor-
mation envision continuing to exploit the flexibility inherent in their task
organization concepts to meet evolving needs.
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Transforming Operations

The opportunities for transforming existing naval operations are sig-
nificant. Unspectacular and incremental transformation involves little
dramatic new technology and instead builds on training and tactics, as
well as improved modes of support.

Training and Tactics

While technology can enhance precision and effectiveness, the per-
formance of different units, crews, and individuals using the same tech-
nology varies greatly. Gains from excellence in tactics and training may be
greater than those that can be achieved by introducing a new generation
of technology—and may be much more cheaply and quickly obtained.

The secret to transforming training and tactics lies in exact informa-
tion about operational results as a function of all possible variations. The
intuition or feel of operators is a starting point but is usually not nearly
adequate as a basis for optimizing the performance of complex systems
and forces employing advanced technology. Systematic controlled experi-
mentation, precise and highly specific information about the results of op-
erations in exercises and combat, and detailed analytical modeling and
simulation all are key.

For more than half a century, the Navy has been a pioneer in such ap-
proaches and has gained greatly in effectiveness as a result. In part, this re-
flects the conditions of war at sea, which lent themselves to analysis and
improvement of tactics and training because of the relatively small num-
bers of units involved and the fairly consistent environment in which they
operated. With improved measurement and analysis technologies, it is
now more feasible to extend this work to more complex cases, as the Ma-
rine Corps is doing. There is a great scope for wider application and vast
benefit to be gained.

Support Operations

A great deal of the activity of the naval services is support: operations
not intrinsically warlike and not inherently military. Even leaving aside the
support operations that must be performed in places especially exposed to
hostile fire, a huge amount remains. The diversity and dispersion of sup-
port operations make them difficult to manage well. Those at the top of
the naval services cannot possibly fully understand all of their many oper-
ations and must focus on those that are most directly central to naval mis-
sions. It is difficult for them to know how efficient each support operation
is or how much more efficient it could be.
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An effective way to improve the efficiency of these activities is to
throw them open to competition. Studies of competitive procurement of
support have shown an average 30 percent reduction in costs for constant
quality and quantity of output.® These gains are achieved even when gov-
ernment teams win the competitions. It is free and open competition, not
privatization as such, that brings the benefits. If allowed to compete on an
equal basis, “outside” and “inside” organizations have each tended to win
roughly half of competitions.

The key to effective use of competition lies in full and exact informa-
tion about the operations involved. The services must know and be able to
measure or assess exactly what output they need from the support activity,
and they must communicate this fully and precisely to the competitors.
This requires an intensive and disciplined analysis effort, but the rewards
are worthwhile.

Key Choices

The logic of naval services transformation efforts seems difficult to
dispute in the context of national strategic needs and priorities. Neverthe-
less, the naval services, like the others, face a serious affordability problem.
Such large parts of their budgets are needed to support current operations
that not enough is left over to replace aging equipment and modernize ca-
pabilities. In essence, the Nation is borrowing from the future to pay for its
current naval capabilities. The hole that this leaves is not so apparent for
the naval services as it would be for organizations that replaced their cap-
ital at a more rapid rate, but it is no less deep and will be no easier to fill.

This survey of naval transformation has failed to uncover any signif-
icant opportunities for economizing through application of new technol-
ogy. Nor are there obvious opportunities for greatly extending the already
long lives of major naval capital equipment. As this suggests, the balance
between present and future must be restored largely through some reduc-
tion of current operating expenses relative to investment. In principle, this
could happen by raising investment while holding operating funding
steady, or raising it more slowly than investment. But given the Nation’s
present financial and strategic circumstances, it seems in practice that the
total for defense will not rise sufficiently to obviate the necessity to cut op-
erating expenses to permit more investment. Since operating expenses are
primarily driven by military manpower, this suggests a need for cuts in the
numbers of personnel.
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It may be possible to offset the effects of personnel cuts to some ex-
tent by equipping those who remain with superior and more extensive
technology; this is the defense analogy to capital deepening in the civil
economy. In the Navy, for instance, longstanding efforts to design or refit
ships for operation by smaller crews have met with considerable success,
and ships today are in many cases more lightly manned than predecessors
of similar size and lesser capabilities. Still, the opportunities for naval cap-
ital deepening do not appear nearly sufficient to balance the books. This is
particularly so for the Marine Corps, whose leaders see little potential for
cutting manpower without serious effects on capabilities.

Conclusion

The naval services are in the process of transforming themselves
from forces whose primary capacities facilitated control of the seas into
forces increasingly able to use control of the sea as a basis for facilitating
intervention ashore. This sweeping change, involving nearly the full range
of modern military capabilities, has not lent itself to particular, narrowly
defined technological solutions. A great deal of the transformational effort
has focused on doctrinal development and change; analysis of actual op-
erational results has demonstrated consistently over many decades that
changes in training, tactics, and procedures can often have more effect
than changes in technology. Such doctrinal changes tend to be less dra-
matic and often misunderstood.

The Marine Corps has been particularly active in developing a solid
empirical basis for doctrinal changes through a carefully structured pro-
gram of conceptualization, experimentation, and analysis of results.
Much of this has been devoted to extending the spectrum of Marine
Corps capabilities so that national decisionmakers will have a broader
range of options at various levels of force in many different circum-
stances. While continuing to expand capabilities to fight and win against
numerically superior conventional forces, the Marines have also been de-
veloping capabilities for meeting a variety of unconventional demands.
Technological elements of this include improved mobility on the ground
and in the air, agile logistics, information-gathering systems effective in a
variety of environments, and systems that will permit control of hostile
noncombatants with minimal casualties.

The Navy has devoted much of its attention to expanding its range of
strike options for organic tactical support of naval operations both ashore
and at sea, as well as options for employment of the naval strike forces by
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joint and national commanders. This has meant not only the introduction
of new weapons and new strike platforms but also the development of sys-
tems and doctrine for their employment. The result has been a quiet but
large ongoing change in the volume of strike weapons and in the precision,
assurance, and flexibility with which they can be delivered. The Navy’s
other major focus has been on assuring that naval forces can operate effec-
tively in littoral regions in the face of current and potential threats. Because
the Navy exercises such overwhelming superiority over all other navies, this
has primarily taken the form of efforts to remedy particular deficiencies or
shortfalls in defense against mines and certain specific weapons.

The quest for transformation in the naval services—as elsewhere in
defense and indeed throughout government—has primarily been directed
toward seeking means to do more and do it better. The officers and offi-
cials of the naval services have been imbued with the spirit of excellence,
and most of them pursue it with remarkable energy and imagination.

But the need today is not really for the naval services to do more and
better, or not simply to do this. Rather, they need to find ways to better bal-
ance present and future within a budget level that is essentially constant.
That is, the need is not for transformation to do more and better but
transformation to do well with less. From the perspective of officers and
officials, the bureaucratic incentives to pursue this are mixed at best. Un-
less and until these incentives are transformed, the measures to accom-
plish transformation are unlikely to benefit broadly from the enthusiasm
and knowledge of those most closely involved with the naval services.
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Appendix: The U.S. Marine Corps: Transforming
Expeditionary Maneuver Warfare

By Bing West

For over a decade, the Marines have articulated a warfighting doctrine
that emphasizes high-tempo operations and rapid maneuver intended to
shatter enemy cohesion. This has encouraged a generation of marines to
look for operational opportunities, be willing to exploit openings quickly,
and articulate orders in terms of the mission to be accomplished. This doc-
trine has influenced decisions about equipment and force structure.

For decades, marines have deployed in amphibious-based warfight-
ing units that are self-sustaining and reasonably robust. They have served
in sustained land campaigns, as in Vietnam, but what they provide to the
Secretary of Defense, day in and day out, year after year, are sea-based
warfighting packages that can be moved, landed, employed, and extracted
without relying upon any external resources.

Afghanistan might at first have seemed an exception: a landlocked
country that would show the limits of sea-based expeditionary power. In
fact, a Marine expeditionary unit (MEU) moved inland hundreds of miles
across desert and mountains. The action in Afghanistan also illustrated the
operational scenario underlying the Marines’ dogged determination to get
the V=22 Osprey tilt-rotor helicopter and other new equipment, such as
the joint strike fighter and the autonomous amphibious assault vehicle.”

Information Technology

Afghanistan also demonstrated advances in U.S. ability to monitor the
battlefield and send continuous information, including live imagery, to air,
space, and ground weapon systems. This enormous and costly increase in
bandwidth among airborne and satellite platforms has not, however, been
extended to Marine (or Army) infantry at the company level. The digital IT
networks do not include them. This is partially a result of Marine Corps pri-
orities; the bulk of IT spending has gone to staffs above the battalion level
and to garrison functions. Also, over the next year, the Navy Marine Corps
Intranet will extend to every Marine Corps desktop computer. The goal is to
increase productivity. Marines, however, do not fight wars at their desks.

It is not clear what the vision is for extending new IT to Marine rifle
squads. Uncharacteristically, the Marines have spent much more time and
money upgrading garrison information technology. As the Marines con-
tinue to transform their force, IT priorities deserve a careful look.
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Close Air Support

A second area of the Marine doctrine that is ripe for further trans-
formation is the application of close air support. While fire traditionally
supports maneuver, the Afghanistan experience opened a new dimension.
Air strikes shattered enemy cohesion. Airpower was not a supporting fire;
it was the decisive weapon. Maneuver followed airpower.

Certainly the favorable circumstances of that particular battlefield
will not always be the case. Nonetheless, U.S. air power above 10,000 feet
is now nearly invulnerable and, when linked to GPS coordinates or laser
guidance, is highly accurate. Air directed by ground forces has emerged as
a devastating offensive weapon.

The Marine Corps pioneered close air support; it is the only service
with fire support teams that integrate aviators, artillery, and mortar ob-
servers. In Afghanistan, however, the air support was called in by Army
sergeants in special forces teams, not by marines.

In an MEU that can place over 600 marines on the ground, current
doctrine allows only two or three forward air controllers to call in air
strikes. Only an aviator officer who has gone to the proper schools is per-
mitted to call in air support. This skill level may be appropriate for the lin-
ear battlefield, where many units are close to one another on a crowded
battlefield and where artillery, helicopter gunships, and fixed-wing air
must be precisely coordinated in close proximity to ground units. But to
train only for that battlefield restricts the maneuver doctrine that the
Marines advocate. With lasers and GPS, on a dispersed battlefield, it does
not take an aviator to direct air. It is likely the Marines will learn from the
experience of the Special Operations Command in Afghanistan and mod-
ify their doctrine. However, obtaining the proper equipment to direct air
is a separate and harder matter. Marine battalions simply do not have the
communications, GPS, and laser sets needed to employ air more flexibly.
The infantry does not benefit from the advocacy of the military-industrial
lobbyists because it does not have a single big-ticket item around which
lobbyists can coalesce to generate political support.?

For the Marines to add another arrow to the quiver of expeditionary
warfare, they need to adapt their doctrine, and they also need to obtain
modern equipment to take full advantage of airpower. There is no doubt
that Marine doctrine will change, but securing resources will be the
tougher fight because the Pentagon instinct is to associate information
technologies, “transformation,” and monies with large, inanimate systems.
Marine rifle squads—the same size as the teams that performed so well in
Afghanistan—must also be brought into the digital age.
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Notes

! The U.S. Navy, Marine Corps, and Coast Guard are sometimes treated collectively as the sea
services. The Coast Guard falls under the Department of Transportation rather than DOD and will not
be addressed in this chapter.

2 Issues specific to the Marine Corps are outlined in the appendix to this chapter.

3 Bruce Rolfsen in “Predator Problems,” Air Force Times, April 30, 2001, 8, says that five Predator
UAVs were lost in 8 months, none due to enemy action. This is not an isolated occurrence.

* Both the Osprey and the JSF, as well as the USMC new Advanced Amphibious Assault Vehicle,
represent the results of previous generation-skipping; the Marine Corps deliberately passed over less
ambitious and more conventional technologies that would have been available much earlier to go for
the capabilities that it believed suited its needs.

> David A. Perin, “Are Big Decks Still the Answer?” U.S. Naval Institute Proceedings, June 2001,
30-33. This article gives a summary relating to issues of carrier size.

®R.D. Trunkey, R.P. Trost, C.M. Snyder, Analysis of DOD’s Commercial Activities Program
(Alexandria, VA: Center for Naval Analyses, December 1996), 2. See also William Brent Boning, et al.,
Evidence on Savings from DOD A-76 Competitions, Center for Naval Analyses Research Memorandum
98-125 (Alexandria, VA: Center for Naval Analyses, November 1998).

7 Marine ability to penetrate deeply from a sea base and to fly into hotspots rather than taking
beaches will be greatly strengthened by the availability of the V=22 Osprey tilt-rotor helicopter (to get
them to the fight) and the vertical take-off version of the joint strike fighter (to provide adequate air
support from a distance).

8 For example, it was the special forces teams directing the air—not unmanned aerial vehicles
(UAVs)—that were the key to the swift dissolution of the Taliban, but the first “plus-up” was $250
million for UAVs: money for hardware, not humans.
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tant roles in U.S. military operations, due in part to the fairly

rapid evolution of their capabilities. As the technologies, systems,
and procedures associated with air and space operations have developed
and matured, so has their ability to support the needs of combatant com-
manders. But there seems as well to be an increasingly good fit between
the characteristics and capabilities of air and space forces on the one hand
and the demands of U.S. military strategy and operations on the other.

Operation Desert Storm awakened many to the fact that modern air
forces, properly employed, can quickly and dramatically transform the op-
erational situation in many theater conflicts by stripping the enemy of its
air defenses, dismantling key elements of national infrastructure, and iso-
lating, immobilizing, and attriting fielded forces. Since then, U.S. leaders
have relied on airpower to carry most of the burden of combat operations
in the Balkans, the Gulf region, and Afghanistan, while contributing in nu-
merous other ways to U.S. national security. The question facing the U.S.
Air Force (USAF) and the U.S. Department of Defense (DOD) more
broadly is whether, in the face of looming new threats and persistent re-
source constraints, airpower will be able to retain and perhaps even ex-
pand the degree of dominance it currently enjoys over adversaries.

This chapter begins by outlining the basic demands of U.S. military
strategy: the missions that U.S. forces, especially air forces, must be prepared
to accomplish, and the sorts of conditions and constraints that often apply
to those missions. The chapter then briefly reviews capabilities provided by
the U.S. Air Force (and the air arms of the other services) that have under-
gone particularly rapid evolution over the past two decades or so, identify-
ing some key technological developments that enabled these changes. The
chapter then looks ahead to the types of operational capabilities that the

ﬁ ir forces and space-based assets are playing increasingly impor-
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leaders of today’s Air Force seek to provide in the future, and the systems and
operational concepts they envisage as necessary for providing these capabil-
ities. Finally, several fundamental choices that the Air Force may face in
shaping its capabilities and concepts for the future are considered.

Joint Missions

As the leading economic and military power in the world and the
guarantor of many other states’ security, the United States has adopted an
ambitious national security strategy that seeks to defend and advance im-
portant U.S. interests and to shape the international security environment
in positive directions. This strategy calls for the active involvement of U.S.
military forces in multiple regions and directs that they must be prepared
to conduct a wide range of missions in peacetime, crisis, and wartime.
Chapter 1 of this volume describes the missions of the Armed Forces of
the United States. They can be summarized as follows:

» Projecting stability and influence abroad in peacetime, which calls for
stationing and deploying military forces overseas, conducting train-
ing with allied and friendly forces, and providing security assis-
tance. Such activities are the glue that binds alliances together, un-
derwriting deterrence and enhancing interoperability among
friendly forces.

» Deterring and defeating large-scale aggression, which calls for rapid
projection of military power over long distances—a demanding
task, particularly because the United States has important interests
in multiple regions and must guard against the possibility that mil-
itary challenges to those interests could arise concurrently in more
than one location.

m Protecting and advancing U.S. interests through smaller-scale opera-
tions, which include providing humanitarian assistance, conducting
peacekeeping operations and disaster relief, enforcing exclusion
zones, reinforcing allies, and conducting limited strikes and inter-
ventions.

m Deterring and defeating the use of weapons of mass destruction
(WMD) against the U.S. homeland, against U.S. forces abroad, and
against the territory and assets of allies.

m Deterring and defeating terrorist attacks by neutralizing terrorist
groups abroad (through capture or destruction) and by dissuading
governments from harboring or supporting terrorists.
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The Air Force contributes important capabilities to the accom-
plishment of each of these missions. These capabilities include essential
supporting activities, such as airlift, surveillance, and communications,
as well as forces for conducting combat. But the centerpiece of the Air
Force planning is and should remain preparation to prevail in large-scale
power-projection operations, which entail the deployment of sizable
numbers of forces over long distances, and the conduct of high-tempo
operations against a capable foe. Only the United States has the capabil-
ity to project large-scale military power today, and it is this capability
that sustains favorable balances of power in key regions of the world. As
such, it is also essential to the viability of the strategic alliances that form
the heart of the Nation’s security strategy. Because forces provided by the
Air Force constitute a large and growing portion of the combat power
available to joint force commanders in the critical opening phases of
most conflicts, it is especially important that the United States sustain
the ability of those forces to dominate combat operations against the
forces of potential adversaries around the world. That will be a demand-
ing task in a world of evolving threats and challenges.

The U.S. Armed Forces also serve purposes that go beyond these spe-
cific missions. Perhaps chief among these broader purposes is what DOD
calls dissuasion: discouraging potential competitors or adversaries from
seeking the military capabilities that would be required to challenge the
United States successfully. The Air Force plays a particularly important role
in this regard because of the superiority that the Armed Forces enjoy in air-
and space-based capabilities and because of the important roles played by
those forces in U.S. military operations. In Operations Desert Storm, Delib-
erate Force (which helped to bring peace to Bosnia), Allied Force (the effort
to dislodge Serbian forces from Kosovo), and Enduring Freedom (which led
to the overthrow of the Taliban in Afghanistan), the United States showed
that its air forces can destroy selected elements of the power bases of enemy
regimes with precision and with virtual impunity. If this capability can be
maintained, it should help convince those opposed to U.S. interests that ag-
gressive policies backed by military threats are likely to prove costly and fu-
tile if they lead to overt conflict with the United States.

Constraints and Conditions

As important as an enumeration of missions is an understanding of
the conditions under which those missions are likely to be carried out and
the constraints that may be placed upon forces during operations. For
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conflicts involving all but the most important of national interests, U.S.
military operations will be constrained by the need to hold down the
number of casualties to U.S. and allied forces, to minimize the suffering of
innocent civilians, and to act in concert with allies. U.S. threats to employ
military power—be they implicit or explicit—can only be effective to the
extent that potential adversaries believe they will be carried out. Adver-
saries understand the constraints on U.S. military actions and are more
likely to view military threats as credible if the United States fields forces
that can achieve national objectives despite these constraints. For defense
planners, these considerations mean that they must continue to offer the
Nation’s leaders military options that can be exercised with confidence
that the risk of friendly and civilian casualties can be held to a level con-
sistent with the interests the Nation has at stake.

Planners should also anticipate that future U.S. military operations
would most often be coalition affairs rather than unilateral campaigns. By
sustaining a network of security partnerships in key regions, U.S. forces
can have some confidence of access to airspace, ports, airbases, and other
assets near regions of conflict when they need them. By the end of Opera-
tion Allied Force, for example, U.S. aircraft were able to operate from bases
in eight countries, effectively surrounding Serbia. U.S. forces will also have
the opportunity (and the obligation) to operate in concert with allies. Al-
though operating within a coalition can add friction and inefficiencies to
the planning and execution of an operation, political leaders almost always
will prefer to have partners when they go to war. Thus U.S. forces and op-
erational concepts should incorporate features that enhance interoperabil-
ity across national lines.

Other conditions are especially pertinent to large power-projection
operations. If an enemy is going to challenge U.S. interests through overt
aggression (such as the Iraqi invasion of Kuwait in 1990 or a hypothetical
North Korean invasion of the South), prudence demands that we assume
that the attack will be undertaken so as to maximize the attacker’s inherent
advantages. Thus, U.S. defense planners must expect to be surprised. Our
opponents are not eager for a fight with U.S. military forces; they would
prefer to achieve their objectives without having to resort to force at all or,
failing that, by a coup de main that succeeds before large-scale U.S. forces
can be brought to the theater. Advanced surveillance systems, including
sensors on board satellites and airborne platforms, make it harder for
enemy forces to prepare for an attack without being noticed, but these sys-
tems do not, by themselves, guarantee that U.S. forces will be deployed
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promptly. Some adversaries, such as the North Koreans, can routinely pos-
ture their forces in such a way that little further overt preparation is needed
before attacking. Information about a possible attack is, moreover, a neces-
sary but not sufficient condition for reinforcement. Decisions to act must
be made in Washington and in other capitals before forces can move, and
this takes time.

Therefore, U.S. forces must be postured to respond rapidly to ag-
gression that occurs with little warning. They do this in two ways: first, by
having some of the most critical components of a defensive force (forces
themselves, munitions, other supplies) stationed or routinely deployed
abroad close to potential regions of conflict; and second, by being able to
deploy rapidly over long distances.

Related to this is the need for what might be called high leverage
early in a conflict. U.S. forces arriving in a theater in the opening days of
a major conflict are likely to be greatly outnumbered. Yet if they are to
prevent the enemy from achieving its objectives, they must be able to
wrest the initiative away from the enemy and defeat its attack quickly.
This means that those early-arriving U.S. forces must have great qualita-
tive superiority over the forces they are confronting if they are to succeed
in their mission.!

Given the inherently demanding nature of power-projection opera-
tions and the potential for challenges to arise in many regions, it becomes
clearer why the United States today spends so much more on military
forces than any other nation: its forces are called upon to perform a
uniquely demanding set of missions.

Roles of Air and Space Forces

The missions outlined above apply to all elements of the U.S. mili-
tary establishment. Their implications for air and space forces turn on
what those forces are likely to be called upon to do within joint campaigns.

Since the earliest days of military aviation, commanders have relied
on aircraft to conduct reconnaissance to gain information about the lo-
cation and disposition of enemy forces. Early in World War I, as aircraft
became more capable in this role, they began to be used to contest con-
trol of operations in the air. Soon thereafter, military air forces were also
being called upon to haul cargo and to attack enemy land and naval
forces and other assets on the surface. They were also brought to bear
against other elements of national power, such as military-related indus-
tries, lines of communication, national infrastructure, and the means of
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political control, both to reduce enemy ability to conduct military oper-
ations and to attempt to coerce enemy leadership into surrendering. As
the technologies associated with powered flight matured, so did the ca-
pabilities of military aircraft.

Over the last two decades or so, the capabilities of U.S. military avia-
tion in most of these areas—reconnaissance, dominating operations in the
air, engaging and destroying forces on the surface, and attacking fixed in-
stallations—have grown dramatically, both in absolute terms and relative
to those of their adversaries. Indeed, if transformation is defined in terms
of a profound change in the character or capabilities of a force, over this
period we have witnessed a transformation in certain portions of the mil-
itary capabilities wielded by the Armed Forces.

Reconnaissance and Surveillance

New types of sensors, including moving target indicator (MTI)
radars and synthetic aperture radars (SAR), enable airborne platforms
today to locate and often identify targets, day or night and in all types of
weather. The Air Force is also fielding new platforms that increase the util-
ity of these and other sensors to joint force commanders. For example, the
Predator and Global Hawk unmanned aerial vehicles (UAVs) permit U.S.
forces to observe closely parts of the battlefield for an extended time with-
out fear of losing aircrews to ground fire. Today, with the sensors carried
aboard such aircraft as the Joint Surveillance Target Attack Radar System
(JSTARS), a division-sized or larger mechanized force could hardly hope
to move undetected, assuming that U.S. reconnaissance assets are deployed
to the region and that they are free to operate. As sensors and platforms
improve and proliferate, U.S. forces will be able to detect and, in some
cases, identify smaller formations of surface forces, even in mountainous
or densely foliated terrain.

Dominating Air Operations

Americans have come to expect heavily lopsided results from air
combat involving U.S. forces. In historical terms, this is a fairly new devel-
opment. North Atlantic Treaty Organization (NATO) air forces in Opera-
tion Allied Force experienced a loss rate of just one aircraft shot down for
every 10,000 sorties flown.? This compares favorably with the U.S. experi-
ence in Operation Desert Storm, when four to five aircraft were lost for
every 10,000 combat sorties. The loss rates in Desert Storm were, in turn,
approximately one-tenth those experienced in Vietnam (3.5 losses in
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10,000 sorties) and less than one-hundredth those of World War II (51
losses in 10,000 sorties).

These improvements were achieved in the face of capable adversaries.
Both the Iraqi and Yugoslav air defense systems consisted, at the beginning
of each conflict, of sizable numbers of modern interceptor aircraft; capable
radar, surface-to-air missile (SAM), and antiaircraft artillery systems; hard-
ened and redundant command and control facilities; and trained opera-
tors. The SAMs employed by both countries were of 1970s-era design, but
they were not used sparingly: Coalition aircrews were subjected to more
than 700 SAM launches in Operation Desert Storm and more than 650
SAM launches in Operation Allied Force. Yet the combination of stealth,
standoft, dominant fighters, dedicated SAM-suppression aircraft, jamming,
information operations, adaptive tactics, and skilled orchestration of air
operations effectively neutralized these defenses.

The ability of U.S. forces to suppress enemy air defenses so compre-
hensively has had important implications for U.S. military strategy. Al-
though the persistence of SAM threats can still restrict U.S. air operations
to some degree (for example, compelling aircrews to operate at medium
altitudes or higher and for non-stealthy aircraft to avoid certain areas), the
ability to dominate air operations provides the basis for unparalleled lever-
age over enemy forces and nations. Air campaigns involving U.S. forces
have become increasingly one-sided. Enemy inability to inflict losses on at-
tacking aircraft can have a profoundly demoralizing effect on enemy forces,
populations, and leaders.> Dominance of operations in the air also has
granted U.S. ground and naval forces sanctuary from enemy air attacks.
The effective immunity from air attack of rear-area ports, airfields, logistics
bases, and transportation and command and control infrastructures used
by U.S. forces has greatly facilitated successful operations.

Attacking light infantry or insurgent forces presents a qualitatively
different set of challenges, as shown by the opening weeks of the operations
against Taliban forces in Afghanistan. Such forces are not highly dependent
on large-scale, easily targeted logistic trains, and they can disperse and take
cover underground or in residential areas. Even so, when accurate infor-
mation regarding the location of such forces can be provided to attacking
aircraft and a nearly constant air presence can be maintained, air attacks
can make vitally important contributions to friendly ground forces seeking
to engage and defeat light infantry.
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Delaying, Damaging, and Destroying Moving Ground Forces

Over the past 50 years, U.S. air forces have improved by a factor of 8
or more their lethality against moving armored columns (see figure 6-1).
From the earliest days of military aviation, destroying a single armored
vehicle required multiple sorties. However, with the fielding of the sensor
fuzed weapon in the 1990s, air forces became capable of destroying mul-
tiple armored vehicles with a single sortie.* Like the sensors that guide
sorties to their targets, these weapons remain effective at night and in
conditions of overcast, fog, and precipitation.

The implications for joint operations are profound. Airpower has
long been valued as a means of disrupting and delaying the movement of
mechanized forces. For example, massive numbers of fighter-bombers fly-
ing “armed reconnaissance” missions were instrumental in isolating the
beachheads at Normandy from German divisions in the surrounding re-
gions during World War II. However, the job of actually destroying enemy
armored forces traditionally has been left to armor. This is changing:
today, airpower not only can delay and disrupt moving armored forces; in
many conditions, it also can damage or destroy their vehicles at such a rate
as to render continued operations difficult if not impossible.

Destroying Critical Infrastructures

Even greater improvements have been realized in capabilities to de-
stroy fixed targets. With today’s laser-guided bombs, a single fighter-
bomber sortie is highly likely to be able to destroy a fixed target such as a
bridge span, an aircraft shelter, or a small building. Destroying a similar
target using unguided weapons required, on average, 50 times as many
bombs in Vietnam and 60 times as many in World War II.> With the ad-
vent of weapons such as the joint direct attack munition (JDAM) guided
by signals from the global positioning system (GPS), such accurate at-
tacks are now possible in all types of weather. Because each weapon need
not be steered all the way to its target by the aircrew, individual aircraft
using JDAM weapons can attack several targets simultaneously. Of
course, no weapon always performs perfectly, and countermeasures to
precision, such as GPS jamming, must be anticipated. But U.S. air forces’
capabilities to attack fixed targets with precision have increased dramati-
cally and have become more robust.

The implications for joint operations are profound. Accurate, large-
scale attacks on enemy infrastructure contribute to victory in many ways.
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Figure 6-1. Improvements in Airpower Ability to Destroy Moving
Armor

Sorties required to neutralize 10 armored battalions
(damage 15 out of 30 armored vehicles per battalion)

[ Unfavorable
B ravorable

1940s 1960s 1970s 1990s 2005

Note: "Unfavorable conditions” include situations in which enemy vehicles are widely dispersed, air defenses preclude optimal delivery pro-

files, or weather conditions partially obscure targets.
Source: David Ochmanek, et al., To find and Not to Yield, MR-958-AF (Santa Monica, CA: RAND, 1998).

They can:

m disrupt the ability of enemy leaders to plan, control, and carry out
military operations

= interrupt the production and distribution within a country of such
vital war matériel as munitions; petroleum, oil, and lubricants;
spare parts; and replacement weapons

= interdict the flow of crucial matériel from outside the country

= put coercive pressure on the enemy leadership by raising the cost of
aggression and by eroding morale and support for the regime
within the enemy country’s population.

As these improved capabilities have been fielded, U.S. military opera-
tions and planning have gradually adapted. U.S. air forces demonstrated in
Operation Desert Storm that, in favorable terrain, they could dominate op-
erations not only in the air but also on the surface. While airpower was not
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by itself able to compel the withdrawal of Iraqi ground forces from Kuwait,
38 days of nearly incessant air attacks shattered the fighting abilities of
a large, combat-tested mechanized army.® Eight years later, in Operation
Allied Force, airpower was unable to curtail the operations of the Serbian
forces in Kosovo. However, it did provide the force needed to coerce Serbian
leader Slobodan Milosevic to accede to NATO demands that Serbian forces
evacuate Kosovo and allow a NATO-led force to secure the province.”

U.S. political leaders and combatant commanders have come to rely
heavily on the ability of the Nation’s air forces to gain information about
enemy military forces, to dominate operations in the air while incurring
few losses, and to destroy enemy forces and infrastructure targets on the
surface. The overwhelmingly favorable outcomes achieved by airpower in
Operations Desert Storm and Allied Force simply would not have been pos-
sible with the airpower capabilities of a generation ago.

Enablers of Transformation

The transformation in the capabilities of modern airpower springs
from several related developments. The most obvious are new technologies
and systems that enable new operational concepts. Broadly defined, the
technology aggregates most responsible for the breakthroughs already de-
scribed (and, presumably, those to come in the near future) are precision
guidance, information management and communications, and stealth.

Precision Guidance

More than anything else, the ability to hit what one is aiming at is
transforming military operations. The quantum increases in accuracy ex-
perienced by air-delivered weapons are due primarily to the application of
miniaturized electronic components to the tasks of positioning, target lo-
cation, and guidance (steering weapons to their desired aimpoints). The
GPS satellite constellation, which is playing growing roles in nearly every
dimension of precision attack, relies on accurate timekeeping so that
minute differences in the arrival time of signals from the constellation’s
satellites can be measured. By comparing these differences, a GPS receiver
can locate itself in terms of latitude, longitude, and altitude within 10 me-
ters or so.

Sensors

Applying accurate firepower effectively depends on the identifica-
tion of targets. Major advances in sensor technology have helped U.S.
forces keep pace with advances in lethality by enabling them to locate and
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identify large numbers of targets quickly; increasingly they can do so
under all sorts of atmospheric conditions. Currently fielded reconnais-
sance systems employ sensors that can collect electronic signals, passively
detect electro-optical and infrared signatures, and develop images of tar-
gets using active radar signals.

Information Management, Decision Aids, Communications

If commanders are to make the best use of the forces available to
them, they must have a clear and accurate picture of the status of not only
enemy forces but also their own forces. Bringing together massive
amounts of perishable information, synthesizing it, and displaying it for
commanders and their staffs pose an enormous challenge that has to date
been only partially met. The next step is to help commanders use this en-
hanced information to make better decisions faster. DOD has invested
heavily in the capacity to analyze and understand target complexes in
potentially hostile countries. Tools are being developed to help future
commanders more accurately anticipate the results of alternative courses
of action. Similarly, passing information among many users and commu-
nicating decisions in a timely fashion has led to an explosion in the de-
mand for communications bandwidth. “Assured connectivity” among
large numbers of agents, including individual aircrews, will be essential if
future operations are to be dynamically controlled.

Stealth

Each of the services in the Department of Defense has pursued tech-
nologies that reduce the detectability of their platforms, particularly from
radars, but the Air Force has made the most progress in fielding opera-
tional forces exploiting stealth. Its F-117 and B-2 aircraft, in particular,
have played important roles in attacking the most threatening elements of
enemy integrated air defenses, allowing the rest of the force to operate
more effectively and with less risk. A growing portion of the Air Force fleet
of combat aircraft will be stealthy.

Doctrine, Training, and Other Intangibles

Military capabilities are not simply the product of hardware. They
also depend heavily on the training, doctrine, and personal qualities of the
people who wield the hardware and command operations. While no sin-
gle initiative can account for the superb performance of USAF units over
the past 20 years, investments in training at all levels have clearly paid off.
The Air Force Red Flag series of exercises, begun in the mid-1970s, are the
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best known example of efforts to give aircrews exposure to the stresses of
combat prior to engaging in the real thing.® Operational Air Force units
train to high standards in their normal daily training as well. Large-scale
instrumented ranges and realistic cockpit simulators are available to most
USAF fighter and bomber units. With approximately 20 hours of flight
training per month, the average USAF fighter pilot gets 2 to 10 times as
much time in the cockpit as his or her counterpart in most adversary air
forces. The Air Force has also paid increasing attention to the importance
of training senior and mid-level officers in the skills required to command
and control complex air operations. Continued innovation in the areas of
sensors, platforms, weapons, and munitions will likely result in an acceler-
ation of the trend of the past two decades in which air operations have in-
creased in complexity and accelerated in tempo. This will require com-
mensurate increases in the training of operators as well as command staffs.

The Air Force Vision of the Future

The Air Force has sought to guide its development in part by articu-
lating a vision of its future roles and capabilities, in a document entitled
America’s Air Force, Vision 2020.° That vision calls on the Air Force of the
future to be able to conduct and integrate operations in three domains—
air, space, and cyberspace. It also proposes that future USAF forces should
be able to:

» monitor military situations worldwide and support the ability to act
on this information. The vision sets as an explicit goal the ability to
“find, fix, assess, track, target, and engage anything of military sig-
nificance anywhere.”
deploy rapidly and sustain forces by modernizing the airlift fleet, re-
ducing the logistics footprint—the mass and volume of equipment
and supplies—associated with deploying units, and pursuing novel
support concepts such as “reach-back” to command and control fa-
cilities in the United States and “just-in-time” delivery of supplies.
m achieve strategic and operational effects. Primary objectives for USAF
forces in combat operations are to provide friendly forces with free-
dom from attack, freedom to maneuver, and freedom to attack,
while denying these to the enemy. Achieving these goals will require
capabilities to defeat enemy attacks on rear areas and to observe and

strike enemy forces and facilities “wherever and whenever neces-
sary.” Precision weapons, nonlethal weapons, and directed energy
weapons are all mentioned as part of the future Air Force arsenal.
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The Air Force vision statement takes note of the need to cope with
emerging threats, including advanced aircraft, SAMs, ballistic and cruise
missiles, and threats to spacecraft. It mentions the potential need for ca-
pabilities to “control space,” that is, to ensure that the United States can op-
erate military and civilian-owned assets in space and, perhaps, to deny en-
emies the same access. It also calls for enhanced capabilities for command
and control of air and space operations.

The Vision 2020 document is intended for public information and as
such is not a definitive guide to force development or planning, but rather
a set of general aspirations, informed by a broad appreciation of future
operational needs and technical possibilities. The document does not pro-
vide a sense of how Air Force leadership might address choices and trade-
offs that will arise in light of resource constraints. Nor does it grapple se-
riously with the problems posed by emerging threats such as advanced air
defenses, ballistic and cruise missiles, or WMD.

For all of the ambition inherent in the goals articulated in the Vision
2020 document, the overall impression it gives of the leadership’s ap-
proach is of an essentially evolutionary path to the future, rather than a
break with established ways of doing things. On the other hand, the Air
Force is committed to an extensive modernization of its platforms for air
combat, airlift, surveillance, and other key functions. As such, the service’s
approach to transformation, like that advocated in chapter 3, falls between
a “leap ahead” program and a “steady-as-you-go” approach.

The Vision 2020 document shows no evidence that the leadership of
the Air Force envisages the abandonment of any of its traditional product
lines such as fighter aircraft, bomber aircraft, transport aircraft, intercon-
tinental ballistic missiles, space launch capabilities, or satellites. Since de-
mand for these items has been robust, this is a reasonable position. Field-
ing new capabilities, then, will involve either adapting existing product
lines or adding new ones. For example, the airborne laser or new units
dedicated to conducting information operations would be added to exist-
ing capabilities. Fighters deployed for more traditional combat missions
could be fitted with missiles that could shoot down satellites in low Earth
orbit. This approach has the advantage of not giving up proven capabili-
ties until new ones are well in hand. It can also be expensive, however, as
the cost to operate and maintain large existing forces consumes the bulk of
the service’s resources.
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Looming Challenges and Potential New Concepts

To add specificity to the broad content of Vision 2020, the opera-
tional challenges that U.S. joint forces might face in the coming 20 years
or more must be considered, with a particular focus on those challenges
that air forces might be best suited to meeting. We can also identify new
operational concepts and associated systems that may allow future air
forces to deal with these challenges. The focus is primarily on challenges
that might arise in the context of combat operations against the forces of
regional adversaries.

Overcoming Antiaccess Capabilities

The first challenge is to maintain the freedom to operate forces
(land, maritime, and air) in the presence of attacks by enemy ballistic
missiles, cruise missiles, and aircraft, including those delivering chemical
or biological agents. Overcoming counteraccess capabilities constitutes
one of the most important challenges facing U.S. military forces in the
coming years. For land-based forces—aircraft as well as ground forces—
the threats posed by ballistic missiles and air attacks constitute the most
acute challenge.

The Air Force is taking several complementary approaches to this set
of challenges. First, it is developing the airborne laser (ABL), which has the
potential to contribute to the defense of joint and combined forces
throughout a theater. The ABL will be the first operational system capable
of intercepting ballistic missiles in their boost phase."® An advantage of
this technique is that remnants of successfully intercepted missiles and
their payloads are more likely to fall on enemy than friendly territory.
Concepts for boost-phase intercept also help to provide defense-in-depth,
complementing other theater missile defense programs, which generally
operate in the terminal or mid-course phases. Another feature of the ABL
is its ability (like ship-borne systems) to deploy to theater without con-
suming large amounts of airlift or tanker capacity.

The Air Force is also cognizant of the need to make its forces on the
ground less vulnerable to attacks by enemy air and missile forces. In Op-
eration Desert Storm and subsequent conflicts, U.S. land-based air forces
have been able to operate from bases in theater without much concern
about survivability. Images of large numbers of aircraft parked in the open
attest to the permissive threat environment that these forces have enjoyed
since the end of the Cold War. That environment is changing: aircraft in
open areas will be lucrative targets for regional adversaries equipped with
increasingly accurate ballistic and cruise missiles. Thus, it will be essential
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that the United States take steps to prepare for conflicts in certain theaters
by ensuring that hardened facilities are available for deploying fighters and
by enhancing the capabilities and versatility of its fleet of long-range
bombers and support aircraft.

Finally, an examination of the forces of potential future adversaries
suggests that U.S. expeditionary forces could find themselves struggling to
deal with enemy air attacks, at least in certain scenarios. China, in partic-
ular, has the potential to field combat aircraft as well as air-to-air missiles
of high quality and in large enough numbers that U.S. air forces trying to
defend against concerted air attacks on an allied country could suffer sub-
stantial losses. If U.S. and allied air defenses are unable to handle the fight-
ers that might escort Chinese bombers, and if those bombers deliver pre-
cision guided weapons against their targets, serious damage could result.
The key to defeating such attacks is to ensure that future U.S. forces are
equipped with highly capable fighters in sizable numbers. The F-22 and
the Joint Strike Fighter, both of which will be stealthy and therefore diffi-
cult to engage from long range, provide a substantial qualitative edge over
projected enemy fighters. Other important enhancements to U.S. air de-
fenses include upgrades to the E-3/airborne warning and control system
(AWACS) aircraft and other sensor platforms that can provide warning of
impending attacks by aircraft and cruise missiles.

Destroying Small Mobile Targets

A second challenge is to be able to rapidly locate, identify, and neu-
tralize small mobile targets, including ballistic or cruise missiles on trans-
porter/erector/launchers (TELs), SAM batteries, and small ground force
units. Hiders have always had inherent advantages over seekers, and ad-
versaries such as Iraq and Serbia have exploited this to preserve important
elements of their military power in the presence of U.S. air superiority.
The importance of destroying ballistic missiles before they are launched
(as opposed to killing the TEL after launch) and of damaging SAM batter-
ies, even when they are not emitting electromagnetic radiation, makes this
set of tasks particularly important. As adversary forces gain access to ever
more capable missiles and other weapons, it will become increasingly im-
portant that U.S. air forces find better ways to find and engage small mo-
bile targets.

No single new system or concept is on the horizon that will yield a
major breakthrough in U.S. capabilities for this demanding task. But a
number of promising developments can, in concert, yield substantial im-
provements. Chief among these are the ability to correlate rapidly among
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data from electronic intelligence and imagery sensors; sensors that operate
in multiple spectrums and that can penetrate foliage; automated imagery
processing and change analysis software; procedures to facilitate the ex-
change of information among analysts, controllers, and shooters; all-
weather engagement systems on attack aircraft; and weapons that can
search autonomously for particular targets.

Operating Despite Advanced Air Defenses

A third challenge is to maintain the ability to operate in the presence
of advanced and integrated air defenses, especially advanced SAMs. Hunt-
ing down SAM batteries is only one of the required elements of the ability
to operate in the air against adversaries equipped with advanced air de-
fense systems. Stealthy platforms, concepts for standoff reconnaissance
and attack, capable jammers, decoys that resemble attacking aircraft on
enemy radars, and dedicated SAM-suppression aircraft are also important.
As capable SAM systems such as the SA—10 and SA-20 proliferate, virtu-
ally every element of the U.S. SAM-suppression kit will have to be mod-
ernized. Given the importance to U.S. strategy of being able to establish
dominance in air operations quickly and managing the risk of casualties,
these are among the highest priority investments DOD can make.

Destroying Deeply Buried Facilities

A fourth challenge is to locate and destroy deeply buried facilities
and their contents, including command posts and production and storage
facilities for WMD, with minimal collateral damage. U.S. adversaries are
increasingly protecting their most valued strategic assets from air attack.
Following the example set by the North Koreans, they are using dirt, rock,
and reinforced concrete to complement their investments in active air de-
fenses. For U.S. forces to hold at risk the full range of an enemy’s military
assets, they must have better capabilities to neutralize and, if possible, de-
stroy deeply buried facilities.

Methods are being sought to boost the useful kinetic energy available
to precision guided conventional munitions so that they can dig deeper.
There has also been discussion of the desirability of developing very low-
yield nuclear weapons optimized for destroying deeply buried facilities
and their contents. The potential importance of destroying the WMD of a
rogue state or a terrorist group could well warrant such a development.
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Assuring Continuity of Space Operations

A fifth challenge is to ensure that U.S. military forces and civilian
users can conduct uninterrupted operations in space in the face of enemy
attacks on U.S. military and commercial satellites and associated infra-
structure. The prospect of threats to U.S. military and commercial space
assets has already been mentioned, as have some of the possible Air Force
responses. (See chapter 12 in this volume.) Besides pursuing antisatellite
(ASAT) capabilities, the Air Force can hedge against the consequences of
possible attacks on satellites by investing in readily deployable replacement
satellites and in responsive launch capabilities. Of course, developing the
capability to launch satellites within days, let alone hours, of a decision to
do so would require substantial investments by a community that is ac-
customed to thinking in terms of months and years when scheduling
launches. The capability to attack fixed targets deep in defended airspace
will also help address this challenge, since much of the infrastructure as-
sociated with enemy ASAT operations (for example, launch complexes and
ground-based directed energy weapons) will be vulnerable to such attacks.

Halting Invasions

A sixth challenge is to halt invasions by mechanized ground forces
rapidly. Modern air forces have made great strides in their ability to locate,
engage, damage, and destroy moving mechanized forces. Improved capa-
bilities to halt invasions rapidly, however, merit continued emphasis for
three reasons. First, U.S. defense planners have postured their forces in
ways that depend on the ability of early-arriving air forces to destroy
enemy armored forces quickly. In Southwest Asia in particular, U.S. joint
forces could deploy upwards of 700 combat aircraft but only two or three
brigades of ground forces in the opening phases of a future conflict. There-
fore, much depends on the antiarmor capability of U.S. air forces, so the
capability had better be robust.

This leads to the second rationale: while highly effective systems and
concepts for finding and destroying moving armor are being fielded—
such as JSTARS, the sensor fuzed weapon, the joint standoff weapon, and
the Army tactical missile system (ATACMS) Block II—resource con-
straints have prevented the services, including the Air Force, from invest-
ing aggressively in these systems to obtain them in great numbers. Actual
inventories of the most capable antiarmor weapons remain very limited,
and for the most part, because of their small numbers, such weapons are
not forward deployed where they would be most needed.
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Finally, highly robust antiarmor capabilities are one important
means of offsetting the threat posed by enemy antiaccess capabilities. En-
emies seek to keep U.S. expeditionary forces at arm’s length in order to
create a window of opportunity within which to achieve other goals, such
as overrunning adjacent territories. If every U.S. sortie that gets to the
theater of a conflict is very effective, it reduces the chance that the enemy’s
overall campaign plan will succeed.

Command and Control

A seventh challenge is to improve capabilities to command and con-
trol joint air operations. In addition to the threat-driven challenges ad-
dressed above, the leadership of the Air Force has recognized the impor-
tance of improving its mode of operations in several key dimensions. First
among these are command—determining the best strategy of employ-
ment for air forces in a joint operation—and control—providing direction
to forces. The prospects for substantial improvements in these areas are
good. New computer-based computational tools are being developed that
can allow commanders leading an operation to examine numerous alter-
native strategies and their probable outcomes before deciding how to em-
ploy available air assets. Computer-based tools are also helping to auto-
mate the laborious process of turning the commander’s guidance into
concrete directions to participating units via the air tasking order.

The Air Force also aspires to improve the execution of air operations
against fleeting targets, such as mobile missiles and small groups of enemy
combatants. A key element of future concepts for this will be the creation
of capabilities for dynamic control of air-to-surface engagements. Specifi-
cally, the Air Force is working out how to pass targeting information di-
rectly to aircraft that are conducting interdiction attacks in the minutes
prior to their engagements. To be most useful, such information should
feed digitally into the engagement and bombing systems on board the air-
craft. In pursuing these and other improvements, the Air Force recognizes
the importance of the human dimension of command and control. Per-
haps the single most important lesson the Air Force learned from Opera-
tion Allied Force in Serbia was that the United States should not rely on ad-
hoc “pick-up teams” to man air operations centers. Accordingly, efforts are
under way within the Air Force to create standing teams that train together
in peacetime to perform all of the essential functions of wartime air oper-
ations centers. The success enjoyed by U.S. fighter and bomber aircraft in
engaging fleeting targets in Afghanistan shows that substantial progress
has been made in dynamic control since Operation Allied Force.
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Deployability

A final challenge is to improve the deployability of USAF units. Air-
craft that can self-deploy to distant theaters have long been the fastest
means of sending reinforcements abroad. However, the Air Force is seek-
ing further improvements in its ability to reinforce theaters rapidly and to
sustain operations from deployed locations. First, it is modernizing its fleet
of strategic airlift and tanker aircraft; it is replacing its fleet of C-141s,
which first entered service in 1965, with C—17s, and it is upgrading its fleet
of KC-135 tankers. Second, the Air Force is working to reduce the logisti-
cal footprint that its deploying units take with them. Such measures in-
clude expanded prepositioning of munitions, ground support equipment,
and other items in theaters of potential conflict, and the use of intermedi-
ate support bases for maintenance that cannot be performed at main op-
erating bases. The newest generation of USAF combat aircraft is also being
designed for improved deployability. Built-in test equipment, on-board
oxygen generators, and other features will allow F-22 squadrons, for ex-
ample, to deploy and sustain operations with far less ground-support
equipment than units with current-generation fighters.

Key Choices

As the Air Force develops new concepts for meeting the sorts of chal-
lenges outlined above, it will find itself repeatedly confronting the need to
choose among competing approaches. How it decides these issues will do
much to shape the Air Force of the future. Among these basic choices are
whether to:

» emphasize combat platforms that are theater-based over those that
are longer range

» continue to field platforms intended to penetrate contested air-
space, or rather to rely much more heavily on standoff operations
and weapons, such as cruise missiles

= emphasize airborne platforms, or instead to press much more ag-
gressively to move more operations into space.

Theater Basing versus Long-Range Operations

Today, the Air Force’s mix of combat platforms is weighted heavily
toward aircraft that must be based forward in-theater in order to reach
their targets efficiently. For every heavy bomber in the Air Force inventory
of combat-coded aircraft, there are more than nine fighters.!' This strikes
some observers as contrary to logic. In a world where adversaries are
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fielding greater numbers of ballistic missiles of longer range and greater
accuracy, and where permission to use bases in forward theaters may not
always be assured, the advantages of platforms that can strike from long
range seem self-evident. Should, therefore, the Air Force invest more
heavily in heavy bombers?

The answer is not straightforward. It is true that heavy bombers
carry substantial payloads and can attack targets from great range, allow-
ing them to be based beyond the range of the enemy’s most numerous at-
tack means. During Operation Allied Force, for example, B-2 bombers flew
repeated, nonstop round-trip missions between Missouri and Yugoslavia,
delivering up to 16 GPS-guided 2,000-pound bombs per sortie. And be-
cause political sensitivities precluded the basing of most combat aircraft in
countries around Afghanistan, bombers delivered most USAF ordnance
during the crucial opening weeks of the conflict there. Long-range strike
capabilities such as these could be invaluable in future conflicts should the
risks of deploying forces at forward bases within the theater of conflict be
judged too great. But is it reasonable to imagine that future adversaries will
actually be able to prevent fighter aircraft from operating in their theaters?
And if they could, would it be possible to achieve U.S. objectives using
longer-range aircraft and other sources of standoff firepower alone?'

Without question, assuming that U.S. expeditionary air forces will be
able to operate safely from forward bases that lack hardened aircraft shel-
ters and other facilities is increasingly risky. As U.S. adversaries field ballis-
tic and cruise missiles with GPS-like accuracy and conventional submuni-
tions, aircraft parked in the open, as well as tent cities and lightly
constructed living quarters and work centers, will become fairly easy tar-
gets.!3 Missile defenses will not be a panacea for such threats, since several
defensive layers would be required for highly effective defenses, and de-
ploying these defenses can be time-consuming and place heavy demands
on scarce strategic airlift capacity. However, extensive hardening of bases
undertaken in advance of hostilities appears to be an effective and afford-
able countermeasure, in conjunction with active defenses and other steps.
Only highly accurate missiles can effectively attack hardened facilities.
Though it may be possible for ballistic and cruise missiles to crater run-
ways and other operating surfaces, redundancy and rapid repair capabili-
ties, coupled with some modest active defenses, can overcome the effects
of such attacks under most circumstances.

Furthermore, whether or how a force made up purely of long-range
assets could accomplish all of the tasks assigned to air forces today is unclear.
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First, U.S. forces engaged in large-scale conflicts may have to destroy thou-
sands of targets, including large elements of fielded enemy forces. Doing so
within a reasonable time span would necessitate a much larger fleet of heavy
bombers than the United States now has. Second, even the most stealthy of
bombers can, under some circumstances, be vulnerable to interception by
fighter aircraft. Therefore, unless the bombers are to employ long-range
standoff weapons exclusively (see below), they may need to be escorted or
otherwise supported by fighters that can defeat the enemy’s fighters. Like-
wise, the platforms used to observe the enemy and to orchestrate air opera-
tions—AWACS, JSTARS, RC-135s, and others—must get fairly close to
enemy airspace to function effectively. These aircraft require protection
from enemy fighters and long-range SAMs as well. This synergy between
high performance fighters and longer-range aircraft is an enduring reality of
air operations that should not be overlooked.

Finally, it must be recognized that long-range bombers can also be
vulnerable to airbase attacks. The Kosovo example notwithstanding, oper-
ations from the United States to Eurasia are extremely inefficient. To make
best use of the heavy bombers, they should be forward-based in places
such as Guam for operations in East Asia and southern Europe or Diego
Garcia for operations in the Middle East. But as enemies acquire longer-
range missiles, even these bases will fall within range of their threat, and it
has proven impractical thus far to build hardened shelters for fleets of
large aircraft such as bombers.

In short, large-scale air operations against capable adversaries should
not be reduced to an either/or proposition. The questions to be addressed
are: What is the right mix of longer-range and theater-based aircraft? What
can be done to prepare potential theaters of operation in advance so as to
mitigate threats to the full mix of platforms? Preliminary analysis suggests
that fairly straightforward measures, such as hardening airbases in ad-
vance, will be satisfactory responses to most emerging threats to regional
airbases. Forward-based forces also play invaluable roles in peacetime and
crisis, forging links with regional allies and unambiguously signaling U.S.
intentions to resist aggression. Even if accomplishing all the warfighting
tasks assigned to air forces using long-range aircraft alone were economi-
cally and operationally feasible, it is far from clear that one would want a
force comprised primarily of such aircraft. That said, heavy bombers with
suitable munitions can make unique and valuable contributions to joint
operations; they should be modernized and equipped accordingly.
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Penetrating Platforms versus Standoff Weapons

Since the end of the Vietnam War, the Air Force has been stunningly
successful in developing manned platforms and operational concepts for
defeating enemy air defenses. The F~117 and the B-2 have shown that,
with modest support, they can operate over even dense and integrated air
defenses that would pose unacceptable risks to nonstealthy aircraft. Spe-
cialized aircraft and weapons, such as the F-16C] with high-speed
antiradiation missiles and the EA—6 standoff jammer, have effectively sup-
pressed SAMs in combat over Iraq and Yugoslavia, allowing nonstealthy
aircraft to operate over portions of enemy territory with acceptable risks.
Concepts of operation that feature penetrating aircraft are attractive be-
cause they allow aircrews aboard attack aircraft to get close enough to their
targets to observe them, evaluate the situation, and engage the target with
fairly inexpensive weapons, such as laser-guided bombs and short-range
missiles, such as the television-guided Maverick, that arrive on target
within one minute of release.

However, air defense threats are evolving, and systems and concepts
that have proven satisfactory in recent conflicts may not produce similar
results as more capable air defenses are fielded. The latest generation of
Russian-made, radar-guided surface-to-air missiles presents the most seri-
ous new challenges to U.S. and allied air operations. These SAM systems,
including the SA—10 and SA-20, feature powerful phased-array radars that
can be difficult to jam effectively. The missiles associated with these sys-
tems can engage aircraft at ranges of 100 kilometers or more. The entire
system can be mobile, so that clever operators, by moving frequently be-
tween engagements, can complicate their location and targeting. Because
of the long reach of these modern SAM systems, F-16CJs and other
nonstealthy aircraft cannot safely get close enough to engage them with
currently available antiradiation missiles. New concepts will therefore be
needed to retain the ability to observe and attack the full range of targets
even in territories defended by modern SAM systems.

One option is to rely more on standoff weapons, such as cruise mis-
siles, that can allow manned platforms to engage targets from beyond the
range of the most modern SAMs. Whether launched from aircraft, ships,
or submarines, cruise missiles are the one way to strike targets with ab-
solute assurance that no aircrews will be killed or captured by the enemy.
Thus, they are ideally suited to small-scale strikes, such as the attack on
terrorist training camps in Afghanistan in 1998, in which losses of aircrews
would be unacceptable. In larger-scale operations, cruise missiles can be
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used to strike the best-defended targets and to open the way for manned
aircraft by destroying key parts of the enemy’s air defenses. Of course,
cruise missiles are not invulnerable to enemy air defenses. But they can be
used in sizable numbers to overwhelm defenses, and they can be made
stealthy as well. In any case, the consequences of losing a cruise missile are
of far less magnitude than those associated with losing aircrews.

So why not simply abandon the effort to operate manned aircraft in-
side the range of enemy air defenses? If the Air Force reduced investments
in stealthy aircraft, SAM suppression weapons, and jammers, it could
apply those resources to building many thousands of cruise missiles and
hauling them to their launch points using existing heavy bombers or new
and fairly inexpensive aircraft, such as a variant of the Boeing 767. There
are, however, several difficulties with this approach. First, cruise missiles
with the range required to neutralize the most capable enemy SAMs are
expensive. Arguably, this is true partly because we procure them in small
numbers. But it is inherently costly—in terms of both dollars and aircraft
payload—to put a turbofan engine, one or more guidance systems, and
other devices on a weapon that will be used only once. The cost to deliver
1,000 pounds of high explosive to an aimpoint with a cruise missile will
probably always be several times greater than the cost of getting it there via
gravity. Even fairly small conflicts may call for attacks on many thousands
of aimpoints.

One also pays a price for standoff in terms of time. Today’s cruise
missiles operate at subsonic speeds; the time to target from an aircraft be-
yond the range of enemy air defenses might be 30 minutes or more. Such
timelines often are not compatible with the need to provide fire support
to troops in contact with an enemy. Equally significant is the fact that,
thus far, concepts have not been devised to permit effective standoff at-
tacks against all types of targets. Small, fleeting targets, such as missile
TELs, isolated armored units, artillery pieces, and infantry, pose particu-
larly hard problems for standoff weapons. Unless a person is in the loop
to guide the weapon to its desired target, the target can easily move be-
tween the time of sensor observation and the arrival of a standoff
weapon. Putting a terminal seeker on the cruise missile to locate the tar-
get adds to the cost of the weapon without greatly ameliorating the tar-
geting problem because of the susceptibility of robotic sensors and auto-
mated target-recognition algorithms to countermeasures and the
comparatively limited field of view of some seekers. Concepts that aban-
don efforts to operate within range of enemy air defenses raise questions
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about how the shooters are to find their targets. Most of the sensors used
today to locate moving targets are on airborne platforms that must either
fly into enemy airspace (such as the Predator UAV) or operate within a
certain distance of it (for example, JSTARS and the U-2). Without the
ability to suppress long-range air defenses, new ways would have to be
found to conduct surveillance of enemy activities.

Of course, the man in the loop does not also have to be on the scene
of the engagement. In most operations, the shooter—the aircrew—must
also acquire and engage the target. But as sensors on dedicated recon-
naissance and surveillance platforms proliferate, people on the ground
(or even on a ship or in a large aircraft) with access to data from multi-
ple sensors may well have a better picture of the tactical situation than
aircrews in shooter aircraft. This will enable aerial vehicles—manned or
unmanned—to haul payloads of guided weapons to target areas and
deliver them against individual aimpoints as directed by a controller in a
remote location.

One intriguing development that could help standoff weapons engage
mobile targets effectively is the possibility of flying large numbers of au-
tonomous munitions over the battlefield. If equipped with an appropriate
sensor and the ability to sort out and identify potential targets, a munition
that can loiter over a target area can compensate for uncertainty in the tar-
get’s location. The first generation of such large footprint weapons is the
brilliant antiarmor munition developed by the Army for its ATACMS II
missile. The Air Force also has been exploring a concept for a powered mu-
nition that would cover up to 100 miles while searching for any of several
possible types of targets.'* The most daunting technical challenge for such
weapons is the need for sensors and automatic target recognition capabili-
ties that are inexpensive yet highly reliable so as to prevent attacks on civil-
ian vehicles and remain robust against potential countermeasures.

One way to capitalize on some of the key advantages of cruise missiles
while reducing the costs associated with one-way missions is to field un-
manned combat air vehicles (UCAVs). Like the cruise missile, these vehicles
take the aircrew out of the aircraft but allow the aircraft to release its
weapons close to the target, then return to base, land, and be reused. This is
an attractive concept for many reasons, and the Air Force is pursuing it.'?
Among the major challenges is how best to assure the ability of operators to
control the aircraft during demanding maneuvers. If UCAVs prove feasible,
they may enable air forces to attack even fleeting mobile targets affordably
without risking aircrews to loss or capture.
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For the near- to mid-term, the right answer for the penetration-
versus-standoff question is one of finding the proper mix. The Air Force
needs an inventory of munitions characterized by a graduated mix of direct
attack and standoff weapons, covering long range (1,000 kilometers or
more), medium range (several hundred kilometers), and short range (up to
100 kilometers). Given the state of current technologies relevant to stand-
off attack and the rate at which air defenses are evolving, the Air Force
today (like the air arms of its sister services) has almost certainly underin-
vested in stocks of cruise missiles and other standoff weapons. Its fleets of
B-1 and B-52 bombers are particularly dependent on standoff missiles if
they are to play important roles in the critical early phases of most future
conflicts. Adequately supplying just these platforms with cruise missiles for
the first two weeks of two major theater wars would require doubling or
tripling the currently programmed buys of the long-range conventional
air-launched cruise missile and its successors, and of the medium-range
joint air-to-surface standoff missile. Operation Allied Force and the efforts
to enforce no-fly zones over Iraq have shown that stocks of shorter-range
standoff missiles, such as the AGM-130 and the joint standoff weapon, are
also in chronically short supply. Research and development efforts relating
to concepts for standoff attack probably should focus on improving the af-
fordability of expendable missiles (by developing less expensive propulsion
systems, production enhancements, and the like), on munitions capable of
seeking and identifying targets autonomously, and on the maturation of re-
coverable unmanned aerial vehicles.

For now, concepts for locating, identifying, and attacking mobile tar-
gets from standoff range are far from being mature enough that the Air
Force could responsibly stop maintaining its ability to operate manned
combat aircraft in defended airspace. The Air Force should continue to
field stealthy high-performance aircraft, modernized defense-suppression
assets (including a replacement for the EA—6 jamming aircraft), and accu-
rate direct-attack munitions.

Airborne versus Space-Based Platforms

Some of the operational conundrums mentioned could be resolved
by expanding the capabilities of assets that operate in space. For example,
satellites could be used as platforms for SAR and MTI radars designed to
detect vehicles on the surface of the earth. If this proved practical, a large
constellation of satellites could substitute for JSTARS and other airborne
platforms that provide this function today, reducing concerns about the
need to deploy and sustain these platforms in theater and obviating the
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threat posed to them by SAMs and interceptors. Advocates of more ambi-
tious military operations in space have also proposed that strike opera-
tions could be conducted from platforms in space. An enduring concept
from the Reagan administration’s Strategic Defense Initiative is the space-
based laser, which would intercept missiles during boost phase. Others
propose the possibility of striking targets on the surface from space. One
approach would place in orbit satellites that carry guided projectiles.
When needed, these weapons could be de-orbited and directed at tremen-
dous velocity to a target such as a fixed installation on the earth. Another
concept envisages the development of a space plane, manned or un-
manned, that would launch from the United States, enter partial orbit, de-
scend into the upper atmosphere at high speed to dispense several guided
weapons, and then return to earth. Either concept could permit national
leaders to strike targets anywhere with impunity within several hours of a
decision to do so.

A major challenge facing all such concepts today is cost, the most
daunting being that associated with placing objects in space. Today, it
costs roughly $10,000 per pound to boost a payload into low Earth orbit.
This means that even a very accurate weapon weighing 500 pounds would
cost $5 million, or 5 times as much as the most expensive cruise missiles,
just to be placed in orbit. The expense of developing and building the sys-
tem would have to be included, and given the difficulties associated with
surviving reentry, those costs would not be minor. Objects in low Earth
orbit also do not stay over one spot on the earth’s surface, which poses a
problem for sensors whose purpose is to monitor a particular installation
or area, track vehicles, or otherwise develop detailed information about a
theater of operations. Some types of sensors can be effective from higher
geostationary orbits, but pending improvements in several areas of tech-
nology, the types of phenomena of greatest interest to military operations
will remain best observed from low Earth orbit. This means that moving
many military-related surveillance functions to space would demand
large and very costly constellations of satellites.!® Nevertheless, if this
move made it possible to monitor and track all of the militarily signifi-
cant targets in a hostile nation (or in several nations), it might well be
worth the investment.

Finally, satellites—especially those in low Earth orbit—can be at-
tacked, either from the Earth or by other satellites. As the United States
grows increasingly reliant on space-based assets to support its military op-
erations, adversaries will perceive growing incentives to develop ways of
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attacking them, extending into space the competition between measure,
countermeasure, and counter-countermeasure ad infinitum. For the fore-
seeable future, then, we should expect satellites mainly to perform a grow-
ing share of such key functions as surveillance, positioning, and commu-
nications. Someday, weapons delivered from space may prove practical for
attacking selected high-value targets in limited numbers. But even with
dramatic reductions in launch costs, weapons from space will not substi-
tute for more prosaic means of delivering firepower in large or smaller-
scale conflicts.

Directions for the Future

The Air Force’s vision of its future—and, by extension, its approach
to modernizing or transforming—envisages an evolutionary path toward
new capabilities. Some will involve new product lines or force elements
such as information squadrons, and even new physical principles such as
the airborne laser, while others will involve reequipping existing force ele-
ments with new platforms, munitions, or other systems. This approach
seems consistent with the “purposeful and measured” strategy recom-
mended in chapter 3 for transforming U.S. military capabilities. It features
a gradual introduction of new concepts, systems, and capabilities, at a pace
driven both by a determination to hold onto most of today’s force struc-
ture and by constraints on new resources for modernization. The Air
Force’s planned approach to modernization recognizes the potential lever-
age inherent in more and better information, and so it emphasizes invest-
ments in new airborne and space-based sensors, as well as a host of new
battle management capabilities. The Air Force plan also emphasizes forces
that are highly adaptable. Both the F-22 and the joint strike fighter, for ex-
ample, will be multimission aircraft.

This middle way seems appropriate for the Air Force for two major
reasons. First, contrary to the views of those who regard the current period
as one of strategic pause for the United States, the U.S. Armed Forces in
general, and the Air Force in particular, have a full menu of strategically
important tasks to accomplish. USAF assets form the backbone of the U.S.
capability to deter and defeat large-scale aggression and would provide the
bulk of the combat capabilities deployed by joint forces in the critical
opening phase of most conflicts. These same assets have been called upon
repeatedly to impose the will of the United States on recalcitrant leaders in
smaller-scale operations in such places as the Balkans, Iraq, and
Afghanistan since the end of the Gulf War. The prospect that these and
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other demands will continue to be levied upon the Air Force militates
against a strategy that would divest the service of substantial capabilities in
the interests of accelerating the development of a host of new systems and
concepts. Second, analysis of future challenges and operational concepts
suggests that radical new approaches to conducting air operations are not
warranted in the foreseeable future. While much has been made of the
problems and risks that future enemies with antiaccess capabilities may
pose for land-based air forces, the fact is that a wide range of countermea-
sures to these threats are available, and many are already programmed.
Some adjustments to current resource allocation plans might well enhance
the robustness of future forces in the face of antiaccess challenges. But for
the most part, fairly straightforward improvements to the force—pur-
chasing more standoff weapons or better gear for countering chemical
weapons—or to theater infrastructures, such as hardening facilities at
more airbases, probably offer more leverage than wholesale changes in
force structure and operational concepts.

None of this should be taken to mean that complacency is appropri-
ate. The U.S. strategy for advancing its interests in the world is ambitious
and will continue to place great demands on the Nation’s military forces.
Continued and, indeed, accelerated modernization of the Air Force is es-
sential, focused on the challenges outlined in this chapter. As individual
programs and initiatives are implemented, the broad outlines of the Air
Force of the 21% century will emerge. The most likely trends over the com-
ing two decades can be foreseen now. First, combat aircraft that lack sharply
reduced signatures (stealth) will begin to disappear from the inventory, at
least from that portion of the inventory intended to operate in or near air-
space controlled by the enemy. Second, sensors will increasingly be borne
by satellites and UAVs rather than manned aircraft. Satellites are especially
attractive as platforms for sensors, such as radars, that emit signals, because
it is difficult to hide these from enemy sensors. Stealthy, long-enduring
UAVs may be best suited to carrying passive sensors, such as visual and in-
frared cameras. Survivability might also be achieved by proliferating sen-
sors on large numbers of very small and inexpensive expendable UAVs.

Third, high-performance fighter aircraft will continue to play essential
roles in air combat operations, but their roles will focus increasingly on en-
abling attacks by other means. Fighters operating from hardened forward
bases will be responsible for defeating enemy air attacks and air defenses and
for “blinding” the enemy by destroying airborne and possible space-based
sensor platforms. Fourth, heavy bombers, based at some remove from the
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theater of conflict, will carry a growing share of the strike role. When con-
fronting enemy forces that are reasonably well equipped and trained, U.S.
forces will increasingly rely on long-range standoff weapons to attack most
fixed targets; guided direct-attack and shorter-range standoff munitions will
continue to bear the burden against fielded forces and other mobile targets.
Fifth, aircraft equipped with high-powered electronic jammers will operate
from distant bases and loiter outside the range of enemy SAMs. Finally,
command and control and supporting analytical and staff functions will be
provided by personnel located both within and outside of the theater, work-
ing from distributed “virtual facilities” connected by broadband secure
communications.

Of course, realizing these trends will take time, talent, and money,
three factors essential to any transformation. If the requisite resources are
not forthcoming to pursue concepts relevant to the full range of challenges
looming in the future, innumerable painful trades will be necessary, in-
evitably delaying the availability of some important capabilities and threat-
ening the long-term health of the institution. How might the Air Force
adapt to prolonged and severe budget shortfalls? The institution’s strong
inclination will be to make future warfighting capability its top priority.
Today, this means primarily modernizing fighter platforms, at least in terms
of budgetary demands. With F-15s approaching 30 years of age, invest-
ments in new fighters cannot be further postponed. The threat posed by
today’s air defenses is reason enough to buy stealthy aircraft. When one
considers that the next generation of fighters, like this one, will be in the in-
ventory for many decades, it makes no sense to buy nonstealthy ones.

Without sizable and sustained increases in budget authority, how-
ever, the Air Force will have to maintain dangerously low levels of spend-
ing on a range of readiness accounts in order to free the funds needed to
begin modernizing its fighter forces and other critical capabilities. It will
also have to stretch out or forego investments in a number of promising
areas, such as advanced airborne and space-based sensors, standoff and
guided munitions, upgrades to avionics and data links, and airborne jam-
mers that, individually and collectively, could greatly increase operational
capabilities. Even at that, the rate of procurement of new fighter aircraft
will lag far behind the 200 aircraft or so per year needed to begin reducing
the average age of the current fleet.

There was a time when the Air Force showed a willingness to sacri-
fice force structure if required to finance essential modernization. How-
ever, that was before the peacetime operations tempo of much of the Air
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Force was kept close to its sustainable maximum in the 1990s."7 With the
prospect of continued high demand for deployments of USAF combat and
support units abroad in peacetime, cutting personnel from deployable
units or eliminating entire units could place unacceptable burdens on
those that remain, with consequent losses of trained personnel.

Treatises on “transformation,” extensive operations research and
analysis, and related musings by defense intellectuals sometimes can ob-
scure rather than illuminate the art and science of conducting and prepar-
ing for military operations. The heart of the matter is not very compli-
cated. What commanders want most is the ability to strike enemy forces
and infrastructure where they want and when they want, without allowing
the enemy to strike their forces or their nation in return. Dominant air
forces today offer a means for doing just that under many circumstances.
Modern military aircraft, in conjunction with support from space-based
assets, can deploy rapidly over long distances, protect rear areas against air
attacks, provide the primary means for observing enemy activities, and
conduct precise and effective attacks against a wide range of assets valued
by enemy leaders and commanders, all while minimizing the exposure of
friendly personnel to enemy fires.

For these reasons, the viability of future U.S. strategy for power pro-
jection will remain closely tied to the ability of the Air Force, and the air
arms of other services, to innovate. The degree to which the Air Force is
able to field new capabilities appropriate to emerging threats will have more
to do with the overall level of resources available to it than with develop-
ments in any particular areas of technology. The basic elements of new op-
erational concepts relevant to many of the needs of future commanders are
already in place or are close to being demonstrated. What is needed is a
commitment to sustained investments in the hardware, people, training,
and support assets needed to make these new capabilities a reality. Absent
such resources, some stark choices will be unavoidable, and the Nation may
find itself short of critically important capabilities in future conflicts.

Notes

! Of course, there are limits in the extent to which superior quality can offset numerical infe-
riority. Lanchester suggests that under many circumstances, the capability of a force can be expressed
by the equation B?b, where B is the number of weapons or units available and b is an expression of
their quality relative to an opponent’s forces. Because the variable for quantity is squared, a force that
is outnumbered 2 to 1 must have 4 times the quality of its opponent in order to be equal in capabil-
ity. A force outnumbered 4 to 1 must be 16 times better in quality. This “Lanchester square equation”
is a formal statement of what most commanders know instinctively, namely, that “quantity has a qual-
ity all its own.”
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2 The pilots of the two U.S. aircraft that were shot down over Yugoslavia were rescued by U.S.
combat search and rescue operations. Thus, the fatality/capture rate was zero.

3 Air attacks on infrastructure targets can sometimes prompt a temporary rise in support for
enemy leaders as people “rally round the flag,” but air attacks that are sustained, intense, accurate, and
one-sided can be devastatingly effective in reducing enemy morale. See Stephen T. Hosmer, Psycholog-
ical Effects of U.S. Air Operations in Four Wars, 1946-1991, MR-576—AF (Santa Monica, CA: RAND,
1996).

* These levels of effectiveness apply to interdiction of armored units that are moving but not
in contact with other ground forces. When friendly and enemy ground forces are in close proximity,
concerns about fratricide constrain weapons, tactics, and rules of engagement in ways that can reduce
the effectiveness of air attacks.

> To have 90 percent confidence of dropping a bridge span took, in 1944, 240 tons of bombs
(B-17 with unguided bombs); in 1965, 200 tons (F4-D with unguided bombs); in 1972, 12.5 tons
(F4-D with precision guided munitions [PGMs]); and in 1990, just 4 tons of PGMs (F-117). See Ben-
jamin S. Lambeth, The Transformation of American Airpower (Ithaca, NY: Cornell University Press,
2000),160; and C.R. Anderegg, Sierra Hotel: Flying Air Force Fighters in the Decade after Vietnam
(Washington, DC: U.S. Air Force, 2001),122-124.

¢ For example, an estimated 40 percent of the Iraqi soldiers in the Kuwait theater of operations
deserted prior to the coalition’s ground attack in late February 1991. Many of those who remained of-
fered only token resistance once the ground invasion began, as evinced by the surrender of more than
85,000 additional Iraqi officers and enlisted men during the 100-hour ground operation. Less than 20
percent of Iraqi tanks and 10 percent of their armored personnel carriers showed evidence of attempts
to resist during the ground attack. See Hosmer, 152-170.

7 For an analysis of the factors bearing on the outcome of Operation Allied Force, see Stephen
T. Hosmer, Why Milosevic Decided to Settle When He Did, MR-1351-AF (Santa Monica, CA: RAND,
2001). See also Benjamin S. Lambeth, NATO’s Air War for Kosovo: A Strategic and Operational Assess-
ment (Santa Monica, CA: RAND, forthcoming).

8 Centered on a set of instrumental ranges outside of Nellis Air Force Base, Nevada, Red Flag
exposes aircrews to a realistic simulated combat environment. Units are required to conduct air de-
fense, sweep, defense suppression, interdiction, strategic attack, and other combat missions in the pres-
ence of air-to-air and surface-to-air defenses much like those they would encounter in a conflict in-
volving a capable regional adversary. All missions are “scored” and critiqued daily.

9 See America’s Air Force, Vision 2020, U.S. Air Force (undated), available at <www.af.mil/
vision>.

10 Beyond addressing the ballistic missile threat, the airborne laser will provide an operational
testbed for other potential applications of directed energy, perhaps to include defense against surface-
to-air missiles, air-to-air missiles, and other aircraft. It might even prove useful in the antisatellite role.

I Combat-coded aircraft are those in operational fighter or bomber units. These do not in-
clude aircraft in training units or in long-term maintenance status.

12 The terms long range and short range are, of course, relative. With help from the large USAF
fleet of aerial refueling aircraft, fighter aircraft can operate routinely from bases 1,000 miles or more
from their targets, as was demonstrated by the F-117 in Operation Desert Storm and the F-15E in Op-
eration Allied Force.

13 See John Stillion and David T. Orletsky, Airbase Vulnerability to Conventional Cruise-Missile
and Ballistic-Missile Attacks (Santa Monica, CA: RAND, 1999).

!4 This project is called the low-cost autonomous attack system.

1> Some Predator UAVs have been modified to carry and deliver Hellfire guided missiles. The
Predator/Hellfire combination has been reportedly used successfully in Afghanistan.

16 For example, it has been estimated that a constellation of SAR/MTTI satellites capable of reli-
ably tracking individual vehicles would have to consist of between 40 and 100 satellites, at $300 million
to $500 million per satellite (including launch costs).
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17 For an assessment of the implications of ongoing deployments for USAF operations tempo
and individual personnel, and the effects of potential force structure reductions on both, see David E.
Thaler and Daniel M. Norton, Air Force Operations Overseas in Peacetime: Optempo and Force Structure
Implications, DB—237—AF (Santa Monica, CA: RAND, 1998).
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Chapter 7

Integrating Transformation
Programs

Paul K. Davis

his chapter describes an approach to transforming the Armed

Forces that attempts to bridge the gap between high-level expres-

sions of policy and the management of transformation through
programs and other initiatives. I do not discuss specific activities because
those are reviewed elsewhere in this volume. Instead, the focus is on prin-
ciples for transformation that take into account the progress already made,
the new Quadrennial Defense Review (QDR), and the events of Septem-
ber 11." The principles are based on historical transformations in military
affairs and the business world and draw from my own earlier work. The
structure of the chapter is as follows. First, I describe a two-era framework
for discussing transformation. I then review lessons from past transfor-
mations, suggest principles, and ask related questions about current chal-
lenges. Next, I suggest a strategy for managing transformation that is mo-
tivated by these principles. The suggestions may prove useful in assessing
and integrating transformation plans as they develop.

A Model and Terminology for Thinking about
Transformation

It is helpful to distinguish between two roughly defined eras when
discussing transformation. As shown in figure 7-1, Era A is the near- to
mid-term and Era B is the longer term. Somewhat arbitrarily, the figure
suggests a 30-year transition from about 1995 (just before concerns about
“asymmetric strategies” began to emerge) to 2025. As indicated by shading,
the seriousness of various “new dangers” will continue to increase through-
out the 30 years. They are already with us, but they will grow substantially.

Author’s Note: This paper draws on Paul K. Davis, “Analytic Architecture for Capabilities-Based Plan-
ning, Mission-System Analysis, and Transformation” (MR-1513-OSD) (Santa Monica, CA: RAND,
forthcoming) and unpublished work on transformation developed under the RAND program of In-
ternal Research and Development.
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Figure 7—-1. Planning Eras and the Buildup of New Dangers

Buildup of new dangers,

Era A Era B including enemies with

(Near- to mid-term) (Long-term) /’ missiles, mass-casualty
weapons, reconnaissance
and surveillance, short-
warning tactics and other
"asymmetric strategies,"
and both terrorist and
national threats to the

1 I I homeland
2001
1995 2005 2015 2025

Preparing for them will require more than incremental modernization; it
will indeed require transformation.?

Distinguishing between the two eras is useful because they require
different instruments of control, as indicated in table 7-1. By and large,
an Era A (near- to mid-term) transformation can be guided by a rela-
tively well defined concept of where one is going, why, and how. It can be
“managed,” with clear assignment of responsibilities, authorities, and
timelines. In contrast, tight management for Era B transformation
would be counterproductive. What is needed is more diffuse and tenta-
tive, with exploratory experiments, rather than rigorous tests of the sort
found in development programs.

Table 7-1 also makes the point that mainstream organizations within
the services should play primary roles in Era A, whereas we might expect
the same organizations to short-change or be actively hostile to many of
the activities being explored for Era B. This is organizationally natural.

Although the Era A/Era B distinction is useful, it is only an approxi-
mation. For one thing, there is no end point. Figure 7-1 might apply
equally well in the future if we merely slide the time scale to the right. Fur-
ther, Eras A and B are connected in that success in Era B depends on lay-
ing the groundwork in Era A.

Because the term transformation makes no distinctions between eras,
table 7-1 also introduces some additional terms. Era A transformation can
reasonably be regarded as pragmatic reengineering, which can be defined as
the fundamental rethinking and redesign of an organization’s building
block units and processes to achieve dramatic improvements in the ability
to accomplish the organization’s missions, including new ones. A distin-
guishing feature is that it is accomplished through relatively “managed”
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Table 7-1. Differences between Planning for Era A and Era B

Planning for Era A and the Start of Era B

Planning for the Long Term in Era B

Though surprises are likely, pragmatic

reengineering is possible:

= Outcomes and outputs can be reasonably
visualized

m Operational challenges can be posed and
decomposed

= Responsibilities can be assigned and suc-
cess assessed

= Valuable mid-term measures can set the
stage for the longer term

= Mainstream organizations can and should
make them work

Pragmatic reengineering may be:

m either highly designed (system-engineering
character) or accomplished with iterative
experimentation, operational analysis, and
spiral development

comprehensive or focused on a small sub-
set of the total force (with expansion pos-
sible if warranted)

The nature of long-term changes is such

that exploratory experiments are

necessary:

m Fresh, out-of-the-box thinking is essential

= Much “discovery” is needed

= Outcomes are at best dimly understood

= Highly structured management is counter-
productive

= Major surprises and changes of technology
and concept are likely

= Mainstream organizations are likely to ac-
tively oppose the changes

Work now on Era-B transformation

should include:

= Relatively wide open research and devel-
opment

= Some rather well defined long-lead-time
development

= Some early “spiral prototyping,” perhaps in
rapid-exploration laboratories with forces
set aside for experimentation

Source: Table adapted from Paul K. Davis, “Transforming U.S. Forces,” in Frank Carlucci, Robert Hunter, and Zalmay Khalilzad, eds., Taking
Charge: A Bipartisan Report to the President Elect on Foreign Policy and National Security (Santa Monica, CA: RAND, 2001).

processes undertaken with a relatively strong sense of what is needed and
how to get there, and on a relatively fast time scale. This definition does
not require reengineering to be massively disruptive.

Pragmatic reengineering highlights the concept of building blocks
(modular design) because a major goal is that future forces will be flexible,
adaptive, and robust in the world in which they must operate. This implies
a building-block approach to operations. Success then depends on the
suitability of the building blocks and the organization’s prowess in quickly
assembling and controlling their integrated application to missions.

Usual discussions of reengineering tend to emphasize studies, detailed
design, and testing. Indeed, reengineering often has a system engineering as-
pect. However, it may also occur in a very different way: more as the result
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Figure 7-2. A Spectrum of Approaches to Reengineering

Relative
emphasis

Emphasis on discovery Emphasis on system
and experimentation engineering

Often, a key region of work

Decision, action, Rapid design, Studies, design, mature Studies, design,
"just do it" exploratory prototyping prototyping implementation
(loose spirals) (tight spirals)

of experimentation and iteration than of precise design. This is significant
because organizations should be conscious of alternatives. Figure 7-2 char-
acterizes the spectrum of possibilities schematically (along the x-axis). The
two curves illustrate alternative approaches of mixed character.

Many reengineering efforts have been the result of determined indi-
viduals and teams who decide to “just do it” (emphasis on the left side of
figure 7-2), which includes recognizing fundamental problems, identify-
ing principles, having general notions of how to proceed, and proceeding
without niceties such as studies. Sometimes such an approach is effective,
in part because it harnesses the enthusiasm of problemsolving operators
and in part because, as a matter of course, errors are discovered and
changes of direction made without much agonizing. This avoids the pit-
falls of studies, which can take on a life of their own and drag the process
of change out interminably, resulting in too little, too late. U.S. business
schools encourage the aggressive just-do-it approach, which is often said
to be part of what the world sees as American pragmatism. By and large,
this is also the approach of impatient and effective military leaders. Often,
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such just-do-it folks welcome new technology but see engineering as mere
technician work to be done by industry.

Unfortunately, the just-do-it approach can sometimes be disastrous.
If the needed reengineering involves large, complex systems that are to
operate quickly together, the approach should have a strong system-engi-
neering flavor. When major banks, for example, have muddled system en-
gineering, their transitions to electronic operations have failed, and they
have lost billions. One might expect the same need for high-quality sys-
tem engineering when attempting to develop a capability for joint mili-
tary operations comparable to Desert Storm or Panama in effectiveness
that could be brought to bear within days, rather than months. Further,
one would expect system engineering to be crucial in development of sys-
tems of systems.? In such cases, it is crucial to have top-notch system ar-
chitects at the core of decisionmaking. Admiral Hyman G. Rickover’s nu-
clear submarine program comes to mind.

The two curves in figure 7-2 represent two broadly different ap-
proaches, but neither is extreme. As indicated by the shaded region, it is
usually wise to include thinking and serious initial design even in just-
do-it work and rapid prototyping; “rapid” need not mean “mindless.”
Similarly, even work characterized by meticulous studies and design
should plan for mature prototyping (prototypes expected to be almost
right) and iteration. The result in either case can be called spiral devel-
opment, but the first involves a more explorational spiraling, whereas the
second starts with a mature design and then refines it iteratively.*

Fortunately, the United States is good at both approaches. We may be
known for American pragmatism, but we also boast the world’s finest ca-
pabilities for designing and implementing large and complex systems. The
question for the Department of Defense (DOD) is which style should
apply to specific aspects of transformation.

Having defined a framework for discussing transformation, let me
turn to lessons about past transformations. These tend to corroborate and
add to suggestions for transformation that have been made over the last
several years.” They are drawn from a set of unpublished RAND papers
developed as background in recent projects for U.S. Joint Forces Com-
mand (U.S. JFCOM) and the Office of the Secretary of Defense.®

Learning from Business Experience

In a recent manuscript, Paul Bracken reviews lessons learned in the
last decade about the connections between information technology and
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reengineering in the business world.” Instead of repeating the claims made
a decade ago in the heyday of reengineering and transformation, which
was then associated with radical restructuring, Bracken begins by noting
that many efforts undertaken according to those faddish concepts have
failed. He then discusses current business-theory understanding of how to
view reengineering and how to accomplish it through deft exploitation of
information technology (IT). Bracken’s analysis supports the view that
DOD should see the reengineering component of transformation more as
a vigorous and interactive evolution than as an epochal revolution.
Bracken’s discussion in no way encourages incrementalism, but the most
effective strategy for bringing about major changes appears to be one in
which technology and operational concepts associated with information
technology are disseminated and nurtured, and in which challenges are es-
tablished to which organizations respond in ways that they themselves dis-
cover, rather than having solutions imposed from a central office at the
top. This lesson should ring true to military officers who believe in dis-
tributed problemsolving.®

Bracken also provides a framework within which to recognize that,
in addressing challenges of information and uncertainty, organizations at-
tempting to apply IT solutions have alternatives of which they may be un-
aware.’ One approach seeks to reduce the requirement for information by
providing enough resources so that the organization has slack with which
to deal with uncertainty or by creation of self-contained tasks that require
little information from outside the unit conducting the task. The other ap-
proach focuses on improving the organization’s ability to process ever-in-
creasing quantities of information. It may emphasize vertical integration,
horizontal integration, or a combination of the two. Organizations need to
be conscious of the choices and tradeoffs, lest they chase expensive fads.

One example of this problem is the common tendency in discussions
of command and control to focus unduly on technology issues, such as
bandwidth, rather than development of the “commander concepts” that
are often critical in wars.!

Learning from Military Experience

Brett Steele has offered a fresh look at some of the military reengi-
neerings attempted during the interwar period, drawing on experiences
in Italy, France, Germany, Britain, the Soviet Union, Japan, and the
United States.!! Even familiar episodes, such as the development of Ger-
man blitzkrieg, offer new insights when viewed through the lens of
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reengineering. Steele describes cases in which nations adopted new tech-
nology but did not really reengineer; nations adopted new technology
and reengineered, but bet on the wrong vision; and nations reengineered
successfully. Some of his examples represented attempts at planned trans-
formation using within-reach technology, whereas others reveal a mix of
the carefully planned approach and the experiment-driven emergent-dis-
covery approach.?

A point that emerges from Steele’s review was that the French, who
are typically characterized as developing a simple-minded Maginot Line,
had in fact studied the lessons from World War I intensively and ap-
proached their military planning with diligence and prowess. They ac-
complished a reengineering, but they got things wrong. The Maginot Line
was fine, so far as it went, but the French concluded that the offense would,
in the future, be accomplished “deliberately,” with firepower amassed for
incremental advances. There was no concept of fast large-scale maneuver,
which had seemed to them discredited by World War I. As for defense, they
recognized that they had an exposed flank that the Maginot Line could not
cover, but they were dilatory in developing maneuver forces to provide
that coverage. More generally, the French focus on the Maginot Line ex-
hausted much of the available attention, energy, and funding.

The British, during the interwar period, were world leaders in study-
ing and experimenting with tank warfare. Their work was enormously in-
fluential. However, much of this came to naught for Britain itself because
traditional army thinking prevailed and limited the work’s impact. In-
deed, the top leaders of the British military establishment actively sup-
pressed dissent once they had tilted toward the view that tanks were
merely support for infantry. Despite their groundbreaking experiments,
the British were ill-prepared for the kind of armored warfare that World
War II entailed.

The United States was also woefully unprepared for World War II in
many respects; along with most nations, it misunderstood the role of ar-
mored units. However, it learned, adapted, and could point to many de-
velopments by the end of the war. The Department of the Navy, for ex-
ample, had not planned to have aircraft carrier battlegroups emerge
supreme, but it had laid the groundwork, and it was wise enough—after
Pearl Harbor—to recognize that the carriers that had been seen officially
as support forces were now the appropriate core. The Marine Corps also
had something of which to be proud. It had developed and honed the
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concepts and capabilities for amphibious landing operations long before
they were needed.

Conventional wisdom holds that the Germans got things right,
notably blitzkrieg and the use of tanks. Ironically, one can argue that the
Germans got things precisely wrong; they focused all of their planning
around what were intended to be rapid and decisive operations but did not
prepare for what eventually transpired—a long, hard war of attrition won by
dint of numbers, industrial production, and broad, deliberate offensives.
Germany’s loss, then, was not merely a matter of bad luck and overexten-
sion, but of profound strategic error. In contrast, the Soviet Union—despite
suffering an initial catastrophe—was prepared conceptually and doctrinally
to mobilize for and fight a long war. It mobilized and supported a huge
army, which it then employed with great strategic and operational-level skill
to doom Hitler’s ambitions. The success of Soviet reengineering was made
possible by the work of Marshal Mikhail Tukhachevsky, before Stalin exe-
cuted him in one of his many paranoid rages.

One lesson to draw from these and other examples should probably
be one of humility: serious nations working diligently and in ways that
they regarded as scientific made profound mistakes during the interwar
period. Is the United States so much smarter today? Or will we focus our
transformation efforts on a vision of war that satisfies American predilec-
tions but proves wrong?

Other lessons from successful military transformations have been
drawn by Richard Hundley, who focuses on processes that I associate
with longer-term (Era B) work.?® For this longer term, everything is even
more uncertain than over the near term. Indeed, some of the integrated
technologies that will be important in 20 years do not yet exist, much less
the concepts for how to use them militarily. The premium, then, is on
discovery-oriented research and development influenced by military
professionals. Drawing on the experience of the Navy during the 1920s
and 1930s, Hundley suggests an approach to joint transformation that
would partner U.S. JFECOM with the Defense Advanced Research Pro-
jects Agency and centers of expertise. Such a partnership could serve as
a halfway house in which technology developments are drawn upon by
military innovators who have new operational concepts but need exper-
iments and prototypes. This would not be about big-event demonstra-
tion-type experimentation, but rather a period of continuous discovery
and of trying ideas out. Rough analogues might be the famous Skunk
Works that produced the U-2, SR—71 Blackbird, and stealth aircraft.!*
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However, some of the most important future developments are likely to
involve not platforms but instead networked command and control and
systems of systems.

Principles for Transformation

From these historical lessons and the earlier work cited above, it is
possible to sketch a theory of how transformation should be pursued—or,
at least, to identify 10 important principles in 5 groups relating to tech-
nology, strategy, military art and science, the political front, and a strategy
for management.

Keeping Up with Technology

1. Exploit fully the fruits of technological development. With weak en-
emies, this is a matter of opportunity; with more capable competition, it
is a necessity.

2. When attempting to exploit information technology, pay close atten-
tion to the variety of strategies available. Some strategies involve reducing
dependence on information, while some focus on improving information
flow by emphasizing vertical integration, horizontal integration, or both.

Strategic Foresight

3. Strategic anticipation is crucial. One needs a broadly correct vision
of the future of warfare; even better is to have a multifaceted vision that
does not bet unduly on a particular type of war.

Military Art and Science

4. Get the new theory right. It is important to understand the issues,
systems, and phenomena correctly—not only in special cases but also
more generally.’> Consistent with that, the issues must be pursued deeply
with a combination of rigorous experimentation and theory and with
continuing debate rather than rigid adherence to particular concepts.

The Political Front

5. Obtain sustained economic and political support. The latter is at
least as important as the former.

Strategy for Management

6. Pursue organizational and operational concepts that are consistent
with deeply rooted cultural characteristics, or else take extraordinary efforts
to overcome them. An example of the first was the mission-order emphasis
within the German officer corps; an example of the second was the U.S.
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Navy creation of a special branch to develop nuclear submarines and as-
sociated doctrine.

7. Organize requirements around outputs (that is, capability to accom-
plish important military operations), rather than inputs or open-ended func-
tions, such as “strengthening logistics” or “improving communications.” As
part of this, plan forces for flexibility, adaptiveness, and robustness; this re-
quires new capabilities-based frameworks for analysis and metrics.!”

8. When all is said and done, get the new building blocks right. Ulti-
mately, an organization’s building blocks are what dictate flexibility.

9. Guide even some aspects of long-term development with concrete
military challenges and an operational context. This principle is discussed in
detail below.

10. Despite efforts to get things right, plan and lay the groundwork for
later adaptations. Even the best-laid programs and best-conceived capabil-
ities will turn out to be not quite what is needed. Changes will be neces-
sary. This occurred, for example, in the early days of what came to be car-
rier aviation and amphibious operations.

Many organizations have reengineered themselves successfully with-
out meeting all of these criteria, but near-twins have failed through what
might reasonably be seen as the roll of the dice. If DOD is more risk-averse
than the world of business entrepreneurs, it might do well to consider
these 10 principles as necessary conditions.

Applying the Principles in the Current Era

The 10 principles suggest issues and questions for today, some of
which are summarized in table 7-2. For brevity, I comment here on just
some of the principles, starting with principle 3.

Strategic Anticipation (Principle 3)

The U.S. military has chosen a concept-driven approach to transfor-
mation.’® Doing so has many advantages. This choice has a potential
shortcoming, however: attention and enthusiasm may be so focused
on one or a few concepts that the foundation is not laid for eventual
needed capabilities. The issues here relate both to concepts of future war
and concepts of operations in those future wars. Reinforcing the point is
the fact that we can see multiple trends. Consider that:

= Some adversaries in major theater wars will be able to use even sec-
ond- or third-rate versions of modern technology effectively against
current U.S. operations; examples include mines that are difficult to
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Table 7-2. Illustrative Questions and Concerns Raised by the List of

Principles

Principle

Issues and Comments

1. Commit to exploiting technological
opportunity

Are the commitments currently there for
initiatives such as network-centric warfare,
and will they be sustained?

2. Choose the right strategy for applying
information technology

Is the enthusiasm for information superiority

and related technology leading to information
glut? Should planning also focus on reducing
information needs?

3. Strategic anticipation: plan for the right
war(s)

Has transformation planning focused unduly
on a particular class of war and class
of operation?

4. Understand the phenomenology of
relevant wars

Are the experiment programs of U.S. JFCOM
and the services designed to create a
definitive knowledge base?

5. Build the base for sustained political and
economic support

Are influential service leaders buying in?
Is Congress being informed and persuaded?

6. Choose approaches that fit with existing
organizational cultures or take extraordinary
measures to overcome resistance

What changes need to be made to fix
problems in item 4, which reflect the
antipathy in much of U.S. military culture to
the “science” part of “art and science"?

7. For near- to mid-term initiatives, focus on
outputs, notably capabilities to accomplish
key operational missions in conflict

How does this relate to Quadrennial Defense
Review operational goals for and pillars
of transformation?

8. Get the new mix of building blocks right

What changes in guidance and process are
necessary for these matters to be discussed
cogently in DOD Program, Planning, and
Budgeting System? In this context, how do
the global grid and other aspects of
command and control fit in?

9. For the longer term, develop special
mechanisms to connect the worlds of military
operators, technologists, and analysts

How does this relate to other initiatives
undertaken over the years to speed up the
research and development process? What,
more specifically, would be useful now?

10. Plan and lay groundwork for adaptations
later

Can laying the groundwork for strategic
adaptation and iteration of capabilities be an
explicit part of defense planning?
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detect and precision-area weapons that would preclude prolonged
massing within enemy range.

m Other “modern wars” will be characterized by the special dangers
and omnipresent constraints encountered in Kosovo."

m Some terrorist operations will involve enemies willing to commit
suicide and to cause massive civilian casualties.

= China is inexorably rising as a major regional power and will have
at least some interests that conflict with those of the United States,
most notably regarding Taiwan, but also broader issues of regional
influence.

m The U.S. homeland is now a target rather than a sanctuary.

This is not a complete list. Other entries, for example, might express
concerns about drug wars and other causes of instability in the Western
hemisphere, or about space becoming a theater of conflict.

It follows that many types of military operations will be important
in the future, but the capabilities to accomplish them may not come along
naturally if the military is overfocusing on a particular notion of war or
particular operational concepts. Capabilities that might not come along
without DOD intervention include those for the types of rapidly planned
and executed dispersed, parallel, and quintessentially joint operations
discussed in the Joint Vision documents.? They also include prompt anti-
terrorist operations going beyond precision strikes and special operations
forces. The prospect of inserting sizable ground forces deep into other
countries without a good logistical base is always sobering, but that might
happen in pursuing terrorists or in a war with Iraq. Even more unnatural
but important to consider in the face of historical experience are capabili-
ties such as those for fighting our way back onto the Arabian Peninsula or
Korea after an initial debacle. Such possibilities have seldom been high-
lighted in the service or U.S. JFECOM experiment programs, nor even in
strategy studies with a futures component.?! Fortunately, the philosophy of
capabilities-based planning, which is emphasized in QDR 2001, is consis-
tent with broadening the scope of work.?? I return to this in the last section.

Military Art and Science (Principle 4)

Although there are many examples of fine military programs seeking
to understand definitively one or another subject, there is no broad and
systematic DOD effort to develop a definitive understanding of future
warfare phenomenology as called for in principle 4, much less to develop
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the relevant theory and represent it intelligibly in models.?* This has not
always been so severe a problem.?

The causes of difficulty here are multiple. First, it is easier and ar-
guably more natural to do experiments that are “merely illustrative” than
to do something more comprehensive. Second, the U.S. military culture
tends not to value definitive knowledge as much as it might. Indeed, “the-
ory” often has the connotation of “unreal.” Further, military models and
simulations—which are a major de facto knowledge base—typically have
the character of bottom-up procedural computer programs. They are not
known for reflecting sound theories, clarifying issues, or facilitating adap-
tiveness in planning. Yet another cause appears to be a shortage at high
levels of training in “system thinking,” including the system engineering
discussed earlier.?> Finally, the experiment programs that are commis-
sioned tend (some would say inexorably) to become “can’t-fail” demon-
stration programs.

Strategy for Management (Principles 6-10)

Principle 6 calls for either a match between initiatives and organiza-
tional culture or else extraordinary measures to overcome resistance.
When the Navy created nuclear-powered ballistic missile submarines,
doing so required creating a new culture. This would probably not have
happened without DOD insistence, but—once given the assignment—the
Navy proceeded with imagination and determination under the legendary
Admiral Rickover. Many other examples can be found. The principle has
special significance today when the Secretary of Defense wants to pursue
capabilities-based planning but is saddled with organizations and
processes that have evolved in ways antithetical to that style. Serious cul-
tural changes are necessary.

I make relatively detailed recommendations about principle 7 (or-
ganize requirements around outputs) and principle 8 (get the building
blocks right) in the next section, but the main issue is how to create an an-
alytical architecture that assures good options are generated and that a ra-
tional process of analysis and comparison assists choice under massive un-
certainty and economic constraints. If this sounds like capabilities-based
planning;, it is.

Principle 9 deals with the long-term component of transformation.
Here the first question one might ask is, “What is broken?” Many observers
believe that the DOD research and development (R&D) process has come
to have several problems. First, the constant pressure to reduce costs has
diminished the number of new ideas that are taken far enough to really
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taste and feel the possibilities. This sometimes requires at least prototypes,
rather than rough conceptual studies. Second, it is notoriously difficult to
move ideas from the early phases of research into development and noto-
riously difficult to move even very promising concepts through the entire
acquisition system. One reason cited over the years is the lack of sufficient
operator involvement. After all, it is the warfighters who ultimately head
their military services and determine what developments go forward. Un-
less their imaginations have been captured, potentially good ideas can
wither on the vine. Some examples of systems that have taken too long to
acquire are laser-guided weapons, unmanned aerial vehicles, and aerial
surveillance platforms with moving-target radar capability.

Planning for strategic adaptation (principle 10) sounds like a cliché,
but it can be made concrete if DOD adjusts its planning framework and
processes to make such matters explicit. The planning process often ap-
pears to embrace the myth that decisions are good forever. Much is made,
for example, about a decision to buy a certain number of new aircraft, even
though history tells us that the ultimate buy will likely be smaller or larger,
depending on how the world develops. Making explicit the potential for
such adaptations might improve the quality of programs by avoiding in-
appropriate optimizations based on faulty assumptions. More important
strategically is the value of creating hedges against possible international
developments. Most such developments, even those that appear at the
time as shocks, can be anticipated. Their probability cannot usefully be es-
timated, but their nature can be.2

Moving from Principles to Recommendations

Given this background, how might we move from principles to ac-
tion? I next describe an approach that is intended to connect DOD plan-
ning efforts with the concepts and constructs of operations planning. As
noted earlier, the focus should be on outputs. The ultimate outputs of ca-
pabilities-based planning are the capabilities of the U.S. Armed Forces to
conduct important military operations: campaigns and their components
as directed by a commander in chief (CINC) or Joint Task Force com-
mander. Ultimately, it does not count for much that the United States has
superb military space systems if it cannot use its projection forces effec-
tively. Nor will it count for much that the United States has invested mas-
sively in information technology if the projection forces cannot conduct
the important missions assigned to them. This is the difference between
an input view and an output view. By focusing on output in the form of
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ability to conduct key operations (for example, to intervene to stop ethnic
cleansing and preclude invasion), we automatically see issues as system
problems. Functional capabilities, such as those for logistics and com-
mand, control, communications, computers, intelligence, surveillance,
and reconnaissance, all appear as subordinate requirements because the
mission cannot be accomplished without them.

Operational Challenges

A key element of the approach is to identify an appropriate set of op-
erational challenges for DOD to use as a focus. These operational chal-
lenges should:?

m correspond to military missions at the operational level of warfare,

which is where national objectives and broad military strategy must

be translated into war plans.

be limited to particularly important future operations, the capabil-

ity for which will not arise without DOD intervention.?

m as a set, cover all of the most important challenges of this type. As a
corollary, they should neither be, nor be perceived to be, tilted to-

ward a particular service.

encompass and highlight the goals for and pillars of transformation

identified in the most recent QDR.

m be such that developing the requisite capabilities will inevitably
cause the innovative use of technology, new concepts of operation,
and new organizational forms that are “in the right direction” for

the transformation desired. Consistent with this, they should en-
compass and highlight the specific operational goals identified in
QDR 2001.

The last item may seem strange. It assumes that a high-level concept
of the “right direction” precedes the problemsolving to develop specific ca-
pabilities. This is in fact precisely what I mean. There are times in history
when top leaders of an organization know what direction is appropriate—
based on a combination of trends and possibilities—even though not
everyone is yet convinced. Leadership then includes shoving the organiza-
tion in the right direction. Of course, if the leaders are wrong, that will be
a problem. Nonetheless, this is often an essential element of strategic lead-
ership. To put the matters differently, the operational challenges should be
chosen so as to force change along particular vectors.

A final consideration is that the operational challenges should be
manifestly appropriate, rather than faddish. Americans are notoriously
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Table 7-3. Proposed Set of Operational Challenges for Projection Forces

early halt of a classic armored invasion

quick destruction of critical mobile targets such as vehicles carrying missiles armed with mass-

casualty weapons

effective stop-the-killing intervention in a “next Bosnia”

m attack and destruction of mass-casualty weapons by inserting ground forces as well as conduct-
ing long-range strikes

attack and destruction of terrorist strongholds

early attacks or counteroffensives without massive buildup

counteroffensives after a major defeat and loss of territory, into the teeth of an enemy able and
willing to use mass-casualty weapons

fickle, and each new administration seeks opportunities to change names
and concepts and thus to put its stamp on things. However, DOD needs
objectives with legs—objectives in which officers, officials, scientists, and
engineers can invest precious years of their professional careers. Whims
have no place. A related matter is that creating the wrong subjects and cat-
egories can cause management problems for many years; it pays to start
with a good framework.

With this background, I offer in table 7-3 a set of proposed opera-
tional challenges against which to measure transformation proposals. It
addresses only projection-force issues.?’

For each such challenge, it is possible to decompose the problem (fig-
ure 7-3 gives a top-level view of the first operational challenge); identify
critical components; assign responsibilities, authorities, and resources; and
monitor progress. These components, then, connect the operational chal-
lenge to specific programs and other initiatives. Further, metrics for fol-
lowup work develop naturally from such an operational analysis.

Generating Options

One role of the Secretary of Defense is to establish requirements
(figure 7-4), including operational challenges. It is the role of the military
departments and the Joint Chiefs of Staff to develop solutions, although
sometimes the Secretary must weigh in personally. Secretary of Defense
Donald Rumsfeld has indicated his intention to ask for options from
which he will choose. Consistent with that, it should be part of transfor-
mation strategy for the Secretary to insist that the military departments
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Figure 7-3. Illustrative Components of an Operational Challenge
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develop alternative programs and related initiatives that address the op-
erational challenges effectively. One reason for doing so is to increase the
likelihood that the Secretary will be presented with options that represent
a range of views within the services about how to proceed. A traditional
role of the Office of the Secretary of Defense has been to champion ideas
generated by officers who are unable to convince their service leaders.
By demanding alternatives, the Secretary may bring further good ideas to
the surface.

The Secretary should also insist that the costs of the various optional
programs be calculated realistically. The idea of life-cycle costing goes back
40 years or more, but the discipline to enforce it has often been absent. If
the programs presented are amply budgeted, the economic imperative
for transformation will be visible, and the arguments for reengineering
(substituting capital for labor) will be stronger.’' Thus, an element of
transformation strategy should be to insist on candor in costing.

Support Issues

One important and subtle component of this issue involves sup-
port forces and infrastructure. The true capability of the total force can-
not be understood without understanding that elements of the forces are
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Figure 7—4. Secretary of Defense Role in the Program Process
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independently usable without gutting other elements of the force struc-

ture. Brigade-sized units are sometimes appropriate for small-scale con-
tingencies, but a deploying brigade must take with it more than its “fair
share” of division and corps support structure because of optimizations
made long ago during the Cold War. If the Army now wants to move to
a more brigade-focused posture, it will not have the capability suggested
by the number of brigades unless it pays the bill to provide the extra sup-
port structure that would make the brigades independent. The Air Force
has analogous issues.

Revising DOD Analytical Architecture

Given a set of operational challenges—and many other considera-
tions, such as maintaining worldwide presence and being prepared for
near-term wars against rogues or terrorist supporters—the Department of
Defense must evaluate alternative plans for force posture. Unfortunately,
the DOD approach to analysis has for some years been antithetical to ca-
pabilities-based planning. Defense needs a new architecture for defining
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Figure 7-5. Process of Mission-System Analysis
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and conducting analysis.’> Among the elements of that architecture should
be the paradigm of mission-system analysis (MSA), sketched in figure 7-5.

The first principle of MSA is to organize thinking around output as
discussed above. Doing so means organizing around mission capabilities.
Although one can refer to aircraft, ships, and tanks as “capabilities,” the
capabilities of most interest in defense planning are the capabilities to ac-
complish key missions (that is, to conduct successful operations such as
to defeat an armored invasion, achieve control of the seas in a region, de-
fend against a missile attack on the United States, or capture a terrorist
enclave, perhaps where weapons of mass destruction are hidden in
mountain caves). Having platforms, weapons, and infrastructure is not
enough. Of most importance is whether the missions could be confi-
dently accomplished in a wide range of operational circumstances. This is
a system problem.

Mission-system analysis has much in common with other methods,
such as strategies to tasks, the idea of mission capability packages,* or the
approach described in chapter 6 of the present volume. However, even
though the underlying philosophy is similar, the MSA character appears
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rather different in practice. Mission-system analysis construes the system
broadly; it emphasizes exploratory analysis under massive uncertainty;*
and it can handle soft issues such as effects-based operations, analysis of
which requires qualitative modeling (including cognitive modeling).*

Overall, the purpose of mission-system analysis is to achieve flexible,
adaptive, and robust capabilities for the missions at issue. This means no-
excuse, real-world capabilities, not just paper capabilities. Suppose that we
want to develop requirements and capabilities for a particular mission (left
side of figure 7-5). We consider a variety of capability-set options (top).
For each option, we assess strengths and weaknesses across a wide range of
operating conditions or scenario space, where “scenario” includes not only
the political-military setting but also all of the key assumptions, such as
warning times; force sizes; coalitions; enemy strategies (such as short
warning or antiaccess strategies); and effectiveness. This concept of ex-
ploratory analysis across a scenario space enables planning for adaptive-
ness, flexibility, and robustness.>

Revising the analytical architecture also means addressing models.
Unfortunately, models and simulation have distinct limitations when as-
sessing some of the most important operations being considered for fu-
ture warfare. These limitations will not go away with mere tweaks to cur-
rent models or with the emergence of the Joint Warfare System.?” What is
needed is a modern family of models and games, with varied resolution
and perspective. Part of this would be a capability for a rigorous version of
war gaming that would provide the Secretary of Defense and Chairman of
the Joint Chiefs of Staff with analytically structured assessments of capa-
bility by professional officers who “think joint” and act in behalf of future
CINCs when war gaming. This capability could, for example, reside in the
Joint Staff, Joint Forces Command, or some combination of one of these
and federally funded research and development centers, which would pro-
vide structuring, continuity, and followup. Such war gaming is not new,
but much more could be accomplished analytically to structure gaming
and to refine and extrapolate its results.

Monitoring Progress and Sustaining Pressure

It is one thing to do special transformation studies and to get ideas into
the program; it is another to assure their sustained nourishment. Institu-
tionalizing mission-system analysis and related metrics could be a big help.
Another mechanism would be to establish yearly Secretary of Defense con-
tingency games as a device for estimating the real-world capabilities that
would exist as a result of planned near- and mid-term actions. These would
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combine features of the “Dynamic Commitment” games introduced in the
Joint Staff in 1996, the sorts of force-employment gaming described above,
and followup experimentation and analysis to assess the validity of planning
assumptions. There would be multiple test cases, which would not be known
to gamers beforehand and which would be designed to test flexibility, oper-
ational adaptiveness, and robustness. They might, for example, start with the
assumption of a successful enemy strike on forward-deployed or allied
forces, bases, or information systems.

Explicitly Reviewing Suitability of the New Building Blocks

Since building blocks are so fundamental, DOD should dwell less on
numbers of current major formations, such as carrier battlegroups and the
like, worrying about whether to cut back their number to save money or
increase their number because of worldwide commitments. Instead, it
should focus on asking whether the future major formations arising from
modernization and transformation are the right building blocks.*® Assess-
ing this will not be trivial in a networked world or when the full implica-
tions for support structure and infrastructure are considered.

Addressing the Longer-Term Components of Force Transformation

Given the problems cited in the previous sections regarding longer-
term transformation, several approaches suggest themselves:*

= Encourage diversity of concept exploration in R&D; dissuade con-
tinuing efforts by cost-cutters to stamp out as “redundant” what
may actually be healthy and valuable competition of approaches.

= For some concepts, establish rapid-exploration laboratories bring-
ing together operators, technologists, and analysts to pursue mis-
sion-oriented concepts through rapid prototyping, spiral explo-
ration, and enrichment of the knowledge base. This could be
accomplished by partnering relationships between JECOM and the
services, federally funded research and development centers or na-
tional laboratories, and industry.*

= Continue DOD efforts begun over the last decade, such as advanced
concept development programs, to move certain promising con-
cepts quickly from the world of R&D into the actual force, rather
than bogging down in the normal acquisition system.

Rethink Experimentation

There are chronic problems in the way that the American military
pursues experimentation. A manifestation of the problem is the focus on
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“experiments.” Although being against experiments would be heretical
(and contrary to my beliefs), it seems that what is needed is to substitute
the concept of studying the “Military Art and Science” of future warfare,
rather than “conducting experiments.” Obviously, conducting experiments
should be a crucial component, but by embedding experiments in the
larger endeavor, it might prove easier to generate efforts that more typically
get short shrift. These include, for example, theorizing and studying.*!' It
also includes research-level prototyping, small-scale controlled experi-
ments to tighten knowledge of phenomenology, and larger-scale exercises
and experiments. With this in mind, a proposal that is much less modest
than it might at first seem is for the Secretary of Defense to establish a num-
ber of programs to study definitively the military art and science of selected
warfare areas.

Taken as a whole, these recommendations would go far in applying
the lessons of past experience and research. They should also be consis-
tent with the new QDR and may be practical measures for moving from
QDR-level expressions of policy to actionable measures related to
warfighting capability.
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Chapter 8

Transforming Jointly

Douglas A. Macgregor

he Bush administration took office amid high hopes for the funda-

mental transformation of the Armed Forces. Yet within months,

the problem that transformation was designed to solve—changing
a large, expensive industrial age structure into a leaner, more strategically
agile information age force—receded as more pressing issues arose. In-
stead of being transformed, Cold War military structures will remain
unchanged for the time being, while morale and quality of life are shored
up. Into this policy vacuum, military leaders have tossed an expensive col-
lection of wish lists that tend to one of two extremes: a bigger, faster, bet-
ter version of some platform already in use, or something out of science
fiction with delivery timelines that stretch all the way to 2032.! Although
these modernization programs are billed as promoting transformation,
they are business as usual.

Fortunately, this is not the whole story. The current Quadrennial
Defense Review (QDR) anticipates the emergence of new ground, naval,
and air forces reorganized for “more rapidly responsive, scalable, modular
task-organized units, capable of independent combat action as well as inte-
gration into larger joint and combined operations” sometime after 2006.2

Transformation—defined as change in the structure of command,
control, training, readiness, doctrine, and organization for combat—can
produce short-term economies and increased capability well before 2006.
Transformation can be phased in now through continuous adaptation,
using today’s forces and technology along with reform and reorganization
to produce significant improvements in the quality of life and morale, as
well as the fighting power, of soldiers, sailors, airmen, and marines.

A unifying strategic vision for transformation involves, first, recogniz-
ing that a strategy based on known threats, doctrines, and orders of battle no
longer applies. The second step requires developing a new strategic formula
for the use of American military power that is neither scenario-dependent
nor based on service-centric concepts and structures designed to deploy

219
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masses of troops and matériel. Instead, the focus must be on critical
warfighting capabilities. This has been described as a shift from threat-based
to capabilities-based planning.

Technology and the experiences of the 1990s point the way to a par-
adigm shift that can reshape the structure of American military power
through the integration of ground, naval, and air forces within a joint, net-
work-centric system of warfare. To cope with the new strategic environ-
ment, a new operational paradigm based on air, space, missile, and infor-
mation power must emerge to support military operations scaled to meet
the requirements of any given contingency. At the same time, a fresh ap-
proach to American military strategy and the employment of its military
power is needed to buttress the stability of key states around the world,
preserve U.S. access to critical bases and infrastructure, and operate to pre-
vent regional crises and conflict rather than reacting to them.

Transformation, strategy, jointness, and even readiness are inextrica-
bly intertwined. Reducing transformation to a service-centric, industrial
age quest for a new armored vehicle, ship, or plane that can transform war-
fare, as the rifled musket and the machine gun are thought to have done,
would miss the real promise of the information age. The potential for rev-
olutionary change and transformation arises from the integration of crit-
ical military capabilities across service lines.

Jointness Is Critical to Transformation

In his speech at The Citadel on September 23, 1999, Presidential can-
didate George W. Bush promised to begin an immediate, comprehensive
review of the American military—the structure of its forces, the state of its
strategy, the priorities of its procurement—conducted by a leadership
team under the Secretary of Defense. Bush noted that he wanted to move
beyond marginal improvements, to replace existing programs with new
technologies and strategies, and to exploit the opportunity to skip a gen-
eration of technology. Shortly after being appointed Secretary of Defense
in early 2001, Donald Rumsfeld used this guidance to create dozens of
panels to study a range of security issues. The reviews ended in June 2001,
and the Bush administration’s recognition of the criticality of jointness to
transformation is discernible from the results that were released.

General James McCarthy, USAF (Ret.), who led a panel on transfor-
mation, presented recommendations on June 12, 2001, that highlighted
the concept of multiservice early-entry “Global Joint Response Forces.”
These forces would combine units from different services as tailorable
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force modules that train and exercise together and would use common
building blocks: command and control (C?) systems; intelligence, surveil-
lance, and reconnaissance capabilities; space-based assets; and joint logis-
tics capabilities. McCarthy stressed that “We are not talking about a new
force... [but rather] how to organize, exercise, and train the existing
forces and what capabilities to give them.”

RAND analyst David Gompert led the panel on America’s conven-
tional forces. He echoed McCarthy’s recommendations in stating that all
joint units must be “ready, rapidly deployable, and employable; tailorable
for [a] range of operations; easily integrated and networked; [and] sup-
portable despite distance and dispersion.”* When asked about transforma-
tion initiatives during testimony in Congress in June, Secretary Rumsfeld
also mentioned “rapidly deployable standing joint forces” as part of a new
approach to handling military operations in both the near and long term.’

Thus, for the first time in recent history, a top-level defense review
did not focus on what used to be the outputs of defense planning: carrier
battlegroups, fighter wings, army divisions, and marine expeditionary
forces. Instead, the defense review asked what capabilities a joint force
commander will need today and in the future. The results of defense plan-
ning are, thus, the capabilities provided to a joint task force (JTF) pursu-
ing an operational mission. In theory, this overturns the unstated World
War Il-era assumption (which survived the 1986 Goldwater-Nichols Act)
that the process of developing tactical capabilities and conducting opera-
tions should be left to the individual services. The implications are pro-
found for American defense policy.

If implemented as outlined by the panel in its public recommenda-
tions, JTFs would become the order of the day. Command at the three-star
level and above would become joint. Service Title 10 functions would be
modified to focus exclusively on organizing, training, and equipping for
specific joint roles and missions versus current service missions. Each
service would provide JTF building blocks or force modules based on its
core competencies.

The recommendations set the stage for abolition of the World War II
mode of relatively independent, sequential missions accomplished by
service components under a regional warfighting commander in chief
(CINC). This change implies the elimination of single-service three- and
four-star headquarters that would no longer be required for the command
and control of joint forces. If forces were converted to building-block
formations for JTFs, the reshaped Armed Forces could adopt a joint
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rotational readiness base that would make deployments more predictable
and that would identify the ground, naval, and air forces available at any
given time for contingencies. If carried through to its logical end, the Bush
administration brand of joint transformation could result in savings: it
could end the practice of pouring billions into the services to build suffi-
cient capability to compensate for an inefficient single-service mode of em-
ployment under an inadequate joint command and control structure. All of
these measures could reduce unneeded bureaucratic layers and yield effi-
ciencies that promise significant resource, dollar, and personnel savings.

Regardless of the national military strategy, however, the services will
oppose change that does not give their core competencies due weight in
defense planning and spending.® Although the Goldwater-Nichols Act was
supposed to address this problem, so many single-service headquarters
and control structures survived the process—on the grounds that joint or-
ganizations had yet to demonstrate their merit—that enormous and ex-
pensive redundancies remain.

Given this conceptual groundwork, the issue is how to maintain the
current readiness of the Armed Forces to conduct operations while trans-
formation is implemented through changes in organization, doctrine,
and technology.

From Implications to Implementation

The new national military strategy establishes four objectives: to as-
sure friends and allies, dissuade future adversaries, deter threats and
counter coercion, and defeat adversaries if deterrence fails.” The scenario-
based, two-major theater war requirement that has driven U.S. military
strategy since the end of the Cold War has been replaced.

However, these statements provide neither a formula that translates
theoretical goals into attainable strategic military objectives nor guidelines
for sizing or employing the force. The United States no longer faces an
identifiable enemy: no Soviet tank armies are poised to invade allied terri-
tory on short notice. Only North Korea fields a force designed to attack on
short notice, and even this force is rapidly declining in capability and
strength. Instead, a complex range of threats to American and allied inter-
ests is emerging that no single service can address. State and nonstate ac-
tors eventually are likely to acquire some form of weapon of mass de-
struction as well as precision-guided munitions, modern air defense
technology, and access to electronic intelligence and satellite imagery pro-
vided by third powers. A broader range of enemies armed with new mixes
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of technologies—some industrial age and some information age capabili-
ties—will confront the Armed Forces. Moreover, these adversaries do not
require the ability to defeat U.S. forces, only to frustrate their employment
in some way.

Thus, the Armed Forces must maintain an overseas military presence
on land, at sea, and in the air in pivotal states or regions to ensure that the
United States and its allies can either influence or become involved in
crises or fight in conflicts that directly impinge on strategic interests. They
also must be able to intervene militarily and fight in areas where America
and its allies have no presence but have either declared strategic interests
or a real political stake in the outcome.

These forces must be organized into specialized modules of combat
power on rotational readiness so that they can rapidly assemble into joint
task forces. JTFs will be needed both in war and in peace to buttress the
stability of key states and to prevent regional crises and conflicts rather
than reacting to them. This has several implications for force design and
employment. First, JTFs will need highly mobile, rapidly deployable
forces-in-being. These forces must be structured for interoperability
within an evolving joint framework to incorporate and exploit new tech-
nology on a continuous basis. Second, some portion of the ground, naval,
and air forces is likely to be forward deployed in key states to preserve U.S.
access to critical infrastructure so that the United States can project mili-
tary power inland. Forward-deployed forces provide tangible evidence of
American commitment and a link to the larger strategic power of the
United States. In the absence of large forces poised to attack our allies,
fewer forces will be needed in a forward-deployed posture than previously,
which presents the opportunity to reduce, although not eliminate, expen-
sive overseas garrisons. Third, what military power remains—the bulk of
American military forces—must be capable of moving rapidly from
widely dispersed staging areas overseas and within the continental United
States, deploying into crisis or conflict and initiating offensive operations.

The 1999 Kosovo crisis illustrates the need for rapidly deployable,
ready ground forces that can integrate seamlessly into the global strike ca-
pabilities that American air, missile, information, and space power make
possible, both to exploit their potential and to guarantee the safety of the
deployed American and allied ground forces. Technology can be exploited
to create the conditions for an Inchon-style operation wherever strikes are
concentrated, but this requires the development of a new structure for
readiness and training that is inherently joint.
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One proposal is to treat the forces under service control as a pool of
capability packages and place them into a joint rotational readiness struc-
ture. This would be substantially different from the notion of having
standing JTFs that would permanently control large numbers of forces
nominally under service command and control. The military organization
chart that evolved during the Cold War is no longer suitable because the
same number of higher echelon headquarters must share fewer forces.®

The echelons clearly need to be reduced, but replacing them with
standing JTFs that permanently control the shrunken forces at the bottom
may not be the answer. For example, the two JTFs or global joint response
forces suggested by Gompert would have to be designed for the full range
of missions, from an Operation Desert Storm to an Operation Sea Angel.
This seems unworkable and would limit flexibility.

Instead, reconfiguring existing single service three- and four-star
headquarters to U.S. Joint Force Command modules and assigning them
to joint command and control in the regional warfighting commands
could provide the assets from which the CINCs can establish operational
JTF command structures to command these forces. The JTFs could be es-
tablished on the basis of specific mission requirements much more rapidly
and effectively than is the case today. This arrangement also avoids the
complicated and unrewarding interservice squabbling associated with the
establishment of any one-size-fits-all JTF headquarters.

This approach would preserve today’s forces that deploy and fight by
creating a larger, predictable pool of ready and available ground, naval,
and air forces on rotational readiness. These forces could be rapidly de-
ployed to regional commands with a combination of strategic air and fast
sealift to arrive in strategically pivotal regions “before the peace is lost.”
This approach would preserve the vital readiness of today’s forces while
routine joint experimentation and modernization are conducted. It also
could reduce personnel tempo and make deployments and costs more
predictable. A possible structure could resemble the following:

» Training cycle (6 months): Unit and individual training is con-
ducted under service control.

= Deployment cycle (6 months): Units are ready for deployment to
joint command and control and become part of the pool that re-
sponds to major theater of war missions, crises, peace support op-
erations, or whatever mission the Secretary of Defense assigns.

= Reconstitution cycle (6 months): Unit returns to home station for
refitting, modernization (if required), and leave.



TRANSFORMING JOINTLY 225

This structure also facilitates regular joint training of the forces that
are likely to be committed and makes the commitment of the Armed
Forces more comprehensible to the Secretary of Defense. It allows more
humane treatment of the soldiers, sailors, airmen, and marines who must
deploy on a routine basis.

Transforming Concepts and Organization for Improved
Joint Operations

Secretary Rumsfeld has declared that new joint operational con-
cepts are the keys to both transformation and rationalizing defense. A
joint operational concept involves the integration of service core tactical
capabilities on the operational level to achieve unity of purpose and ac-
tion in the conduct of military operations. This has precedent: U.S. naval
aviators in the interwar period experimented with carrier-based aviation
and ultimately reversed the striking and supporting roles of battleships
and aircraft carriers. American naval tactics evolved throughout World
War II, and by 1945 no category of warship except minesweepers was
employed for the purpose for which it originally had been built.

History suggests the required components of transformation:

= a new operational concept

= a new doctrine and organization to execute the concept that in-
creases fighting power

= a new joint operational architecture to integrate the technologies of
ground, naval, and air warfare

= anew approach to modernization, education, training, and readiness.

Information processes are also sources of combat power and should
drive organizational design for combat. Warfighting systems, too, must
evolve along with concepts and organizations.

The current pace of technological development is so fast that static
organizational thinking is not possible. Adaptive structures for the contin-
uous incorporation of new technologies to provide new capabilities are es-
sential. Such a structure would integrate strike and maneuver assets
through a nodal architecture empowered by advanced terrestrial and
space-based communications. This structure would be the foundation for
a new joint operational concept with enormous potential, but few people
are sure how it would work in a purely joint setting.

Effects-based operations, which originated in the air and naval
forces, present an opportunity to demonstrate the integrative nature of
joint network-centric warfare in action. Effects-based operations would be
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inherently joint and network-centric; the ground, naval, and air forces in-
volved must be interconnected or netted to be effective. All parts of the
joint force must see the same scenario; what one part perceives and plans
must be available to the whole force.” The United States will be able to ex-
ploit its airborne ground surveillance and precision-targeting capabilities
by detecting, tracking, and targeting a moving or dispersed enemy with
speed and precision throughout a large area. This creates an immensely
powerful joint warfighting synergy by enabling a joint commander to or-
chestrate ground, naval, and air forces to achieve effects that complement
each other dynamically at the operational and tactical levels of war.

New joint operational concepts and structures that integrate diverse
service capabilities require a new joint operational architecture to be ef-
fective. A new set of command relationships different from today’s single-
service warfighting C? structure would provide the C? elements for joint
task forces. This requires change on the operational level to supplant the
multitude of single-service component commands at home and overseas
with joint command and control elements from which JTFs can be consti-
tuted. The services also must organize their core capabilities into special-
ized modules of mission-focused combat power that can be integrated as
required into JTFs. This requires change on the tactical level to achieve the
interoperability essential to joint operations.

Scaling and equipping air and naval forces for integration into a
plug-and-play joint operational architecture might entail modifications in
communications and procedures to facilitate joint interoperability, but
this would not necessitate dramatic organizational change. For the Army,
however, the challenge of integration for joint interoperability has proved
thus far insurmountable.

Air and Naval Forces

For the air and naval services, grouping forces to become mission-
focused capability packages within a joint network-centric framework is
easier than it sounds. Operational thinking in the air and naval forces is
converging on ways to exploit jointly the global reconnaissance-strike
complex. The Air Force plan to establish 10 air expeditionary forces is a
critical step in this direction. Air Force strike packages can be modified in
response to the required mission and target set. The Navy is accustomed
to assembling ships into task forces for specific missions. While new naval
platforms are designed and built for strike and maneuver operations in
the littoral, existing platforms can be equipped and employed differently
to provide the specific capabilities that JTF commanders require.
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In recent months, the concept of the Marine expeditionary brigade
(MEB) has also received attention. The MEB is capable of deploying a force
of 5,000 or more marines quickly and sustaining combat over a wider area
than the 2,000-person Marine expeditionary unit can. The MEB is scalable
in size and can execute independent missions within JTFs but cannot sus-
tain the long deployment timelines that a larger Marine expeditionary force
(the Marine equivalent of an Army corps) can handle.'

Army

Army adaptation to joint operations has been less promising. U.S.
Army ground forces in the Gulf War were deployed slowly and deliberately
against Iraq’s strength, the Republican Guard Corps. The opportunity to
exploit the paralysis achieved in the opening days of the air campaign was
lost, and as a result the strategic realities of Baghdad’s regional influence
remained unchanged. During the Kosovo crisis in 1999, the Army and Air
Force were unable to overcome the single-service nature of American war-
fare. Yugoslav forces never faced a robust allied combat force on the
ground capable of decisive maneuver operations, and thus they were never
compelled to mass and present the target array allied air forces sought.

In the middle of the 20" century, General George Marshall’s struc-
ture and vision for efficiently expanding an army of 200,000 to one of
more than 6 million drew upon Henry Ford’s assembly-line concepts.
These are now outdated. Present-day organization for combat and con-
cepts of warfare were developed when theater missile defense, deep strike
operations, JTFs, and real-time information-sharing did not exist, and
when new missions for today’s ground forces were unknown or unantici-
pated. Without fundamental reorganization and reform of the Army’s
warfighting structure, the Army cannot integrate its ground formations.
They must be able to maneuver around and through massed precision
strikes from joint ground, naval, and air forces to seize the positional ad-
vantage in future war.

Victories are not achieved by the most blood lost or by the crushing
weight of numbers, but by surprise, joint strike, and maneuver to paralyze
the enemy. These capabilities cannot be attained if the Army attempts
transformation in isolation from the other services, nor can it transform
by reequipping the old division-based World War II force with new plat-
forms, whether they are wheeled or tracked.

When applied to land warfare, joint network-centric warfare de-
mands a “dispersed mobile warfare” design that differs radically from the
traditional army, corps, division, and brigade formations of linear warfare.
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It requires fewer echelons of C? and a faster decision cycle that employs
joint sensors forward with maneuver elements to provide the coverage
needed to exploit the joint potential in the Army’s strike formations, as
well as the advanced aviation and ground combat platforms in the Army’s
close combat formations. Maneuver and strike formations must be trans-
formed into nodes of joint combat power—deep, close, or sustaining—
that have the capacity for joint operations on land similar to the operation
of ships at sea.

To do this, Army forces must be reorganized into mission-focused
force packages that provide the building blocks for the integration of criti-
cal army capabilities into JTFs. These capabilities range from theater missile
defense assets and rocket artillery to combat maneuver forces and modern
attack helicopters.

Integrating Critical Military Capabilities across
Service Lines

In the information age, national military strategy, operational con-
cepts, and force designs must lead to the creation of new interdisciplinary
teams of armed forces capable of both adaptation and rapid joint employ-
ment. Developing forces to operate jointly within a new joint network-
centric warfighting structure takes more than simply recapitalizing old
warfighting structures. Old structures and old thinking are linked. There
is a widening gulf between service transformation programs and transfor-
mation at the operational level, which must be joint. The various service
transformation programs, if pursued separately, mostly tinker on the mar-
gins of America’s military status quo. They seek, in effect, to electrify the
horse cavalry. Without structural and organizational change, thinking is
unlikely to change. Until the Armed Forces begin to operate differently
with existing assets, the parameters of modernization will not change, un-
needed equipment sets cannot be eliminated, and new requirements will
not be identified. The Armed Forces must emulate successful businesses by
incorporating some new technologies, rejecting others, adapting practices
and structures, narrowing or broadening activities—all in response to
changing conditions.

The task ahead is nothing less than the conversion of today’s dis-
jointed armed services into a truly joint force that can guarantee American
security and influence for the remainder of this century.
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Chapter 9

Coordinating with NATO

Charles L. Barry

rorism and the unprecedented North Atlantic Treaty Organization

(NATO) Article 5 declaration injected new urgency into efforts to
field robust, interoperable Alliance forces that can respond effectively in
austere areas far beyond NATO territory. More than ever before, allies may
now find themselves in a sudden, come-as-you-are war in which only the
most capable, interoperable forces are able to contribute. This is in-
escapable confirmation that a real and significant gap in transatlantic mil-
itary capabilities persists. However, the gap is in key functional areas and
is not universal. Even the most critical gaps—deployment, broad network-
centricity, better sensors and shooters, and logistics—are areas where allies
have begun to invest in programs that will fix their shortfalls. Although
closing the gap will take time, it is not so wide that it cannot be closed by
2010 with concerted effort and adequate resources.

Most allies came late to the revolution in military affairs and are just
beginning to transform their forces to meet rapidly changing operational
requirements. The goals of the NATO Defense Capabilities Initiative (DCI)
helped focus their efforts in the right areas.! Perhaps more significant, Eu-
rope’s commitment to create its own rapid reaction force has spurred real
progress in building European capabilities. However, recent events have
raised the bar by posing the far more demanding realities of an Article 5
declaration and U.S.-led operations in Afghanistan. Europe may be in dan-
ger of falling further behind as the United States moves to add at least $40
billion to its 2003 defense budget, with more certain to follow. That puts
pressure on all allies to reexamine their defense resources and programs.
NATO itself needs to take another look at its strategic guidelines. Instead of
a mere progress report on DCI at its next summit in late 2002, NATO now
must propose a new initiative, one that defines far more in terms of mod-
ern military forces and capabilities. Unless NATO creates the wherewithal
to respond in the future, it will be greatly diminished as a military alliance.

President George W. Bush’s September 2001 call to arms against ter-

231
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This chapter looks at the factors behind the persistent gap in defense
investments across the Atlantic and how U.S. and European attitudes are
evolving. It examines the real technology gap today in land, air, and naval
forces as well as in the functional areas of deployability; command, con-
trol, communications, computers, and information (C*l); and logistics.?
We will see that for the forces themselves, the gaps in most areas are man-
ageable, and closing them is within reach. The gaps in functional capabil-
ities such as deployability, C*I, and logistics management are far more
worrisome given the speed and extent of U.S. transformation. We then
turn to trends in modernization and transformation and, considering the
impacts of September 11, argue that the trends on either side of the At-
lantic are not so much in conflict as in need of harmonization of their
respective levels of effort, and that they also lack collaborative, open man-
agement. The chapter concludes with a look at initiatives, both planned
and under way, aimed at closing the gap, and at how these initiatives are
being redefined by the attacks on the United States and by NATO invoca-
tion of Article 5.

Persistent Capabilities Gap

The United States and its allies around the world have pursued in-
teroperability since World War II by invoking common standards and pro-
cedures, sharing technologies and joint or combined exercises, and ex-
changing a broad spectrum of military information on topics ranging
from doctrine and training to joint planning, operational concepts, and
lessons learned. Direct sale of U.S. military hardware abroad and purchase
of foreign equipment for American use also have buttressed interoperabil-
ity. Nowhere have allies pushed harder for interoperability and realized
more progress than in NATO, the only alliance in the world that maintains
a standing military structure.

However, in the decade following the Cold War, the United States and
its NATO allies have followed ever more divergent attitudes toward the
maintenance of military power, especially in the application of emerging
information technology that in the United States is called the revolution in
military affairs (RMA). Most allies were unable to contribute sophisticated
capabilities—precision all-weather target engagement, secure communica-
tions, technical intelligence, or robust logistics—during either the 1991
Gulf War or the 1999 Operation Allied Force over Kosovo because they had
chosen to forego investment in modern technologies and systems in favor
of reduced spending and continued reliance on aging legacy systems. Allied
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defense budgets declined steadily as leaders and legislators were unable to
identify a raison d’etre—either missions or threats—for new investment
that could engender public support. A broad tendency to wring greater
peace dividends from defense budgets persisted throughout Europe long
after the United States began reinvesting. The result of these factors has
been a growing transatlantic capabilities gap, with the United States all but
alone in keeping pace with rapid changes in military technologies. The
common underpinning of interoperable forces throughout the Cold War—
the maintenance of similar capabilities—no longer figures in the defense
budgets and military strategies of many allies. In order to close the gap,
NATO will need a deeper sense of common purpose, and of common risks,
for the use of military force, and it will need stronger, clearer agreement on
the types of response options its forces must be equipped to undertake.

The NATO 1999 Strategic Concept declares that it will respond to
crises beyond its borders whenever its members’ collective interests are at
risk.? Since 1995, the allies have been demonstrating that commitment in
the Balkans. Yet the readiness and capabilities of NATO forces vary widely,
from vintage systems to experimental technologies, because nations assess
force requirements through different prisms. The main fault line in mili-
tary capabilities lies between, on one hand, the United States and the
United Kingdom (and to a lesser degree France) and, on the other, the rest
of the allies. Closing the technology gap will require that Alliance members
share the conviction that modern, information age capabilities are essen-
tial to accomplishing new NATO missions. Expressing that conviction
openly, collectively, and often at NATO will give national parliaments and
military programmers the solid, essential rationale to make the case for
greater investments in research, development, and procurement.

Defense Investments

European defense investments have, with few exceptions, trailed
U.S. spending since the Cold War (see table 9-1). Although the gap be-
tween U.S. and allied spending is slightly smaller today than it was at the
peak of U.S. spending in the mid-1980s, most Europeans started from a
far lower basis as of 1990 and have declined to a point that provides few
resources for investment in research and development (R&D) or new
procurement. Even 2 years after Operation Allied Force over Kosovo, ag-
gregate defense investment across NATO-Europe remains essentially flat.
Many allies seek ways to wring more capability out of what they already
spend. Seeking to get more out of current defense outlays before making
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the case for increased spending is a start, but real defense increases are un-
avoidable in the near term if we intend to preserve transatlantic interop-
erability.

Anemic economic conditions throughout the 1990s are partly to
blame for Europe’s decline in defense spending. Europe also faces compet-
ing investment imperatives: European Union (EU) restructuring and
enlargement, adoption of the euro single currency (accompanied by the
European Monetary Union [EMU] restrictions on deficit spending); the
lingering costs of German unification; and the need to help EU industries
make the transition to meet the forces of global competition. However,
even at the present dramatically low ebb shown in table 9—1, defense budget
considerations in Europe are not generating the level of legislative attention
and public concern that mark U.S. defense debates. One reason for public
apathy is the absence of an overt security threat to Europe. Another is the
Continent’s long reliance on U.S. military power and political leadership.

Analysts have described an even deeper divide. They argue that Euro-
peans quietly perceive that there is utility and reduced risk in needing time
to mount a military response when crises arise. They take a less idealistic ap-
proach than the United States when it comes to confronting regional trou-
blemakers, such as Iraq, and are more accepting of the potential for casual-
ties should they ultimately be forced to slug it out by less sophisticated
means than the United States favors. One American ambassador described
the difference as an attitude dating to events of 1914, when the easy avail-
ability of potent forces in Europe proved too tempting, and political tensions
quickly escalated into a world war.* Conversely, U.S. views of military power
were marked by the lesson of Pearl Harbor—and seared again by the devas-
tating terrorist assault on U.S. soil on September 11, 2001—never again to
be caught unprepared to respond. If these hypotheses are accurate, Europe
may continue to lag in the readiness and modernization that are basic tenets
of U.S. warmaking.

There are, however, also hopeful signs to the contrary, in EU policy
statements such as those at Helsinki in December 1999 and Nice in No-
vember 2000; in the substance of a number of allied national strategic re-
views in France, Germany, Greece, the Netherlands, the United Kingdom,
and elsewhere; and in terms of recent, if limited, defense procurement.
There are in these statements indications that European attitudes are mov-
ing, albeit slowly, toward favoring the fruits of the RMA. That bodes well
for reconciling a sense of common purpose in the application of military



COORDINATING WITH NATO 235

Table 9-1. Defense Spending as a Percentage of Gross Domestic Product

NATO allies 1990 1995 1996 1997 1998 1999 2000
Belgium 24 1.7 1.6 15 15 15 1.4
Canada 2.0 15 14 1.2 1.3 1.3 12
Czech Republic 5.1 2.0 1.9 1.8 2.0 2.2 22
Denmark 2.1 1.8 1.7 1.7 1.6 1.6 15
France 35 3.1 30 29 28 2.7 26
Germany 28 1.7 1.6 1.6 15 15 15
Greece 46 43 45 46 48 49 49
Hungary 24 14 1.6 15 14 1.6 1.7
Italy 25 20 20 20 20 20 19
Luxembourg 0.9 08 08 08 08 08 0.7
The Netherlands 2.6 2.0 19 19 1.8 1.8 1.6
Norway 2.7 2.1 20 19 20 20 19
Poland 2.7 2.2 25 2.1 22 2.1 2.0
Portugal 2.7 26 24 24 22 22 22
Spain 1.8 15 14 14 1.3 1.2 1.3
Turkey 5.1 48 48 47 48 5.3 5.7
United Kingdom 472 3.0 29 2.6 2.6 25 24
United States 55 38 35 34 3.1 3.0 3.0
Non-U.S. Average 3.0 2.3 22 2.1 2.1 2.1 20
NATO Average 43 3.1 29 28 26 26 25

Source: DOD Report to Congress on Allied Burdensharing, 2001.

power and for narrowing the military-technology gap between the United
States and its allies.

The Role of Interoperability in U.S. Military Doctrine

Interoperability between U.S. and allied military forces anywhere in
the world depends on a combination of systems connectivity and techno-
logical comparability. Multinational forces and platforms, no less than
U.S. forces performing joint operations, must have comparable capabili-
ties to execute a common operational concept such as standoff precision
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engagement or all-weather operations. Comparability requires more than
plug-and-play technology for systems integration. It demands compatible
doctrines, similar readiness levels, and sustaining resources sufficient to
stay in the game. Transmitting secure, real-time targeting data is worthless
if the receiving node or force element has no precision strike systems, doc-
trine for their employment, training for the engagement, or means to
bring its systems to the fight. However, comparability can be achieved
without having to buy identical hardware such as missiles or aircraft.

Communications connectivity among forces—voice and data net-
working—is the essential element: systems not linked to a common infor-
mation grid cannot share information with other systems, sensors-to-
shooters, commanders-to-subelements, or suppliers-to-consumers, in a
multinational force. Organizations as well as individual systems must be
linked for connectivity of command and control (C?) as well as intelli-
gence, reconnaissance, and surveillance, logistics, and all other essential
combat functions. Reliable, secure, and real-time connectivity is required
for every manner of communications and data exchange. With such a grid
in place, every system will have access to what amounts to a common op-
erational picture. The result will be true interoperability, collective func-
tionality that provides for rapid decisionmaking and operational follow-
through by a single cohesive force.

In U.S. national security strategy and military doctrine, as reflected
in Joint Vision 2020, operating with other national militaries is considered
the norm, not the exception.> Coalitions are valued for both political and
military purposes, to share risks and burdens and to broaden international
support and access. However, an inescapable reality is that the value of a
coalition depends on the degree that interoperability has been contem-
plated and assured in advance, through investment in similar capabilities,
development of common doctrine, combined joint planning, and multi-
national exercises.

The capabilities of each nation’s forces determine what forces can par-
ticipate and in what missions. Having several nations able to contribute to
the most decisive combat roles is crucial to perceptions of a true combined
operation rather than merely a coalition fagade draped over a U.S. opera-
tion. Allies must have some capabilities similar to U.S. forces and, more im-
portant, not have to rely too much on U.S. support to sustain them in for-
ward areas. Forces with outdated technology, incomplete contingency
doctrines, limited sustainment, frail C?, or weak intelligence capacity could
dilute military power more by participating than if they stayed home.
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NATO is unique in that Alliance forces already integrate more closely
with U.S. forces than do any other forces in the world. NATO has invested
a half-century in developing a common doctrine and common operating
procedures (NATO Standardization Agreements, of which more than
1,300 have been published), and in urging its members to meet objectives
for force modernization, technological capabilities, and other force goals
such as readiness, supportability, and deployability.

Yet NATO interoperability has always fallen short of military leaders’
desires, and prodding members (including the United States) to do more
has been a constant theme of NATO declarations. In the future, agree-
ments on operational and procedural standards alone will not be enough
to achieve the kind of interoperability the United States sees as essential.
Future operational success will demand far more data connectivity among
forces than ever before. Nations will need forces equipped with fast, reli-
able, secure communications and high-speed data accessibility. Modern
networked communications links and data systems will be essential at
lower levels. Networks will be required between ships, aircraft, and small
unit ground force elements, across all components and among allies.

Allied forces that the United States will seek for partners in the future
must have systems with comparable capabilities, mixing leading-edge sys-
tems with older yet still potent systems. Legacy systems will still make im-
portant contributions for many years, even if their size, logistics require-
ments, or vulnerabilities preclude using them in first-response missions.
However, to be effective, even legacy systems must be retrofitted with
modern sensors and secure voice/data communications.

Newer technologies, some just being developed and some commer-
cial off-the-shelf, will lead the way. Initial response forces, most notably air
systems and special operations forces, must have a credible capability for
rapid deployment and employment, effective engagement and sustain-
ment, and force protection, and they must have these from day one of an
operation. That means refocusing procurement priorities and adjusting
approaches to multinational defense planning, doctrine, and operational
concepts. Acquiring these capabilities, in years rather than decades, means
focusing on commercially available technologies on both sides of the At-
lantic, especially in the information technology sector.

The bad news about interoperability is that NATO militaries, al-
though working more closely together than ever before in Bosnia, Kosovo,
and Macedonia, are growing less compatible and less connected at the high
end of technology. The United States places high priority on improving
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the ability of NATO militaries to cooperate across a growing array of mis-
sions related to crisis management, even as it transforms to embrace the
potential of the RMA. The United States is irreversibly committed to the
pursuit of the most advanced technology in order to preserve its military
edge. If that pursuit slackens, the United States risks reduced military ef-
fectiveness and perhaps eventually the loss of its technological leadership.
Pursuing these two strategic goals—allied participation in the full array of
coalition operations and operationalizing the latest technologies as early as
possible—is the right path for America. However, the two will work at
cross-purposes unless ways are found to close the widening technological
gap between the United States and its allies, especially in NATO. One rem-
edy for bringing these two essential elements of U.S. military strategy into
harmony, especially in the field of information technologies, is achieving
the objectives of the NATO Defense Capabilities Initiative, and that goal
should be the focus of greatest allied effort for the near term.

Defining the Current Gap

Force capabilities result from many factors, including force size, plan-
ning, readiness, sustainability, and deployability. Yet even if all those factors
are positive, a force will still not be interoperable with others if it cannot
keep pace with other units, talk to other operators, or engage targets at the
ranges and under the conditions of the operational concept for the mission
at hand. Interoperability is linked to force modernization: keeping at least
a portion of the force equipped with the latest military systems and tech-
nologies. That calls for continuous investment in R&D to find and refine
new technologies. Without such programs, a nation will be incapable of
taking part in the most crucial operations; it would be relegated to periph-
eral roles during a crisis while other allies picked up the slack.

Tables 9-2 through 9-6 indicate some of the most modern systems
of each ally—their best capabilities—portraying primary features, their
numbers, and their legacy age. This information gives a sense of how com-
patible these systems are, but what it cannot show is the systems’ readiness
to participate in combined crisis-response operations, or the “true inter-
operability quotient.” That depends on a broader profile that would in-
clude personnel training, maintenance, supply, and spare equipment (such
as operationally ready “floats” that can be quickly forwarded to replace
losses) that are essential to sustain the force in the field. Also not apparent
is the connectivity of these systems with other NATO systems as defined
by a common NATO voice and data communications standard. The tables
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do make clear the notable trend that nations are investing, if meagerly, in
new capabilities; this gives hope that, with reasonable effort, NATO can be-
come far more compatible in the years just ahead.

NATO Land Systems Technology

The major legacy land systems (see tables 9-2 and 9-3) are never
foremost in RMA debates, yet heavy as well as light forces and special op-
erations forces will remain essential to the future inventories of land
forces. Technologies related to transformed land forces center on C’I, de-
ployability, sustainability, target engagement solutions, and force protec-
tion. Most European land forces are in the process of restructuring into
smaller, more deployable units in order to meet both NATO guidance and
the EU commitment to field a deployable land force by 2003. France,
Germany, Italy, the Netherlands, and the United Kingdom, among other
European NATO members, have completed force restructuring plans and
are executing them. On the U.S. side, land forces already were being task-
organized routinely; actual restructuring to lighter forces only got started
in the wake of the 1999 mission in Kosovo, where the need for a new mix
of firepower, force protection, and speed hit home. (See chapter 4 in this
volume on U.S. Army transformation.)

In fact, an impressive amount of NATO legacy systems such as tanks,
indirect fire systems (artillery, rockets, and missiles), helicopters, and air
defense systems have been upgraded throughout the 1990s to incorporate
modern capabilities for fire control, communications, and self-protection.
Other essential but less glamorous upgrades include protective gear for
nuclear, chemical, and biological weapons, land mine protection, night vi-
sion sights, and individual soldier equipment. Another reality is that Eu-
ropean militaries have long had light armored vehicles similar to those
now being tested by the United States.

Table 9-2 indicates the primary tanks and table 9-3 the first-line
indirect fire systems of each ally. Countries that have no equipment in a
category are omitted. Note the prevalence of Germany’s Leopard tank
and the U.S. multiple launch rocket system (MLRS) among allied forces.
Both these systems are relatively modern in their latest versions, though
they would be regarded as legacy systems by age. The weight of the
MLRS makes it a candidate for lighter armored forces. The latest version
of the MLRS, the M270-A1, is essentially a new system and is capable of
launching the Army tactical missile system (ATACMS)—A1, a long-range,
GPS-aided missile. Only the United States has this system today; how-
ever, France, Germany, Italy, and the United Kingdom have it on order.
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Table 9-2. Most Capable NATO Armor

Number and Main gun Speed Range Weight  Latest
Country System (mm) (kph) (km) (tons) Upgrade
Belgium 132 Leopard 1A5 120 65 600 46 1990
Canada 114 Leopard C-2 120 65 600 46 1996
Czech Republic 250 T-72CZ M4 125 60 480 51 1996
Denmark 51 Leopard 2A5 120 72 550 61 1998
France 310 LeClerc 120 70 545 56 1992
Germany 250 Leopard 2A6 120 72 500 66 2001
Greece 245 Leopard 1A5 120 60 600 47 1998
Hungary 238 T-72 125 60 480 51 1998
Italy 200 Ariete 120 65 550 59 1995
The Netherlands 180 Leopard 2A6 120 72 500 66 1995
Norway 52 Leopard 2A4 120 65 600 66 2001
Poland 186 PT 91 125 60 650 50 1992
Portugal 86 M60A3 105 48 480 58 1978
Spain 219 Leopard 2A6 120 72 500 66 2002
Turkey 150 Leopard 1A5 120 60 600 47 1991
United Kingdom 192 Challenger 2 120 56 450 68 1994
United States 7700 M1A1/A2 120 65 390 62 2001

Note: All have night/infrared capability. All except Hungary can fire on the move.

These systems will no doubt be retained in transformed force structures,
which the United States will want to be interoperable with its own trans-
formed forces.

Another legacy system that will likely be retained in transformed
force structures is the attack helicopter. European allies field almost 800 at-
tack helicopters, although most are old, lacking all-weather target engage-
ment and adequate self-protection. Still, at least France, the Netherlands,
Turkey, and the United Kingdom (in addition to the United States) will be
procuring new attack helicopters over the next few years.

Modern NATO Air and Space Systems

The most serious gap between the United States and its allies is in air
combat capabilities (tables 9—4 and 9-5). Key concerns are the lack of pre-
cision weapons, secure communications, aerial refueling, and strategic lift.
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Table 9-3. Most Capable NATO Indirect Fire Systems

Number and Range Primary Latest
Country System (km) Munition Upgrade
Belgium 114 M109A2 SP 14.6 155 1979
Canada 58 M109A4 14.6 155 1985
Czech Republic 135 RM-70 MRL 20.3 122 1972
Denmark 8 M270 MLRS 31.6 M26 DPICM 2002
France 55 M270 MLRS 165 DPICM/ATACMS 2002
Germany 154 M270 MLRS 165 DPICM/ATACMS 2002
Greece 27 M270 MLRS 165 DPICM/ATACMS 1989
Hungary 56 BM-21 MRL 225 122 1970
[taly 24 M270 MLRS 165 DPICM/ATACMS 2002
The Netherlands 22 M270 MLRS 31.6 DPICM 1989
Norway 12 M270 MLRS 31.6 DPICM 1989
Poland 228 BM-21 MRL 22.5 122 1970
Portugal 6 M109A2 14.6 155 1979
Spain 14 Teruel MRL 28 140 1980
Turkey 15 M270 MLRS 31.6 DPICM 1989
United Kingdom 63 M270 MLRS 165 DPICM/ATACMS 2002
United States 19 M270A1 MLRS 300 ATACMS—1A 2002

(of 800 total MLRS
systems)

Note: None have precision-guided munitions at present except United States. SP = self propelled; MRL = multiple rocket launcher;
MLRS = multiple launch rocket system; DPICM = dual purpose/improved conventional munitions; ATACMS = army tactical missile system.

The paucity of specialized aircraft—for airborne early warning such as the
airborne warning and control system (AWACS), airborne ground surveil-
lance such as the joint surveillance target attack radar system (JSTARS),
suppression of enemy air defenses (SEAD), or electronic warfare—is a
major gap in a new era of sophisticated air campaigns. If these systems
cannot be acquired at the national level, members should move quickly to
fund them at the NATO level. In table 9—4, the column indicating the
number of most capable combat aircraft also shows, for some countries,
the overall combat aircraft inventory in parentheses: these are allies that
have sizable inventories of legacy (in some cases obsolete) aircraft. Paring
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Table 9—4. Most Capable NATO Aircraft

Number and Year of Night/All-  Secure

System (selected Constr / Pr Weather C3/Data  Aerial
Country totals in type)* Latest Upgrade Weapons  Targeting  Links Refuel
Belgium 129 F-16 AM/BM 1979/1997  Yes Yes Yes Yes
Canada 122 CF/A-18A/B 1988/1999  — — Yes Yes
Czech Republic 47 1-159 (140) 2000/— — — — —
Denmark 69 F-16 AM/BM 1980/1997 — — Yes Yes
France 60 Mirage 2000D (517) 1994/2000 Yes Yes Yes Yes
Germany 189 Tornado (457) 1991/1999 Yes Yes Yes Yes
Greece 75 F-16CG (458) 1988/1999 Yes Yes Yes Yes
Hungary 12 MiG-29 1993/— — — — —
Italy 116 Tornado (336) 1989/1999 Yes Yes Yes Yes
The Netherlands 157 F-16 AM/BM 1979/1998 Yes Yes Yes Yes
Norway 58 F-16 AM/BM 1980/1998 — — Yes Yes
Poland 121 MiG-29 (267) 1989/1999 — — — —
Portugal 20 F-16 AM/BM (51)  1994/2000 Yes Yes Yes Yes
Spain 90 EF/A-18 A/B (211)  1999/1999 Yes — Yes Yes
Turkey 240 F-16 C/D (505) 1996/1999 Yes Yes Yes Yes
United Kingdom 214 Tornado (429) 1992/1999 Yes Yes Yes Yes
United States 210 F-15E 1990/1998

Yes Yes Yes Yes
184 F16D 1996/1999

*Numbers in parentheses denote overall total combat aircraft inventory.

these inventories would free considerable resources to invest in a smaller,
more capable fleet.

The top operational U.S. air combat systems include the F-16D,
F-15E, F-14D, and F/A-18D tactical fighters, as well as highly capable
strategic fleets of B-52H and B-2A bombers. The top operational allied
systems are early models of the F-16 and F-18, plus the British and Ger-
man Tornado, the British Jaguar and Harrier, and the French Mirage
2000D. The latest model Mirage is the only European system that is in a
class with the best U.S. systems. The Europeans do not field bombers com-
parable to U.S. aircraft; they use variants of ground attack fighter bombers
instead. No European system includes stealth technology.
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Many allied systems are capable of aerial refueling; as table 9-5
shows, seven allies of the United States together maintain a mix of over 70
tanker or tanker/transport aircraft, although these add up to a much
smaller capability than the U.S. fleet of over 600 large tankers. Major Eu-
ropean shortcomings are the lack of secure aircraft communications to
link attack aircraft to key sensor systems such as JSTARS or AWACS and a
very limited all-weather precision target engagement capability. In addi-
tion to NATO communication satellites, France and the United Kingdom
operate communication and photoreconnaissance space systems, with
several other states joining France as investment partners.

Major NATO Naval Systems

For future operations, the most important major naval systems will
be aircraft carriers, submarines, destroyers, and frigates (see table 9-6).
Submarines are expanding their roles into special operations and cruise
missile platforms. Destroyers and frigates serve several roles, including
theater air defense, naval gunfire support of ground forces, and enforcing
embargos at sea, as occurred during the 1992—-1995 NATO/Western Euro-
pean Union SHARP GUARD operation that effectively embargoed the
flow of arms to warring factions in Bosnia. Amphibious capabilities are
also important for crisis management. As table 9—6 shows, four European
NATO allies operate six small aircraft carriers, two of which are new or re-
cently upgraded. Besides the United States, 14 NATO members have navies
that together operate 102 submarines and 195 destroyers and frigates. Of
the 14 members, 11 also have some amphibious capability.

C*l Interoperability

C*I is the central nervous system of interoperability, and it continues
to be the area of greatest incompatibility. This is a rising concern as the
U.SS. focus turns to network-centric operations and warfighting. The
United States and its allies, in seeking to modernize their command, con-
trol, and communications (C?) capabilities, must of necessity look first for
new systems that link to existing systems, yet that perpetuates systems that
cannot link to each other, sometimes even within the same national force.

European C*I modernization is a struggle to update cumbersome,
outdated systems designed for forces operating along a fixed defensive
front. Secure, advanced communications along with networks for acquir-
ing, integrating, and exploiting real-time intelligence are still scarce, found
mainly at major headquarters. Modernization trudges forward with ac-
quisition of some mobile systems, such as France’s RITA 2000 update and
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Table 9-6. Most Modern NATO Naval Capabilities

Aircraft Carriers
(recent upgrades)/

number of
Country associated aircraft Submarines Destroyers Frigates
Belgium — — — 3
Canada — 1 4 12
Denmark — 3 — —
France 1(2000)/40 " 4 29
Germany — 14 2 12
Greece — 8 4 12
[taly 1/16 7 4 24
The Netherlands — 4 3 12
Norway — 10 — 4
Poland — 3 1 2
Portugal — 3 — 6
Spain 1/6-10 8 — 15
Turkey — 14 — 11
United Kingdom 3(2001)/8-16 16 " 20
United States 12 (2001)/66 74 52 35

the UK Falcon and Cormorant systems, both supporting land force oper-
ations. More modernization is in the pipeline. Since 1990, many allies have
invested in upgrades to tactical communications, acquiring digital radios
and networks that carry voice, data, and video. Operational programs in-
clude the German AUTOKO 90, used effectively in Bosnia; the Italian Mo-
bile Integrated Digital Automatic System (MIDAS); the British MRS 2000
scalable tactical communications grid; and the French Tactical LAS, a se-
cure multimedia, digital local area network, which Belgium also uses and
Denmark will soon use. These systems do not connect all forces at all lev-
els, nor are they linked to the forces of allies. Secure systems for high-vol-
ume voice and data sharing are far less common than in U.S. forces. The
primary C*I conduit for allied interoperability remains the liaison team.

On the personnel side of C?, Balkans missions have provided signif-
icant experience for European officers, which bodes well for success in
future crises. European flag officers from the United Kingdom, France,
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Germany, Spain, and Italy have served as operational commanders of
combined and joint task forces in the Balkans theater of operations for al-
most 10 years, beginning in 1992 with the United Nations Protection Force
and extending through the Implementation Force/Stabilization Force in
Bosnia, the Kosovo Force, and now in Macedonia. European commanders
and staffs at all levels have honed their decisionmaking skills in difficult,
often combat-like environments. Perhaps more important for the long
term, they have seen the value of secure, high-speed communications and
information as effective C*I decision support and task execution tools. The
growing cohort of Balkans-seasoned European commanders will eventu-
ally rise to lead European militaries and to influence the design and pos-
ture of future European C*I in a positive way.

Structurally, Europe has adjusted to the tasks of CI in crisis man-
agement, from the political-military level to the operational and tactical
levels. National and multinational (EU and NATO) military staffs have re-
focused their strategies, concepts, plans, and doctrines away from Cold
War scenarios and toward peace operations. Institutional resistance to
change is diminishing as a new generation of military leaders comes into
positions of increasing authority. For example, Germany activated a new
central command headquarters in 2001 to oversee the planning and exe-
cution of all contingency operations. France and the United Kingdom al-
ready have such headquarters. Below this level, the EU identifies force
headquarters from among a list of national headquarters offered by mem-
ber states as deployable C*I capability for EU-led operations. These are
still, by and large, single-service commands with only limited experience
controlling joint and combined task forces.

Intelligence gathering enhancements by European militaries remain
focused on “stovepipe” reporting and analysis for immediate commands,
and still produce either dated information or, if real time, only limited
local reporting. Belgium, Canada, the Czech Republic, Denmark, France,
Germany, Italy, the Netherlands, Turkey, and the United Kingdom have
operational unmanned aerial vehicle reconnaissance fleets, although these
are not networked. The use of automated information processing systems
and networked sensors is sparse.

Strategic C*I systems in Europe are few compared to the United
States. France operates the photoreconnaissance satellites Helios 1A and 1B.
The French utilize the telecommunication satellite Syracuse II and the
British use the Skynet 4, both commercially operated systems. However,
these European telecommunications satellites have long been linked to the
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United States via the NATO Defense Satellite Communications Systems.
The French reconnaissance satellite program includes Italy and Spain as
minority partners.

In-Place Logistics Technologies

Deployable logistics capability and automated logistics manage-
ment architectures are major shortfalls across Europe. Throughout the
Cold War, nations bore sole responsibility for force sustainment, and
they still do today. As a defensive alliance, NATO focused on fixed, inte-
rior lines of supply rather than long-range sustainment. Logistics is both
a systemic and a resource problem. It is unlikely that European allies can
generate solutions to either problem at the national or EU level anytime
soon. Most nations are simply too small, while the EU has far to go be-
fore a consensus is reached on policies, much less systems, for multina-
tional logistics, though that is the long-term goal. The only near- to mid-
term solution is the NATO hybrid concept of pooling national logistics
into a common multinational center, supported by strategic assets of
larger members, as a way to support a deployed combined joint task
force (described in more detail later in this chapter).

Regardless of how supplies are organized and automated, investment
is lacking in on-hand stocks, especially of critical supplies such as spare en-
gines, radios, medical items, and optimal munitions for an austere operat-
ing environment. The potential of a hostile operating environment in-
volving nuclear, biological, or chemical weapons raises other logistics
challenges that must be addressed. European nations will have to invest in
sufficient supplies to sustain the proposed European Rapid Reaction Force
(ERRF) for its initial deployment phase and ultimately for its declared goal
of being able to deploy for one year. These shortfalls have no definitive so-
lutions as yet.

The Future Gap: Converging or Diverging?

While the current gap is narrower than many would suspect, the fu-
ture gap is uncertain and could be more prone to widening than contract-
ing. The allies already had a daunting task in catching up to the United
States before the events of September 11 triggered acceleration in U.S. de-
fense spending. Some European powers have responded to the terrorist at-
tacks with major spending increases, but such funds will be spent piece-
meal by individual members without either a centralized or sustained
investment strategy. Some national programs, such as that of the United
Kingdom, are focused and productive, but others are hampered by weaker
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political consensus. Much energy is spent in the debate over whether to
join with the EU or the United States, and in each case, how deep the rela-
tionship should be. Some try to straddle both venues, further reducing
their own effectiveness. In any case, the irreducible minimum of 15 sepa-
rate national defense organizations means many duplicative programs and
will continue to be a drag on Europe’s ability to close the gap.

The state of the future gap will depend on both force modernization
investments and force transformation strategies. Managing and eventually
closing the capabilities gap is possible, provided diligence and high-level
emphasis are sustained through the end of the decade. Serious efforts are
now under way in both of these areas in several capitals. France has even
emphasized the importance of coordinating defense plans by inviting
comment from other European powers.

Modernization Investments

Figure 9-1 indicates that all European NATO allies except Turkey
and the United Kingdom invest a lesser share of their defense budgets than
does the United States on R&D and procurement, the two traditional
measures of force modernization. Moreover, lower European percentages
are exacerbated because national defense budgets are much smaller. Fig-
ures for 2000 are representative of the steady trend in significantly lower
defense investments in Europe since the Cold War.

Although Figure 9-1 presents a bleak trend, the September 11 ter-
rorist attack has triggered reassessments in spending priorities in several
EU capitals. Time will tell what significance the attacks have on increasing
European defense investment. Strategic defense reviews by France, Ger-
many, Greece, the Netherlands, and the United Kingdom, among others,
had already signaled that force realignments and new priorities were in the
offing. New programs being supported aim at forces better optimized for
crisis response. In fact, there is no shortage of modernization programs
under way in Europe, though most only nip at the edges of real transfor-
mation. Many announced investment decisions would become opera-
tional (if they remain on track) in the 2008 to 2015 timeframe. In other
words, Europe could have some transformed forces ready about the same
time as U.S. transformation initiatives are forecast to reach operational ca-
pability, if our own momentum can be sustained.

The United Kingdom has emerged as a leader, not only in terms of its
real defense capabilities and robust role in the Balkans, but also by impart-
ing a sense of urgency to other European allies to do more on defense. That
is helping create public support across Europe for defense. For instance,
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Figure 9-1. Modernization Spending as Percentage of Defense
Spending, 2000

Turkey | 33.7%
UK | 29.5%
United States | 26.3%
Czech Republic | 23.9%
Norway | 20.7%
Greece | 18.4%
Germany | 14.8%
Netherlands ] 1a%
Hungary | 13.2%
Spain | 13.1%
Denmark | 12.8%
Italy | 125%

Canada | 11.8%

Poland | 10.7%

Belgum [ ] 84w

Potugal | ] 8%
Luembourg | ] 54%

non-U.S. NATO Average

NATO Average

Note: The solid line represents non-U.S. NATO average of 19.4 percent. The dashed line represents overall NATO average for modernization
spending as a percent of total defense spending (24.1%). Comparable data for France was not available. Modernization includes major equipment
procurement and research and development, but excludes ammunition, for consistency with NATO reporting criteria.

Germany and France may follow the British lead in leasing strategic airlift
assets (for example, C—17 or An—70) while awaiting the EU A400M airlifter
in 2007. Another impetus for action comes from the EU commitment to
field the ERRF by 2003. Operations in the Balkans have provided a first-
hand look at how EU legacy capabilities stack up to the demands of new
missions and have also crystalized new requirements. The programs shown
in table 9-7 illustrate how Europe is responding to these catalysts and is be-
ginning to answer the challenge of the RMA.

European Transformation

The long, peripheral process of defining a European identity in secu-
rity and defense is testimony to the enduring core of national sovereignty
among EU members. Only major crises seem to catalyze progress. Such
was the case when the Union declared its intention in Cologne in June
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Table 9-7. Select Major Defense Investment Programs in Europe:
Program, Participating Powers, Forecast Operational Date,
Remarks

Land Systems

FELIN (France) Fielding date unknown: Clothing-integrated soldier communications system for one-
third of ground force

VBCI, GTK, MRAV (France, Germany, the Netherlands, and United Kingdom respectively) 2006:
Deployable infantry fighting vehicles (France, 700; others, 200 each)

Attack Helo (France, United Kingdom) 2002: France: Tiger (numbers undetermined); United
Kingdom: Apache (16)

Transport Helo (France, United Kingdom) 2001: France, Italy: NH-90 (27), United Kingdom: Merlin

Air defense (Germany, Italy) Germany: LeFlaSys missile defense for air mobile forces 2002;
Germany, Italy: MEADS 2007

Air Systems

Eurofighter (Germany, Italy, United Kingdom) Late 2002: 620 planned. Not stealth, otherwise
advanced. Brimstone (AT), Meteor (ATA) and Storm Shadow (cruise) missiles, all-weather,
standoff capable

A-400M (Belgium, France, Germany, Luxembourg, Portugal, Spain, Turkey, United Kingdom) 2007:
Transport aircraft critical to EU deployment capabilities. Approximately 190 aircraft

Rafale (France) ongoing: 76 for air force/navy. Deep strike, with Scalp/EG cruise missile and
AASM air-to-ground missile

Meteor (France, Germany, Italy) 2008: Active radar, beyond visual range air-to-air missile

JSF (United States) (Denmark, Canada, Italy, the Netherlands, Norway, Turkey, United Kingdom)
2008: Ground attack fighter. United Kingdom full partner with United States. Replacement for
U.S. F-16s and British AV—8 Harrier

Naval Systems

Frigates (France, Italy, Germany, Spain): France: 2 Horizon Frigates (2006—08) + 8 multimission
frigates, first in 2008; Germany: 3 Type 124 frigates (first in 2002); Italy: 3 Horizons (first in
2007); Spain: 4 Aegis F-100 frigates 2002—07

Destroyers (United Kingdom): 12 Type 45 destroyers beginning in 2007

Submarines (France, Germany, United Kingdom): France: 2 ballistic missile 2004/2010; and 2 attack
subs 2012+; Germany: 4 U-212 diesel subs; United Kingdom: 3 cruise missile attack subs
beginning in 2005

Aircraft Carriers (United Kingdom) 2012 and 2015: 2 larger carriers (CVF) replace 3 current
Invincible class carriers

Destroyers (United Kingdom) beginning in 2007: 12 Type 45 destroyers

Strategic Lift (United Kingdom): two landing platform docks; two new landing ships (dates not
determined)
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Table 9-7. Select Major Defense Investment Programs in Europe:
Program, Participating Powers, Forecast Operational Date,
Remarks—continued

C*ISR Systems

Satellites (France, United Kingdom) France: Syracuse Ill COMSAT 2003, Helios Il INTELSAT 2004;
United Kingdom: Skynet 5 COMSAT 2003; Helios Il Recon Sat (all-weather)

UAV (France) 2009: 12 high-altitude, long-endurance reconnaissance UAVs
National C*l Systems (Turkey) Date unknown: command and control information system for C*I

Battlefield Communications (United Kingdom) Date unknown: Bowman land force digital
communications/data system—48,000; Personal Role Radio—37,000

Logistics Systems
Amphibious (France) 2004—06: Marine assault amphibious transports
FSTA (United Kingdom) 2007—09: Future Strategic Tanker Aircraft (number undetermined)

Landing Ships (United Kingdom) date unknown: Two landing platforms and two landing ships
(under construction)

Joint Logistics HQ (United Kingdom) Present: Two headquarters set up to support two separate
operations of the new multiservice JRRF

1999 to create what would become the European Rapid Reaction Force for
acting within NATO, or autonomously (under the EU, for example) if
NATO chose not to act. That watershed event may mark the beginning of
a European structural transformation toward more effectively coordinated
national programs and a more cohesive, capable European whole.

The immediate goal is creation of the ERRF by 2003. The ERRE, in-
formally called the headline goal force,® is intended to be able to deploy
50,000 to 60,000 troops and associated air and naval capabilities within 60
days and to operate for up to 1 year across the full range of Petersberg
Tasks, which are humanitarian and rescue, peacekeeping, and crisis man-
agement (including peacemaking).”

EU members have displayed resolve on the ERRF, and they probably
will be close enough to their target to announce success by their deadline.
Force commitments of over 100,000 troops, 400 aircraft, and 100 ships
have been made, and gaps are being identified and filled. Exercises are
planned, and permanent staffs have been formed to provide political and
military advice to EU leaders.
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The United States has concerns that the ERRF will be tailored only for
low-intensity or peacekeeping operations, although the EU has neither
qualified nor quantified the Petersberg Tasks. EU members are reported to
have committed their best troops, front-line aircraft, and major combatant
ships. If the Union designed its best forces for low-intensity operations
only, NATO interoperability and cohesion would be undermined, and a
modern, RMA-like EU force capable of operating alongside the United
States in high-intensity scenarios would not emerge. The logical approach
is for the EU to gain experience as it fields forces for the first time; however,
it should declare and demonstrate that the ERRF will be capable of operat-
ing across the full range of military tasks. If so, then the ERRF should be a
full partner for the United States by the end of the decade, when the U.S.
transformation is expected to be complete.

Germany'’s Future Defense Posture: The Critical Question

Germany, the most populous EU member and the one with the
largest EU economy, is critical to the future strength or weakness of the
Union in the domains of security and defense. How Germany invests in de-
fense in the future will have a major impact on the capabilities gap and in-
teroperability. Germany is the last major country to begin restructuring its
armed forces, and it continues to have one of the lowest defense budgets in
Europe, at 1.5 percent of gross domestic product (GDP), in spite of the
Bundeswehr’s long list of unmet requirements for future missions. Mod-
ernization investment is so low that German defense industries probably
will have to merge with international partners to survive. Germany’s do-
mestic industrial base has shrunk by two-thirds since the end of the Cold
War, and few contracts with the Bundeswehr are on the horizon. Although
the Bundeswehr is larger than the forces of France and the United King-
dom, Germany’s defense budget is but two-thirds that of either country.

Despite post-Cold War reassessments in 1994 and 2000, some
German defense experts still point to the future—after the 2002 elec-
tions—as the period in which real reform is likely.® Future mission re-
quirements for Germany’s military forces are still uncertain. Germany re-
luctantly sent fighter aircraft to Turkey in 1991 as a Gulf War contingency,
and it was hesitant to deploy forces 10 years later to the EU mission in
Macedonia. However, following the September 11 terrorist attacks, Chan-
cellor Gerhard Schroeder declared Germany’s post-World War II timidity
in international security to be “irrevocably” over. Subsequently, Germany
has supported the U.S. operation in Afghanistan (Operation Enduring
Freedom) with air transport, medical units, chemical defense, maritime,
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and special operations forces. That experience may speed the Bun-
deswehr’s transformation and help clarify what Germany expects of its
armed forces, beyond national self-defense, within a NATO or EU context.
Germany’s future direction is a major concern of the United States as it
looks to see how strong a force the EU will provide.

The EU Strategic Direction

Will Europe’s strategic direction converge with that of the United
States in the wake of the September 11 attacks? Estimating how much the
Union collectively may move toward convergence with the United States
on security matters, and thereby encourage interoperability, would be pre-
mature. Factors already in play—including concerns about export controls
and competition and divergent views on arms control and missile de-
fense—have not disappeared, although they will be overshadowed in the
near term by close collaboration on countering terrorism. By November,
two months after the attack, no European power had indicated an increase
in defense spending. To the contrary, France indicated that September 11
and its aftermath would have no impact on its recently approved 2002
budget, although previously proposed increases to 1.9 percent of GDP (in
procurement and R&D, as well as overall) were sustained. Germany and
the United Kingdom have not acted, and analysts in both countries dis-
count the potential for increases in the near term at least. Counterterror-
ism is not new in Europe, and it is seen as mainly a matter for police and
interior ministry forces, not militaries.

The NATO C2 Network Modernization

The many initiatives of the NATO Command, Control, and Commu-
nications Agency (NC?A) to adopt leading-edge information technology,
define standards, and develop networking concepts are a positive indication
of convergence in assembling NATO C? networks. The shift in emphasis
from platforms to networks, or network-centric warfare, makes NC*A a key
agency in interoperability. The speed, security, and reliability with which
NATO forces can communicate and exchange data will be ever more critical
in determining what forces can operate together. NC*A is making progress
toward a number of common standards, and it plans to have ready-made ar-
chitectures for when nations look to plug their own C* networks into a
multinational framework. Several testbed initiatives are under way for both
communications and Internet technologies, including next-generation In-
ternet protocols, local and wide area network standards, and communica-
tions system protocols for deploying combined joint task forces. Nations are
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engaged in setting standards and have access to NATO testing and develop-
ment, ensuring that national systems can interface with NATO. The U.S. and
NATO standards are said to be approximately 80 percent congruent.” Work
is under way to seek a single common standard for communications and
data exchange. Success in this area will be a large factor in deciding which
nations are able to participate in modern coalition operations.

Closing the Gap

Closing the technology and capabilities gaps between the United
States and its NATO allies will required greater emphasis on redoubling ef-
forts to fulfill DCI objectives, increasing U.S. openness in technology
transfer, making progress in consolidating European defense industries,
and deciding at the next NATO summit to rekindle transatlantic resolve
under a new capabilities initiative.

Fulfilling the NATO Defense Capabilities Initiative

The initiative was launched at the 1999 NATO summit to provide “the
forces and capabilities the Alliance requires to meet the security challenges
of the twenty-first century, across the full spectrum of Alliance missions.”
The DCI concentrates on five areas for improved capability: deployability
and mobility of forces; sustainability and logistics; survivability; effective
engagement; and command, control, and information systems. These same
areas of operational competency form the central focus of Joint Vision 2020.
A temporary high-level steering group is overseeing DCI implementation
with the intent of improving capabilities in each of the five areas as much
as possible by the next NATO summit in November 2002. The DCI has
received steady top-level emphasis at NATO and has benefited from the
comparable ERRF initiative that identifies many of the same capability
gaps. Still, NATO reported in mid-2001 that allies expect to meet only one-
third to one-half of the 58 designated objectives by the end of 2002.

Although the outlook has been less than encouraging for DCI, NATO
leaders continue to press for progress, especially on crucial subcategory ca-
pabilities such as SEAD, airborne ground surveillance, strategic lift, and
C“I. The main drag on allied modernization is low procurement spending
by European allies. The five DCI categories are the right priority areas for
NATO to meet its responsibility to be prepared for future conflict. An all-
out press by members to increase defense investment across key programs
in 2002 and beyond is warranted in the wake of September 11. The success
the DCI has in closing the gap will be determined by their response.
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U.S. Technology Transfer Considerations and Options

Both U.S. and European defense industries have long viewed laws
and regulations governing foreign investment in U.S. defense industries
and the export of military technologies as a brake on developing transat-
lantic defense markets and interoperability. That outlook should change if
recent U.S. initiatives are fully implemented.

In response to growing pressure from European and U.S. industries,
the United States implemented the Defense Trade Security Initiative
(DTSI) in 2000 with the aim of streamlining controls over sensitive military
technology. It provides, among other things, for regular review of the U.S.
Munitions List, which identifies technologies and weapons restricted from
export, either completely or with few exceptions under tight controls. DTSI
will create provisions for greater access to U.S. technology by allies. The aim
is a better balance between legitimate national security concerns and the
cooperative and interoperability values of sharing information, technolo-
gies, and systems with the industries of close allies. The Bush administra-
tion is implementing DTSI and is ahead of schedule in reducing the list.
Congress also maintains a keen interest in DTSI with regard both to na-
tional security and to trade issues, either of which can affect the speed with
which allies acquire U.S. technology. The United Kingdom and Australia
are negotiating agreements to be afforded the same status as Canada, whose
arms industry enjoys treatment as part of the U.S. domestic industrial base
for unclassified information and selected technologies. If successful, these
agreements would be a useful model for other NATO allies.

Other initiatives may affect allies’ access to technology. The Depart-
ment of Defense is working to speed processing times of foreign military
sales through paperless transactions. Meanwhile, Congress is deliberating
a new Export Administration Act. The outcome is uncertain, however, be-
cause opposition to loosening of controls, even for trusted allies, remains
strong. As a signal of continuing concern, Congress shifted a number of
critical space-hardware items from the Commerce to the State Depart-
ment to provide for more rigorous oversight of export authorization.

The growing number of transatlantic joint ventures and arms in-
dustry mergers make technology restrictions an important factor in
sourcing components and subsystems, and in determining the strength of
the transatlantic arms trade.

Attempts to Consolidate European Defense Capabilities

The defense establishments of the 15 European NATO states have re-
newed attempts to harmonize their industries as well as their strategic
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contribution to regional defense via the ERRF headline goal initiative;
however, much remains to be done. Issues of sovereignty and domestic in-
terests must be overcome. Italy’s abrupt withdrawal, following a change of
government, from the A400M transport aircraft (a slow-moving joint
project involving Belgium, France, Germany, Luxembourg, Portugal,
Spain, Turkey, and the United Kingdom) came just as the decision to move
to production was at hand in December 2001. Germany’s participation in
the project has been marked by constant threats to critical funding. Such
events are not uncommon in European attempts at collaborative defense
projects and lead to more failures than successes. Still, Europe doggedly
pursues a vision of a consolidated defense industrial base that can compete
on a par with U.S. industry.

The goal is a worthy one. If Europe took an undivided approach to-
ward its contributions to NATO as well as to EU tasks, it would enjoy
greater influence, and member states would have stronger rationale for de-
fense investments when speaking to their parliaments and public. Holding
on to legacy forces optimized for attacks against NATO territory (Article 5
scenarios) only suggests to the public that these capabilities meet future
needs and can be kept at relatively low levels of readiness.

The European Security and Defense Policy should elaborate credible
EU policies on the employment of military force under the Union.!” By
making its intent and requirements more definitive, the EU indicates to its
member governments and their national industries where investment is
needed over the long term. That in turn encourages consolidation as com-
panies gain confidence with regard to where business opportunities will
emerge. A “coalition of the willing” strategy, dependent on ad hoc struc-
tures and come-as-you-are forces, is insufficient to guide long-term invest-
ment commitments by industry; coalitions materialize on short notice, and
nations offer whatever forces are available, subject to political consensus.
Industry sorely needs clearer EU-wide policies: only the aerospace industry
has achieved noticeable consolidation; land and naval systems manufactur-
ers await a better sense of what capabilities will be sought in the future. In
this regard, the headline goal force is only a first step. Recently conducted
defense reviews by France, Germany, the United Kingdom, and others in
the wake of September 11 should be raised to the EU and NATO level.

The Next Summit: Building on DCI Momentum

If NATO is to be relevant in future conflicts, the Defense Capabilities
Initiative must be declared a beginning, not an end. A new initiative is
needed to direct future investment and avoid the risk of losing momentum
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well short of operational requirements and the full potential of RMA capa-
bilities. The United States and its allies should not let the limited gains of
DCI languish. Instead, the EU should match the U.S. transformation force
with a robust, highly capable force of its own. This suggests three possible
initiatives for the next NATO summit meeting in Prague in 2002.

First, NATO leaders should agree on a more definitive strategic vi-
sion of the purpose and posture of NATO military forces, especially for
non-Article 5 missions such as crisis response and peace enforcement. A
common vision of the purpose of equipping the most ready NATO forces
with modern technology will provide the essential justification for greater
defense investment.

Second, NATO should define more focused force goals beyond DCI
that will realize a fully transformed transatlantic force by 2010. Force con-
tributions from the United States and Europe should have equivalent RMA
capabilities and strength, have full interoperability, and be capable of the
full spectrum of NATO missions, including combat operations. Force ele-
ments should be network-centric for all C*ISR functions, equipped with
similar sensor technologies and engagement capabilities, and should be
rapidly deployable, highly mobile, and readily sustainable over even very
extended logistics structures. Transformed European and U.S. forces
should train and exercise together to generate common doctrine for em-
ployment, and they should be kept ready to deploy together on short notice
for the full range of NATO missions. Meeting the force goals thus specified
should be incorporated into the regular NATO force planning process.

Finally, NATO should agree at its next summit on new standards of
interoperability for RMA-capable forces. Common system protocols for a
“NATO information grid” should be defined, and each new system should
be evaluated on “NATO network readiness” as part of each nation’s engi-
neering design and procurement processes.

If these initiatives are realized at the next NATO summit, real progress
toward interoperability will be possible. Without them, the transatlantic
technology gap will widen, U.S. and European forces will be employed more
and more discretely from each other, and doctrines and operational con-
cepts will diverge. All that would bode ill for the future of NATO as a mili-
tary alliance.

Notes

! The goal of the Defense Capabilities Initiative (DCI) is to raise the capabilities of NATO
member forces in specific functional areas. DCI is aimed primarily at NATO Europe where forces are
particularly deficient in the indicated areas. By giving a specified list of 58 (classified) capabilities to be
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achieved in a particular time frame, NATO hoped to make significant progress by offering members
sound rationales to increase modernization spending. Non-defense issues have dampened that effect
as parliaments have resisted defense increases. See NATO April 1999 summit declaration on Defense
Capability Initiative and all subsequent defense ministerial communiqués at <www.nato.int>.

2 The collective functions of command, control, communications, computers, and intelligence
(CI) guide all military organizations and operations. Command and control are “people” functions
and are sometimes referred to simply as C2. Adding the third “C” for communications (C?) is another
variant; however, with new emphasis on data connectivity as well as voice, C* is the dominant repre-
sentation in current use. C*I is also used as the root of another alphanumeric, C*ISR, where the addi-
tional functions of surveillance and reconnaissance are included, though their relationship to com-
mand is principally as sources of intelligence.

3 NATO has always had an agreed strategic concept to guide its political and military policy-
making, planning, and resource allocation. The most recent two concepts (1991 and 1999) have been
unclassified and are available to the public. For the current (1999) version, see the Alliance Strategic
Concept approved April 24, 1999, at <www.nato.int>.

4 From the Honorable James Swihart, former U.S. Ambassador to Lithuania, in a conversation
with the author in the mid-1990s, while both served as fellows at the Institute for National Strategic
Studies at the National Defense University, Washington, DC.

5 Joint Vision 2020 is the current vision of the Chairman of the Joint Chiefs of Staff and the
guiding concept for U.S. military capabilities. See the Department of Defense Web site at <www.
defenselink.mil>.

¢ At their semiannual summit in late 1999 at Helsinki, EU leaders agreed to create, by 2003, a
military force of 50,000 to 60,000 land forces and associated air and naval forces, deployable within 60
days and sustainable for up to one year. This became known as the “Helsinki Headline Goal Force,”
now called the European Rapid Reaction Force. See Annex IV of the Presidency Conclusions, Helsinki
European Council, December 10-11, 1999, accessed at <www.eurunion.org>.

7 The Petersberg Tasks were specified at a June 1992 meeting of the Western European Union
(WEU) in Petersberg, Germany; the European Union signed on at the 1997 Amsterdam summit, and
the Tasks are now part of the Treaty of the European Union. The Petersberg Declaration of the WEU
Council of Ministers stated that “Apart from contributing to the common defence in accordance with
Article 5 of the Washington Treaty and Article V of the modified Brussels Treaty respectively, military
units of WEU member states, acting under the authority of WEU, could be employed for: humanitar-
ian and rescue tasks; peacekeeping tasks; tasks of combat forces in crisis management, including
peacemaking.” Accessed at <www.weu.int/eng/comm/92-petersberg.htm>.

8 The Bundeswehr produced the first post-Cold War defense study, Der Weiss Buch (The White
Book) in 1994. The second study was conducted by the von Weizsaecker Commission for the federal
government in May 2000.

° From a briefing by Ed Woollen, Vice President, Information Systems, Raytheon Corporation,
to the European Institute, October 2001.

1 The European Security and Defense Policy (ESDP) was first espoused at the EU summit at
Cologne, Germany, in June 1999 and further defined in Helsinki in December 1999. ESDP is managed
under the EU Common Foreign and Security Policy (CFSP, the so-called second pillar of the EU), and
as such is not on a par with CFSP but a subordinate policy. The term policy is misleading. The salient
feature of ESDP is not a policy but a military capability—the headline goal force described above.
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Chapter 10

Strengthening Homeland
Security

Michele A. Flournoy

eptember 11, 2001, pierced the sense of invulnerability that most

Americans had come to enjoy in the post-Cold War security envi-

ronment. Although the sense of security at home waxed and waned
with the dynamics of the Cold War—from the “duck-and-cover” drills of
the 1950s to the détente in the 1970s—our sense of invulnerability became
fairly entrenched after the collapse of the Soviet Union. Russia was no
longer our enemy, we were the world’s sole superpower, our military was
unsurpassed—we were a nation at peace. If the 1991 Persian Gulf War re-
minded us that we still faced threats to our national interests, it also rein-
forced the sense that America’s wars would be fought far from its borders.
As one Pentagon strategist noted in the early 1990s, “The American mili-
tary only plays ‘away games.”

In the decade following the Gulf War, U.S. national security experts
began to worry openly and write about asymmetric threats, including po-
tential threats to the American homeland.! Over the same period, the Clin-
ton administration launched a number of initiatives to help Federal, state,
and local governments enhance their respective capabilities to defend
against and respond to potential attacks on U.S. soil and to coordinate
their efforts better. But the American people remained largely unaware or
unconvinced of the threat, even after the first terrorist attack on the World
Trade Center in 1993. For many Americans, part of the shock of Septem-
ber 11 was that such attacks had seemed so inconceivable.

In the wake of the worst terrorist attacks in history, homeland secu-
rity has soared to the top of the U.S. priority list. Before September 11,
there was a growing commitment among many in government to take

Author’s Note: This chapter has been adapted, with permission, from chapter 9 of Kurt M. Campbell
and Michele A. Flournoy, To Prevail: An American Strategy for the Campaign Against Terrorism (Wash-
ington, DC: Center for Strategic and International Studies, 2001).
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prudent steps to guard against potential threats to the United States; after
September 11, there is an urgent public demand and an unprecedented de-
gree of political will to do and spend whatever is necessary, as quickly as
possible, to enhance homeland security to the greatest extent we can. Con-
gressional willingness shortly after the September 11 attacks to give Presi-
dent George W. Bush $40 billion in an emergency supplemental—fully
twice what he had requested—was indicative of the country’s new mood.
The “day after,” everything looks different.

Protecting the U.S. homeland from threats, such as terrorism, cyber-
attack, and weapons of mass destruction, will be an extremely challenging
task, one rendered more difficult by the open nature of American society,
the economy’s reliance on international commerce and trade, and the civil
liberties that we hold dear. Each day, approximately 1.3 million people
cross U.S. borders. Among them may be terrorists who have already
demonstrated their ability to enter the United States, often legally, and live
among us undetected for a period of years. More than 340,000 vehicles
and 58,000 cargo shipments enter the United States daily, and only 1 to 2
percent of these are inspected by customs agents. Each year, there are more
than 250,000 attempts to hack into Department of Defense (DOD) com-
puters, which represents only a fraction of the attempted intrusions expe-
rienced by the Federal Government and the private sector as a whole.

Enhancing homeland security will be further complicated by the
fact that responsibility for dealing with different aspects of these threats
cuts across the jurisdictions of more than 40 Federal agencies and
14 Congressional committees, not to mention countless state and local
offices, as well as the private sector. As one homeland security expert
noted, “We’ve got great athletes. ... But we don’t have a coach, we don’t
have a game plan, and we’re not practicing. How do you think we’re going
to do in the big game?”? Organizing for success will be critical—and also
exceedingly difficult.

A Three-Pronged Strategy

Homeland security can be usefully defined as the prevention, deter-
rence, preemption of, and defense against attacks on the United States and
the management of the consequences should one occur. Inherent in this
definition are three broad and enduring objectives that should provide the
foundation for a new national strategy for homeland security: prevention,
protection, and response.3
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Prevention

The first objective is to prevent future attacks on the United States.
This objective is preeminent, as it is central to the survival of the open,
democratic, market-based way of life that distinguishes American society.

Prevention involves stopping threats to the United States before they
become manifest, preferably as far away from American shores and borders
as possible. Prevention efforts overseas might include working with allies to
roll up terrorist networks abroad, preventing the proliferation of weapons
of mass destruction and long-range delivery systems, or shutting down
hackers conspiring to launch attacks against American computer networks.
It might also include more immediate actions inside the United States to
stop a terrorist from crossing into the country, boarding a flight, or renting
a crop duster or commercial truck. Prevention is by its very nature proac-
tive and often requires taking offensive action to destroy or neutralize a
threat before an attack occurs. The Federal Government and leaders must
be prepared to act proactively in concert with established coalitions or al-
liances—and unilaterally, if necessary—to strike against defined, imminent
threats to the homeland far from American shores.

Prevention also involves “shaping the security environment to avoid
or retard the emergence of threats to the United States,” which can only
be achieved through American activities overseas.* In this regard, the De-
partment of State, Department of Defense, U.S. allies, and foreign law en-
forcement agencies all play a significant role in defending the American
homeland. Thus, prevention may be greatly aided by U.S. engagement
abroad. But in the final analysis, the most important element of preven-
tion is the ability to detect threats before they become manifest, with
enough specificity and forewarning to permit preventive action.

Indeed, improving U.S. intelligence is the most crucial element of
transformation for homeland security; as amplified below, it is the “long
pole in the tent.” To prevent attacks on the American homeland, deci-
sionmakers must have not only a general sense of the kinds of attacks that
various actors might be willing and able to conduct against the United
States but also specific warning as to the nature, location, and timing of
anticipated attacks. This requires superior intelligence collection and
analysis and, in most cases, substantial sharing of intelligence across
agency lines. Given the importance of surveillance and tracking of sus-
pected terrorists within America’s borders, one of the greatest challenges
becomes enhancing our situational awareness without becoming a police
state. Striking the right balance between intelligence collection within the
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United States by law enforcement agencies and the protection of the civil
liberties that define and distinguish our society is critical.

Because it may not be possible to prevent every attack, the goal in
practice should be to minimize the likelihood that the most serious attacks
on the United States could be mounted successfully. As Secretary of De-
fense Donald Rumsfeld has said, “Our victory will come with Americans
living their lives day by day, going to work, raising their children and
building their dreams as they always have—a free and great people.”> The
fact that Federal law enforcement and intelligence agencies have averted
numerous such attacks in the past by acting rapidly on specific indications
and warnings is proof that a degree of prevention is possible.

Protection

The second objective is to enhance the ability of the United States to
protect itself against attacks. This includes strengthening America’s de-
fenses against a variety of threats to the U.S. homeland that might come
from a wide range of directions against any number of targets.

Essential to the protection of American citizens is an effective capa-
bility to defeat or neutralize enemy action once an attack is launched.
Whether an immediate, responsive defense against an air or missile attack,
a rapidly instigated manhunt to find and foil a terrorist cell, or day-to-day
security measures to protect borders and critical infrastructure, a broad
range of capabilities, including domestic law enforcement, intelligence,
military, and public health, will be needed to mount effective barriers to
such attacks. This aspect of homeland security is made particularly com-
plex by the wide variety of acknowledged threats, the increasing sophisti-
cation displayed by known terrorists, and their ability to adapt concepts of
operations to take advantage of new technologies and to exploit weak-
nesses in whatever security measures are in place.

As a result, U.S. efforts to enhance homeland security should not
focus only or even primarily on ensuring that terrorists can never again hi-
jack American commercial airliners and fly them into buildings. The
United States must anticipate and be able to protect itself against a much
broader range of possible threats—for example, terrorist attacks involving
airplanes, missiles, trucks, cars, or ships; attacks involving the release of
chemical or biological agents or nuclear materials in major U.S. cities; and
both cyber and physical attacks on critical infrastructure. Both lethal, de-
structive threats and nonlethal, disruptive threats demonstrate the com-
plexity of the problem and the broad range of participants, in public and
private sectors, that must be involved in protecting the United States.
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This multiplicity and diversity of threats highlight the need for pri-
oritization. The United States cannot afford to give equal weight to
strengthening its defenses against every conceivable threat scenario. One
of the most important challenges that must be addressed early on is an as-
sessment of the range of potential threats to the American homeland,
based on both the likelihood of occurrence and severity of consequences
were they to occur, to set priorities for allocation of resources.

Response

The third objective is to improve our ability to respond to and manage
the consequences of any attack. First, the United States must have a robust
capability to ensure public safety; continuity of government; command,
control, and communications; and the provision of essential services. Effec-
tive consequence management is also central to maintaining public confi-
dence and reducing the physical and psychological impacts of terrorism. As
we witnessed on September 11, state and local “first responders,” such as
local firefighters, police officers, and emergency medical teams, are often the
most important element of effective consequence management. They must
be given the resources, equipment, and training needed to do their jobs and
coordinate their efforts well, even under extraordinary conditions such as
those following the use of a nuclear, biological, or chemical weapon.

Second, the United States must be able to minimize disruption and
restore the functioning of critical infrastructure rapidly in the immediate
aftermath of an attack. This might involve restoring telecommunications
service, repairing energy production and distribution systems, or providing
alternative routes and means of communication and transportation.
“Hardening” potential targets, developing contingency plans, and building
a degree of redundancy into key systems will be critical to rapid restoration.

Third, the Federal Government must be prepared to take rapid steps
to stabilize American financial markets and manage the immediate eco-
nomic and financial consequences of an attack. This must involve relevant
agencies, such as the Department of the Treasury and the Federal Reserve
System, but should be done in partnership with major players in the pri-
vate sector.

Fourth, Federal, state, and local agencies, as well as nongovernmental
organizations (NGOs), must be prepared to provide immediate assistance
to the victims of an attack, their families, and affected communities.

Central to success in both protection and response are advance plan-
ning, exercises, and simulations to identify problems and refine plans, as
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well as coordination across the Federal Government with state, local, pri-
vate sector, and NGO representatives to prepare for future attacks.

Intelligence

As we consider the long campaign against terrorism before us and
the prospect of additional attacks against the United States, intelligence
will be the indispensable element of the campaign on which the success of
all others will depend.

Intelligence enables all other components of the campaign against
terrorism to be effective: homeland security, law enforcement, military and
covert operations, and coalition building. Decisionmakers in each of these
areas must rely on information that is gathered, analyzed, and provided by
the intelligence community. Meeting the multifaceted challenges associ-
ated with intelligence collection, analysis, and dissemination will be
daunting, as each element of the campaign against terrorism poses unique
intelligence requirements.

Given the nature of potential adversaries, there are no guarantees
that the quality of our intelligence on terrorist organizations such as
Osama bin Laden’s Al Qaeda network will substantially improve without
significant operational changes and sustained effort by the intelligence
community. As a flat organization comprising small cells of individuals in
more than 60 countries, Al Qaeda has demonstrated its ability to use a
wide range of communications, from low-tech means such as face-to-face
meetings to high-tech means such as encrypted messages. When its com-
munications have been intercepted, it has been extremely agile in chang-
ing its modus operandi to evade Western intelligence collection.

Terrorist organizations like Al Qaeda do not rely on the kind of infra-
structure that makes other intelligence targets such as governments easier to
penetrate. Under these circumstances, national technical means of collec-
tion (for example, satellites, electronic eavesdropping, surveillance aircraft,
and the like) are less effective. Furthermore, the extremist ideology that
motivates recruits and cements an otherwise loose network together makes
it extremely difficult—indeed, almost impossible—for Western agents to
infiltrate. Due to the strength of their convictions, members are unlikely to
defect, even if offered substantial incentives. Given these factors, the cam-
paign against terrorism may pose the biggest intelligence challenge for the
United States and its allies since the Cold War.

Homeland security presents a particular set of intelligence require-
ments. Those responsible for homeland security need to have a general
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understanding of the types of attacks that various terrorist organizations
are interested in and capable of launching against America. If indicators
suggest that such an attack is imminent, authorities also need specific
warning information about the proposed location and type of attack so
as to enhance law enforcement, security, and consequence management
efforts. Such warning information is unlikely to emerge unless there is ex-
tensive information sharing and fusion across bureaucratic lines to facil-
itate synthesis of relevant information from the overwhelming amount of
data collected by a variety of agencies and means into a coherent, timely
picture of what is likely to happen.

One of the greatest challenges that we face in the homeland security
arena is enhancing our situational awareness (that is, the ability to know
what terrorists are doing inside our borders) without becoming a police
state. Consider the fact that the planners and perpetrators of the Septem-
ber attacks lived, prepared, and hid among American citizens for several
years, yet we were largely unaware of their activities. One of the things
that stands out about that terrorist episode is how little actionable intel-
ligence was available prior to that date and how much various intelligence
and law enforcement agencies have gathered since then. How could this
have happened?

One answer is that the system was not “tuned” to collect the right
data and evaluate it properly. This suggests the need to redesign data col-
lection and analysis priorities and strategies for the intelligence and law
enforcement communities. Another answer is that relevant bits of infor-
mation were available within various agency files but remained stray nee-
dles in the enormous haystack of intelligence data. This suggests the need
for new technologies to organize, store, and retrieve information that the
Federal Government already collects. A third answer is that individual
agencies may have identified key pieces of information but failed to share
and correlate this data in a way that enabled anyone to put all the pieces
together and see the larger picture. This suggests the need to enhance data
sharing and correlation across agency lines. But this inevitably raises the
specter of intelligence agencies collecting information within U.S. borders,
something that has long been seen as a threat to the basic privacy and po-
litical rights of Americans.

Being effective in the campaign against terrorism will require coming
to terms with this difficult issue. Creating the situational awareness now
deemed essential will require developing new methods for lawful surveil-
lance of American citizens and foreigners living in America, while creating
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adequate oversight mechanisms to ensure that new methods are not used
inappropriately. In short, we must do more to find and track terrorists on
American soil while also protecting the civil liberties that are essential in
our society.

Because better intelligence is the indispensable element of the cam-
paign against terrorism, it is imperative that the United States act quickly
and wisely to identify and address the most serious intelligence problems
in the counterterrorism campaign. For starters, the President should call
for a comprehensive assessment to identify shortfalls in intelligence policy,
capabilities, practices, and resources that could hamper the future effec-
tiveness of the campaign against terrorism. Based on these assessments,
the administration should then develop a multiyear action plan to address
priority issues and shortfalls.

Second, the President should give high priority to strengthening bi-
lateral intelligence-sharing and cooperation with countries that have the
most to offer the United States on the terrorist organizations of greatest
concern. Since September 11, such intelligence arrangements have become
defining political issues in American relations with many other countries.
One of our central diplomatic goals in the months and years to come
should be to broaden and deepen these arrangements as a cornerstone of
bilateral relations with key countries. This should include seeking greater
international cooperation in surveillance and tracking of the financial
transactions of various terrorist organizations.

Third, Congress should substantially increase the resources devoted
to the intelligence community in general and to the campaign against ter-
rorism in particular. This will be essential to address critical shortfalls in a
timely manner in areas such as human intelligence, covert operations, ana-
lysts, linguists and area specialists, and the integration of new technologies.

Fourth, the guidelines and processes for intelligence sharing within
the United States need to be overhauled to enable more rapid and effective
intelligence fusion and to ensure adequate situational awareness. This
needs to occur not only at the Federal level but also between Federal, state,
and local agencies. American lives are on the line, and there is simply no
excuse for bureaucratic infighting that compromises our ability to exploit
the intelligence we have.

This will be no small challenge. It will require a shift in focus from
a case file approach to more fundamental and proactive data analysis.
Where are the terrorists likely to be hiding among us, and how will we
find them? How can we distinguish suspicious activities in our complex
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and dynamic society? It will also require substantial investment in data
correlation and analysis capabilities, as well as a new willingness to share
data across bureaucratic lines. Improving our ability to correlate data
will inevitably require us to reevaluate the rules and procedures govern-
ing the gathering of intelligence on American citizens and others living
in the United States. Specifically, the United States should create new
combined-agency investigation centers that are supervised on an ongo-
ing basis by an officer appointed by the court authorized by the Federal
Intelligence Surveillance Act, who would essentially serve as a real-time
privacy ombudsman to ensure that there is no inappropriate use of new
investigative techniques.

Fifth, the intelligence and law enforcement communities need to
undertake more simulations—for example, “red-teaming” and “If I were
a terrorist. . .” exercises—to develop a better understanding of the types
of attacks terrorist groups might be willing to contemplate and how they
might respond in various situations. Though imperfect, at best, such ex-
ercises can be very useful in exposing gaps in thinking and shortcomings
in preparation.

Finally, the intelligence community cannot and should not be ex-
pected to solve all its problems on its own. It should pursue new public-
private partnerships to engage the best technologists in the country to help
it surmount its most substantial technological hurdles. Particular empha-
sis should be placed on investment in new technologies to organize, store,
and retrieve information. After September 11, it should not be difficult to
find private-sector partners. More broadly, the intelligence community
should seek to leverage America’s diversity and openness at every oppor-
tunity, engaging experts and linguists outside the narrow confines of the
Federal Government through a combination of outreach and outsourcing.

Since September 11, the intelligence and law enforcement communi-
ties have been recognized as both crucial and in need of additional resources
and reform. Nothing will be more important to the success of the campaign
against terrorism and to U.S. homeland security than meaningfully improv-
ing the capabilities and performance of these two communities.

Bioterrorism and Attacks on Critical Infrastructure

As the United States develops a national strategy for homeland
security, particular attention should be paid to two threats that pose the
greatest danger to our basic way of life: bioterrorism and attacks on crit-
ical infrastructure.



270 TRANSFORMING AMERICA’S MILITARY

Whereas an effective terrorist attack involving chemical agents could
produce tens or hundreds of thousands of casualties, an effective attack
using biological pathogens could result in millions. It is well established
that members of Al Qaeda have sought to obtain biological means of at-
tack and have contacts with states that have biological weapons programs.
The anthrax attacks that followed the September 11 attacks effectively
ended the debate about whether individual or small groups of terrorists
could obtain and use biological agents. They have and they will.

The good news is that biological pathogens are generally difficult to
weaponize; it is difficult to take them from a laboratory petri dish or vial,
produce them in large quantities, and put them in a form that can be ef-
fectively dispersed to cause mass casualties. The bad news is that terrorists
would need only a small quantity of a highly contagious pathogen such as
smallpox to infect enough people to create a mass-casualty event. Each in-
fected individual would become, in effect, a walking biological weapon.
This is a danger whose dimensions are magnified in our mobile society. A
local bio-attack could quickly become a national crisis with the potential
to cripple the country. The United States should therefore give highest pri-
ority to keeping pathogens that could be used in such attacks out of the
hands of terrorists and to enhancing our ability to deal with such attacks
should they occur.

Today, security measures at American and foreign facilities are not
adequate to prohibit theft of dangerous pathogens. In the United States,
samples of some pathogens such as smallpox are kept under very tight se-
curity, but samples of others, such as anthrax, are found in research labo-
ratories across the country that have only minimal security. Across the for-
mer Soviet Union, literally tons of Cold War-era biological weapons agents
remain housed in nonsecure facilities.

In addition, we are ill prepared to prevent the dire consequences of a
large-scale bioterrorism attack. The United States currently lacks the
stockpiles of vaccines and antibiotics, as well as the means of rapid distri-
bution, that would be required for an effective response. We lack an ade-
quate cadre of first responders who are trained and equipped to deal with
such a crisis.

The Federal Government also lacks adequate management strate-
gies, plans, and information systems to cope with a bioterrorism assault.
Today, senior leaders would simply not receive the intelligence and ex-
pert advice that they need to make informed decisions. As a result of
these shortfalls, Federal and state officials could find themselves in the
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untenable position of having to impose forcible constraints on citizens
because they lack other viable tools to contain a crisis. This would pose
enormous challenges to civil liberties and horrific choices for decision-
makers. Indeed, the less prepared we are for a bioterrorism event, the
greater the panic that is likely to ensue, and the more threats there will
be to the civil liberties of average Americans.

To address this situation, the President, working with Congress and
with state and local governments, should launch a major public-private
initiative on the scale of the Apollo Program to enhance the Nation’s ca-
pabilities to prevent and respond to biological terrorism. The focus of this
project should be fortifying and equipping the public health system to
limit the potentially catastrophic effects of bioterrorism.

Substantial investments are needed to strengthen public health expert-
ise, infrastructure, and early warning systems. New approaches must be de-
veloped to deal with the diseases that might be used as weapons of terror, es-
pecially stockpiling vaccines and antibiotics, strengthening regional and
national distribution mechanisms, and researching and developing other
means of facilitating rapid, effective disease control, such as funding the de-
velopment of easily deployed diagnostic tools using new biotechnologies.
The Bush administration’s decision to create a stockpile of 300 million
smallpox vaccines was a step in the right direction, but much more needs to
be done. Particularly important will be developing an appropriate regula-
tory process to ensure the safety of new vaccines and antibiotics, as well as
providing the medical and pharmaceutical industries with the necessary in-
centives, such as liability protection, to rise to this national challenge.

This modern-day Apollo Program also should include:

m development and implementation of an effective security protocol
for all U.S. laboratories that store pathogens that could be used ef-
fectively in a terrorist attack

m extensive analysis, simulation, and exercise programs to improve
understanding of the challenges that we would encounter in the
event of such an attack

= identification and prioritization of shortfalls that need to be ad-
dressed

» development of detailed plans and decisionmaking protocols for
dealing with a bioterrorism event, including clarification of juris-
dictional issues between Federal and state entities

» development at all levels of government of the information systems
that would be needed to manage such a crisis.
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In addition, the United States must make reducing the biological
weapons legacy of the former Soviet Union through cooperative threat
reduction programs an even higher priority on the foreign policy agenda.
It also should seek to reinvigorate and reorient the Biological Weapons
Convention process to take the new bioterrorism threats into account.
Only in preparing for this worst-case scenario can we hope to limit its
consequences.

Enhancing the security of America’s critical infrastructure—those
physical and cyber-based systems essential to the minimum operations of
the economy and government—is another central challenge in reducing
the risks and consequences of future terrorist attacks. Vast disruption and
panic would ensue if an aircraft breached the containment structure of a
nuclear power plant, a major city’s power supply was shut down, or the
New York Stock Exchange’s computer system was sabotaged.

Critical infrastructure includes telecommunications, electrical power
systems, gas and oil infrastructure, banking and finance, transportation,
water systems, and emergency services, 80 to 90 percent of which is owned
or operated by private firms. With the advent of new information tech-
nologies, much of the Nation’s critical infrastructure has become increas-
ingly automated in recent years, bringing not only new efficiencies but also
new vulnerabilities, including vulnerability to cyber attacks. As in the case
of biodefense, an active and sustained partnership between the govern-
ment and the private sector will be essential to address these problems.

Significant progress has been made in recent years, including the es-
tablishment of Information Sharing and Analysis Centers by the Federal
Government, in partnership with the private sector, to address electronic
threats, vulnerabilities, incidents, and solutions for a number of sectors. To
date, however, these efforts have focused primarily on cyber rather than
physical threats. Given that terrorist organizations such as Al Qaeda have
demonstrated their interest in producing highly visible mass-casualty
events, cyber strikes may not be their preferred mode of attack. The Bush
administration would be wise to broaden its work on critical infrastructure
protection to include a greater emphasis on physical vulnerabilities and
threats in various sectors.

This will require not only new threat and vulnerability assessments
but also a clearer delineation of who has the responsibility and who has the
authority to enhance security measures against physical attacks on various
elements of critical infrastructure. For example, who is responsible for
providing adequate security at the 103 nuclear power plants operating in
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the United States? Is it the private utility companies who operate the
plants, local law enforcement, or perhaps National Guard units under the
control of the state governors? These issues urgently need to be addressed
in a coordinated manner through consultations between Federal, state,
local, and industry officials.

Private sector firms will have a particularly important role to play in
this regard, in activities ranging from designing new facilities to better with-
stand attack, to enhancing physical security systems at existing facilities.

Organizing for Success

How should the U.S. Government be organized for homeland secu-
rity? This question—at the heart of virtually every policy discussion since
September 11—was debated in depth for months and even years before.

Three basic options were discussed most frequently: give the entire
homeland security mission to one existing agency or another, such as the
Federal Emergency Management Agency (FEMA) or the Department of
Defense; create a new agency by merging together elements of existing or-
ganizations and missions;® or create a strong coordinator in the White
House.” President Bush seems to have settled the debate, at least for his
tenure, by appointing Tom Ridge to be Assistant to the President for
Homeland Security. In essence, the President chose the third option, a na-
tional coordinator in the White House charged with bringing together the
assembled resources of the entire government. Yet within hours of the an-
nouncement, debate resumed over whether Director Ridge had been given
the legal and budgetary authorities and institutional standing that he
needs to be effective in his new post.

President Bush’s decision was the right decision for now, but it is in-
adequate for the longer term. The precise structure of the long-term orga-
nizational solution is probably unknowable at this point, but changes will
surely be needed.

Designing a long-term, integrated, effective response to the compli-
cated problem of international terrorism waged on American soil requires
understanding three fault lines that fracture the U.S. Government.® The
first is divided Federal Government: the system of checks and balances
that the founders put in place to preclude abuses of power and that is the
very essence of American constitutional democracy. Over time, the U.S.
Government has evolved to become enormously complex and redundant;
nearly every major department and bureau has some relevant role in
homeland security. The second constitutionally grounded fault line is
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American federalism: the way in which authority is divided between the
national level and the state and local levels of government. Coordinating a
nationwide response to terrorism requires vertical coordination between
various levels and agencies of government to bridge these gaps. The third
fault line is more cultural than constitutional: the separation between our
foreign and domestic security apparatus. American political culture has al-
ways been wary of excessive government power, and this has limited the
role of military and intelligence agencies inside the borders of the United
States. The military’s role within the United States is highly circumscribed
by the doctrine known as posse comitatus; the U.S. intelligence community
cannot spy on American citizens, and the domestic surveillance activities
of Federal law enforcement bodies are constrained by fairly strict opera-
tional restrictions and judicial oversight. When it comes to fighting
terrorism, however, this division between foreign security and domestic
security creates dangerous vulnerabilities. For example, in the past, the
terrorist use of modern communications networks to leap across political
jurisdictions allowed them to operate within the United States in ways that
forced intelligence agencies to abandon the chase at the border. This for-
eign-domestic security fault line creates operational barriers to coopera-
tion between military forces, intelligence, and law enforcement that must
constantly be surmounted.

As if this picture were not sufficiently bleak, it should be noted that
many other democracies are equally fractured in their government struc-
tures. The discontinuities on the American scene are also found among
our partner states, complicating the problem of international information
sharing and coordination.

A National Coordinator for Homeland Security

In light of the deep divisions that mark American culture and con-
stitutional governance, a national coordinator is currently the best and
only solution to the problem of homeland security. However, Director
Ridge has been assigned the most difficult job imaginable: to coordinate a
vast and complex government and to instill the focus and agility required
to stay ahead of small bands of ruthless terrorists. His task is further com-
plicated by the inherent advantage that the terrorists have of hiding inside
an America that values its diversity and its openness and that embraces
transnational business practices and social interactions.

Given these challenges, Director Ridge should approach his mis-
sion at a strategic level. Virtually every major department of the Federal
Government, and certainly the law enforcement and emergency response
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elements of the state and local governments, all have crucial roles to play
in the homeland security mission. The national coordinator cannot run
the daily operations of such a vast and disparate array of agencies and
bureaus. Instead, he should use his power and influence to shape the pri-
orities, plans, and future competencies of the government to deal with
terrorism.’ This requires establishing an overall strategy.

First, as mentioned above, the United States must resist the trap of
preparing to fight the last war. It is unlikely that terrorists will attempt a
strike that resembles the events of September 11, and if they do, we un-
doubtedly will be better prepared to foil their plans. Instead, terrorists are
more likely to attack in unanticipated ways: airplanes one day, anthrax the
next, and something else on the following. Therefore, the first task of the
national coordinator is to think like a terrorist. He should establish a
terrorism assessment unit that is specifically designed to strategize as a ter-
rorist would and to research ways in which American security could be
breached. This should not be an unbounded exercise of human imagina-
tion, but rather a disciplined review of intelligence assessments, more sys-
tematic and thorough analysis of terrorist doctrine and techniques, and a
deliberate reasoning about the goals and effects intended by various ter-
rorist organizations. The terrorist assessment unit should draw widely on
the research community in the United States and in other countries as well
as less conventional sources, such as Hollywood and the broader creative
community. Its aim should be to challenge and shape the planning and
programming priorities of the various departments and bureaus that
share the homeland security task.

Second, the national coordinator should institute an extensive pro-
gram of wargaming and simulation. For years, DOD has conducted so-
called tabletop exercises to test assumptions and plans. Other elements of
the government also have some forms of assessment, but most do not
have the same degree of discipline or sophistication. Wargames serve five
primary purposes: to uncover discontinuities in planning for unexpected
events; reveal insights into the complexity of problems that cannot be de-
veloped by reading reports; establish operational working relationships
among participants in peacetime that become crucial for communication
and trust in crisis situations; help suspend the typical turf battles when
organizations confront just what they can and cannot do, as well as what
other organizations bring to the table in a time of crisis; and reveal criti-
cal shortfalls in processes and capabilities that need to be addressed.
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A comprehensive antiterrorism wargaming program should in-
clude periodic training sessions for the President and his Cabinet. The
wargaming program must contemplate different scenarios and sponta-
neous developments. The terrorism assessment unit described above
would be instrumental in designing the scenarios and identifying the key
learning points for each exercise.

Third, the national coordinator should establish an advanced con-
cepts office for homeland security. This office would be chartered to de-
velop new approaches to government operations that would bridge the
discontinuities and address the shortfalls identified in the wargaming
process. It would utilize current operations research techniques to identify
alternative concepts of operations and help the national coordinator pro-
vide guidance to the Nation’s various departments and bureaus to develop
new capabilities.

Fourth, Director Ridge should conduct a homeland security strategy
review—on the scale of a national security strategy review or the recent
Quadrennial Defense Review—to define and prioritize objectives, develop
a strategy to meet those objectives, and develop a concept of operations
that clearly assigns responsibilities to specific agencies and actors for vari-
ous aspects of the strategy. This planning process should include a com-
prehensive assessment of current U.S. capabilities to deal with the full range
of threats to the American homeland. The objective should be to identify
and prioritize shortfalls in national capabilities that should be addressed,
based on a combination of the likelihood of the threat and seriousness of
potential consequences.

Informed by this strategy review, the national coordinator, on behalf of
the President, should develop a multiyear interagency action plan. The plan
should specify short-term actions to be taken on a priority basis, long-term
investments to be made to enhance capabilities in critical areas, and a clear
division of labor, including lead agency responsibility for specific areas and
actions. This plan should be issued over the President’s signature to guide re-
source allocation for homeland security across the Federal Government. It
should be a living document that is reviewed and revised on an annual basis.
The process of developing this plan should include every Federal agency that
will be assigned responsibility for an element of homeland security, as well
as close consultations with key state and local agencies and actors. Both the
assessment and the development of an integrated action plan will be im-
portant to ensure that the United States gets the highest possible returns on
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what is likely to be tens of billions of dollars invested in homeland security
over the next several years.

Once this plan is in place, the national coordinator should establish
a program and budget review process, whereby the activities and expen-
ditures of relevant Federal agencies are reviewed annually in light of the
requirements defined in the multiyear plan. This review process would
provide a mechanism for ensuring that agency actions accord with the
President’s guidance and would provide the national coordinator with a
critical mechanism for enforcing the President’s priorities. Here, consis-
tent and unwavering Presidential backing will be essential to the national
coordinator’s success. The President must effectively communicate to the
various agencies that Director Ridge’s decisions are his decisions and that
there will be no appeals.

The national coordinator must also take steps to integrate Federal
programs and plans more fully with those of state and local governments
and to aid state and local authorities in enhancing their homeland secu-
rity capabilities. Because state and local governments are likely to be the
first to respond to an attack, they will bear the lion’s share of responsibil-
ity in implementing decisions made in Washington. They also will feel the
immediate impacts of any attack most acutely. These constituencies will
have to be included in discussions and decisions if the United States is to
succeed in strengthening security at home. The same is true of key parts
of the private sector, particularly firms involved in operating or securing
the Nation’s critical infrastructure.

In the short run, a strong national coordinator for homeland security
is the right answer. In the long run, however, we must develop new ap-
proaches to government that will bridge these fault lines more effectively. At
this stage, it is not possible to determine with precision what new structures
are required. This should logically emerge after insights are gained from the
study-exercise-innovate-review process described above.

In the interim, Congress should refrain from passing legislation that
would make the new Office of Homeland Security a Cabinet-level
department or fundamentally reorganize the U.S. Government for home-
land security. If history is any guide, such organizational change would
be, at this time, both unnecessary and premature. Lessons from World
War II and since suggest that the keys to success in organizing the Federal
Government for any prolonged and complex campaign or effort—in this
case, sustained homeland security operations—are full Presidential em-
powerment of one person under the Chief Executive to “drive the train”;
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institutional flexibility to adapt and change as the operations unfold; and
ensuring that the empowered individual is focused on setting priorities,
on determining who should be responsible for what, and on applying
pressure where necessary to ensure that the President’s priorities are ac-
tually implemented, rather than on conducting day-to-day operations.
President Bush’s conception of Ridge’s role as Director of the Office of
Homeland Security appears to be consistent with this model; establishing
a new Cabinet-level Homeland Security Agency would not be.

In addition, major institutional change at this stage would risk di-
verting the attention and energy of both leaders and operators from the
task at hand, away from taking concrete steps to improve our immediate
capacity to deal with further terrorist attacks at home, to fighting rear-
guard actions to protect agency turf from encroachment by a new depart-
ment. A time of crisis is not the best time to undertake a fundamental
reorganization. Furthermore, we should not commit ourselves to legislated
institutional change before we have enough experience to know what we
really need to meet new challenges.

In time, a reorganization may be necessary; if so, Congress and the ex-
ecutive branch would need to work in partnership to define the best course
of action. But it is simply too early to know what form such change should
take. For now, Congress should give the President the time and discretion
to try organizational and process innovations within the White House and
departments. As the results come in, Congress and the executive branch
should open a dialogue on whether and how the Federal Government
should be fundamentally reorganized for homeland security missions over
the long haul.

Other Organizational Innovations

Given both the importance and the likely longevity of homeland
security as an issue, Congressional leadership should convene a panel of
members to evaluate and recommend options for reorganizing Congres-
sional committees to enable more effective oversight of cross-cutting
issues such as homeland security. Some 14 Congressional committees
currently claim jurisdiction over some aspect of homeland security. In
practice, this means that Congress is essentially trying to provide over-
sight by looking at the problem vertically through 14 different soda
straws. Given that it has the power of the purse as well as the last word
on how the Federal Government actually expends resources, Congress
can have an enormous impact—positive or negative—on the coherence
of an activity.
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Within DOD, at least two proposals should be considered. The first
proposal is for the Secretary of Defense to establish a new Commander in
Chief (CINC) for Homeland Defense. The U.S. military must be better
organized to support homeland defense. Historically, assigning responsi-
bility for an area or function to a CINC has been the most effective way
to ensure that it receives priority attention in military planning, training,
and resource allocation. Creating a new CINC for Homeland Defense
would put all or most of the military assets required to support homeland
security under the command of a single four-star general or admiral. It
would create a senior “go-to” person within the military whose sole job,
day and night, is to prepare the military for operations to protect against
or respond to threats to the American homeland. Currently, no such per-
son or focal point exists, although a proposal to create a new Northern
Command is being actively considered. The challenge in creating a new
homeland defense CINC will be to balance the desire to put all military
homeland defense missions under the control of one CINC against the
need to ensure that the resulting CINC has a manageable set of missions
and span of control.

The second proposal is for DOD to make homeland defense the pri-
mary mission of the Army and Air National Guard and for elements of the
Guard to be reorganized, properly trained, and fully equipped to undertake
this mission. Specifically, the Air National Guard should be given air and
missile defense of the United States as its primary mission and should be
restructured accordingly. The Army National Guard should be reoriented,
reorganized, trained, and equipped to focus on consequence management
in the event of a major terrorist attack, especially one involving chemical or
biological agents. This includes maintaining civil order and augmenting
civilian capabilities for protecting critical infrastructure. Geographically
dispersed, with deep ties to local communities and well-established rela-
tionships with state governments, the National Guard is ideally suited to be
the military’s primary contributor to these missions. Reorienting the Army
National Guard in this way would reorder its current priorities, making its
role as a strategic reserve in the event of a long or difficult major war over-
seas a secondary rather than a primary mission. Over the longer term, the
strategic reserve mission might be assigned to a restructured Army Reserve.

The administration should also give priority to strengthening the
Federal Emergency Management Agency to be the permanent connection
between the Federal Government and state and local governments for
dealing with the consequences of terrorism on American soil. FEMA has



280 TRANSFORMING AMERICA’S MILITARY

an excellent track record of coordinating the national response to natural
disasters, such as hurricanes and floods; however, prior to September 11, it
was extremely reluctant to take on post-terrorism consequence manage-
ment. As a result, it currently lacks personnel with the requisite skills for
this mission. Rather than assign the Federal coordination role to another
agency, the President, working with Congress, should strengthen FEMA to
undertake this task, with considerable investment in new staff and train-
ing activities.

Finally, the government should create opportunities for national
service in the area of homeland security. The attacks on the World Trade
Center and the Pentagon led to an outpouring of national volunteering
and participation in the recovery effort. Across the Nation, Americans are
looking for ways to help. This offers an opportunity that should not be
wasted. The President should create a task force to explore the creation of
a Homeland Security Service Corps for Americans, young and old alike,
who are prepared to give 2 years to help protect the Nation. Volunteers
would be trained to serve in a variety of fields, including the Public Health
Service, airport security, and the National Guard and Reserve. Modeled
after the Peace Corps and AmeriCorps, this Corps could make suitable ed-
ucational and financial benefits available to volunteers. The program
would be likely to have strong bipartisan commitment from the President
and Congress. The task force could also explore the merits of mandatory
national service.

The Imperative to Prevail

Homeland security is now front and center in America’s conscious-
ness, and it is likely to stay there for quite some time, especially if further
attacks occur. Unlike the 100-hour Gulf War or even the Cold War, the war
against terrorism will not have a clear end point. Rather, it will be more
like the wars on crime or drugs or poverty. Because the problem can never
be entirely eliminated, victory becomes defined in terms of managing the
level of risk down to acceptable levels. In short, the need to strengthen
homeland security will present not only a multifaceted set of requirements
but also an enduring one.

The Federal Government, in partnership with state and local agen-
cies and the private sector, must do everything in its power to enhance
our homeland security capabilities if we are to prevail in this long war on
terrorism. It should start by identifying critical shortfalls in capability,
prioritizing those shortfalls, and then addressing them, starting with the
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most important items and working its way down the list. It also must es-
tablish new ways of doing business to better integrate policies, programs,
and budgets across bureaucratic divides. This will require enormous
political will and leadership on the part of America’s elected officials and
perhaps historic levels of resolve on the part of our Nation. But trans-
forming on the home front is not just an option; it is an imperative if we
are to prevail.
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Chapter 11

Changing the Strategic
Equation

Peter A. Wilson and Richard D. Sokolsky

he Bush administration has articulated a new paradigm for trans-

forming U.S. strategic offensive and defensive forces to meet the

demands of the 21 century security environment. It has also set
out strategic principles to guide this transformation. In the spring of 2001,
President George W. Bush stated, “We need new concepts of deterrence
that rely on both offensive and defensive forces. Deterrence can no longer
be based solely on the threat of nuclear retaliation.”! On other occasions
over the past 2 years, President Bush has emphasized that the United States
needs a new strategic framework because Russia itself is no longer the
enemy and the Cold War logic that led to the creation of massive stockpiles
on both sides is now outdated. The President has stated that our mutual
security need no longer depend on a nuclear balance of terror and that
America should rethink the requirements for nuclear deterrence in a new
security environment. The premises of Cold War nuclear targeting should
no longer dictate the size of the U.S. nuclear arsenal.

In early January 2002, the Bush administration issued the results of
its Nuclear Posture Review (NPR), which laid out the direction for Amer-
ican nuclear forces over the next decade. One of the key features in this
blueprint for transforming the U.S. strategic posture is the shift to a new
triad of capabilities that includes strategic offensive capabilities, both nu-
clear and non-nuclear, defensive capabilities, and a robust nuclear
weapons infrastructure. The NPR concludes that the addition of defenses,
as well as non-nuclear strike forces, will allow the United States to reduce
its dependence on offensive nuclear forces to maintain deterrence in the
evolving strategic environment.

Making the transition to a world in which deterrence depends less
on maintaining a “nuclear balance of terror” and more on some as-yet-
undetermined mix of offensive and defensive deployments is a major
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geostrategic and technological challenge. Indeed, the profound changes
in the character of the U.S.-Russian relationship and the broader
geostrategic environment, as well as changes in military technologies, cast
the issue of strategic force reductions and the deployment of missile de-
fenses in an entirely new conceptual framework.

A further, perhaps even more profound, question is that of the evo-
lution of our nuclear relationship with China, which, unlike Russia, is an
emerging great power. What meaning and relevance do the concepts of
nuclear deterrence, strategic stability, and mutual assured destruction have
in this changing strategic landscape? What is the appropriate doctrine that
should guide plans for the employment of nuclear weapons? What new
standard or metric should guide decisions on the size and composition of
U.S. strategic forces and missile defenses??

The purpose of this chapter is to illuminate the relationship between
these broader strategic policy challenges and the emerging issues of strate-
gic defense and offense technologies. The first section sets these issues in
the context of recent developments that have profoundly altered the
strategic landscape, including the terrorist attacks of September 11, the
U.S. response to these attacks, and the Bush administration decision to
withdraw from the Anti-Ballistic Missile (ABM) Treaty. The second sec-
tion addresses the main technological issues and challenges associated
with American plans to deploy missile defenses. The third section dis-
cusses U.S. strategic force planning in the new security environment. The
fourth section looks at the impact of changes in American strategic policy
on other key countries. The chapter ends with some observations about
future directions for U.S. strategic policy.?

Strategic Shocks of Fall 2001

Since the Bush administration’s articulation of the very broad con-
tours of this “new strategic framework,” the geostrategic environment has
undergone several shocks during the late summer and fall of 2001. The
well-conceived and -executed slow-motion strategic attack on the World
Trade Center and the Pentagon on September 11,2001, was the first shock.
As a result, our terminology about strategic warfare has changed. Now the
United States is engaged in a global war against militant Islam with a rev-
olutionary ideology, in the form of Osama bin Laden’s Al Qaeda (“The
Base”) terrorist organization. This international terrorist organization has
demonstrated a sophisticated capacity to prepare a battlefield inside the
United States. With the rapid collapse of both World Trade Center towers
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and other deaths in Pennsylvania and at the Pentagon, the United States
suffered the second-highest number of fatalities in a single day in its entire
history—some 3,000 in 2 hours. Our vast nuclear deterrent posture stood
mute and irrelevant to this form of strategic warfare, perpetrated by a
globally diffuse opponent with unlimited war aims—the destruction of
Western civilization—and undeterred by the threat of nuclear retaliation.

The United States then launched Operation Enduring Freedom, a
global operation designed to “roll up” the Al Qaeda terrorist network and
its primary nation-state host, an Afghanistan ruled by the Taliban, along
with its religious and political allies. Although the Taliban regime was de-
stroyed by late fall 2001, the Bush administration has acknowledged that
the global war against Al Qaeda will be a long campaign, much of it fought
in the shadows. A key feature of this protracted operation is the building of
a wide global coalition that includes the Russian Federation and China. The
former is absolutely vital; it has allowed the United States overflight rights
and the basing of significant military assets in Uzbekistan, Kyrgyzstan, and
Tajikistan, former states of the Soviet Union, to conduct operations inside
Afghanistan. China also appears to be cooperating in the form of diplo-
matic support in the United Nations, economic assistance to Pakistan, and
the sharing of information about Islamic terrorist organizations.

This act of hyperterrorism was followed by several additional major
geostrategic events during the fall of 2001. Reflecting new political warmth
between Washington and Moscow, Presidents Bush and Putin agreed dur-
ing the November 2001 summit meeting in Crawford, Texas, to press ahead
with major reductions of their countries’ strategic nuclear offensive forces.
However, the two countries were unable to reach a mutually satisfactory
agreement on the fate of the ABM Treaty, leading to the U.S. official with-
drawal from the treaty on June 13, 2002.*

Review of Missile Defense Technologies

Unlike the Clinton administration, the Bush administration has de-
cided to accelerate research and development (R&D) and to procure
during this decade a full spectrum of active ballistic and cruise missile
defenses without the constraints of the ABM Treaty. At the present time,
the administration has not chosen the architecture of its deployment
plans for ballistic missile defense (BMD), other than to acknowledge that
the near-term requirement is to provide a missile defense against a small
number of intercontinental ballistic missile (ICBM) warheads. This is
the so-called rogue state threat, a handful of first-generation ICBMs
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equipped with very primitive reentry vehicles and penetration aid tech-
nology. The possible elements of any “layered” BMD architecture are re-
viewed in this section. However, several ongoing programs recently have
been canceled due to development and cost overrun problems, a reflec-
tion of the technological challenge of developing effective BMD.

Ballistic Missile Defense

The fundamental goal of the planned BMD system is to defend the
forces and territories of the United States and of its allies and friends as
soon as practicable. The integrated program under development is in-
tended to counter the full spectrum of ballistic missile threats in all phases
of flight using kinetic and directed energy kill mechanisms and a variety
of land-, sea-, air-, and space-based deployment options.

Terminal (endo-atmospheric) or lower-tier systems

The first terminal BMD to become operational is the PAC-3 hit-to-
kill (HTK) missile. The interceptor uses a microwave seeker and side-fir-
ing jets to maneuver to kill, by kinetic impact, short-range ballistic missiles
and cruise missiles. The sea-based counterpart was the Naval Area Defense
(NAD) system, which consists of a standard missile with an upgraded fuse
and warhead to destroy incoming short-range ballistic missiles (SRBMs)
with a fragmentation effect. Due to cost overruns and significant schedule
delays, this program was recently canceled.

Theater-wide (exo-atmospheric) or upper-tier systems

Theater-wide or upper-tier systems are the high-performance HTK
systems, such as the Army Theater High-Altitude Area Defense (THAAD)
and the Navy Mid-Course (formerly Navy Theater Wide) system. In late
January 2002, the Navy reached an important milestone with the first suc-
cessful test of the Navy Mid-Course HTK interceptor. Operating off the
coast of a hostile state armed with very long-range, perhaps transoceanic-
range, ballistic missiles, Navy Mid-Course may have marginal boost-phase
intercept capability against slow rising liquid propellant multistage rockets.

Boost-phase BMD systems

The near-term boost-phase theater missile defense system is the air-
borne laser (ABL) being developed by the Air Force. Current plans are to
arm a 747-400 series freighter aircraft with a carbon dioxide-iodine laser
that can intercept SRBMs out to a range of several hundred nautical miles.
This weapon is not a viable boost-phase weapon against any missile that is
launched beyond the slant range of the laser. It may be possible to use the
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ABL against Pyongyang’s long-range missiles oft the North Korean coast,
but the Air Force will have to be able to suppress the threat that both long-
range surface-to-air missiles and manned interceptors pose to the very
vulnerable wide-body aircraft carrying the laser.

Land-based Midcourse

The Clinton administration proposed a land-based BMD designed
to intercept a small number of ICBMs launched by a rogue state (North
Korea is the state of most immediate concern). To conform as closely as
possible to the ABM Treaty, the Clinton plan called for the deployment of
only one site in Alaska equipped with 100 interceptors to deal with an
emerging North Korean ICBM threat with an option to deploy an addi-
tional 100 interceptors in the continental United States.

Sea-based Midcourse

The Bush administration hopes that major progress beyond the Navy
Mid-Course system is feasible. With a new interceptor rather than the lower
performance standard missile, the midcourse BMD could provide an addi-
tional layer of defense if ships are placed in the North Pacific and Atlantic
to intercept oncoming ICBMs from North Korea, Iraq, or Iran. Similar to
the Navy Mid-Course system, the sea-based BMD would be equipped with
an HTK capability and might have a boost-phase role as well.

Sea- and Land-based Boost-phase

A proposal has been made to base a very high-acceleration and long-
range booster and HTK interceptor on board a new generation of BMD-
capable warships. Such a system will be much more effective against long-
range ballistic missiles that are based relatively near an oceanic coastline.
To provide a defense against a very large country such as Iran, such a sys-
tem would most likely have to be land-based in a neighboring country,
which is no small diplomatic challenge.

Space-based Boost-phase

The Bush administration desires to test two variants of a space-based
interceptor. The first is a space-based HTK system, a variant of the old
“Brilliant Pebbles” concept. The second is a space-based laser system. Under
the most optimistic circumstances, in particular a substantial increase in
funding, the testing of both the space-based HTK and chemical laser sys-
tems is unlikely until later in the decade. The strategic consequence of this
type of BMD architecture could be much more profound than the array of
HTK systems described above (this point is discussed below).
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Air Defense

The PAC (Patriot Advanced Capability)—3 lower-tier HTK system has
some capability against cruise missiles. Additional air defense (AD) im-
provements are being explored, including the development of lower-fre-
quency radars held aloft by aerostats (tethered, streamlined balloons), the
joint land-attack cruise missile defense elevated netted sensor program, and
the medium extended air defense system (MEADS). Upgrades to the various
airborne warning and control systems (AWACS) are under way. The Navy’s
E-2C and the Air Force E-3D are being reequipped with lower-frequency
radars that are optimized to detect low-observable air targets, such as Tom-
ahawk class cruise missiles. The Air Force is giving serious consideration to
acquiring a next-generation AWACS using a larger B-767 class aircraft. The
fleet of antiaircraft capable cruisers and destroyers equipped with the Aegis
system are being upgraded with an antiballistic missile defense capability.
Finally, the Navy and Air Force continue to modernize their fighter fleets
with increasingly capable air-to-air missiles, such as the upgraded AIM—120
AMRAAM and AIM-9X. All these air defense capabilities are likely to be
given much greater emphasis after the September 2001 aerial attacks on the
World Trade Center and the Pentagon.

Space Surveillance

Critical to the success of any wide-area or layered BMD is the de-
ployment of a new generation of space-based sensors that can perform
multiple functions, including missile tracking and the discrimination of
warheads from space debris and decoys and other countermeasures. The
most significant of this decade is the deployment of the space-based in-
frared sensor system (SBIRS)-High, operating at geosynchronous earth
orbit to replace the Defense Support Program early-warning satellites.
There were also plans to deploy a SBIRS-Low constellation, operating at
a low Earth orbit, by the end of the decade. SBIRS-Low or its equivalent
will be vitally important to provide early-track and warhead discrimina-
tion data on medium- and transoceanic-range missiles as they rise out of
the atmosphere, so they can be intercepted by a wide array of aerospace
defense systems. At the present time, SBIRS-High is suffering from a
major cost overrun; its initial operational capability date is slipping by
several years to the end of the decade. SBIRS-Low is in even in greater dis-
array: Congress has canceled this program, although funds remain to res-
urrect the program or to begin development of a replacement array of
sensors. Without the equivalent of SBIRS-Low to provide post-launch
tracking data, the effectiveness of the full array of terrestrially based BMD
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will be seriously compromised. One option is to deploy a fleet of high-al-
titude unmanned aerial vehicles (UAVs), such as the Global Hawk, to
carry infrared sensors to track missile payloads during their midcourse
phase of flight.

Some Missile Defense Technology/Operational Issues

To achieve very high performance levels against small low-technol-
ogy threats, several technologies will have to be mastered and several mile-
stones met by mid-decade.

Hit-to-Kill Interceptors

A central feature of the U.S.-designed BMD systems is their heavy re-
liance on the development of HTK interceptors. Major advances in com-
puter processing power, coupled with improved infrared sensors, appear
plausible. However, the test experience of HTK is mixed. Development of
the PAC-3 terminal defense interceptor has led to a success rate of better
than 80 percent, while the more ambitious THAAD interceptor has had
only two limited successes in four tries. Attempts to develop a high-per-
formance HTK interceptor beyond THAAD have been troubled by recent
test failures of a new-generation booster.

Countermeasure Resistance

The current generation of BMD interceptor tests involves the least
demanding countermeasure threats, since the focus of these early tests was
on the development of the basic weapon capability. An extensive testing
program will have to be sustained over a number of years to develop both
electro-optical sensors and high-frequency radars to allow BMD systems
to defeat a wide array of exo-atmospheric decoys that rogue states might
develop by the end of the decade. A critical variable that will influence the
severity of the threat to U.S. aerospace defense systems will be the willing-
ness of the Russian Federation and China to limit the transfer of counter-
measure technology to states such as North Korea, Iran, and Iraq.

Resilience in a Nuclear-Disturbed Environment

Future opponents, especially the economically weaker rogues, may
conclude that U.S. missile defenses can be defeated only by the use of nu-
clear weapons. A future opponent might choose to use a warhead that is
“salvage fused” to detonate during collision with an HTK interceptor; the
resultant high-altitude nuclear detonation could blind the terrestrially
based BMD fire control radar. Depending upon the altitude of the nuclear
detonation, effects could appear as scintillation in the ionosphere (“black-
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out”) or wide-area electromagnetic pulse (EMP) effects. If unprotected
from the latter phenomenon, the electronics of terrestrially based BMD
systems could fail catastrophically. To build BMD systems hardened against
these effects will require a significant R&D and system design investment
prior to production.

Dealing with Low Observable Cruise Missiles

By the end of the decade, Tomahawk class cruise missiles may be
widely available to future U.S. opponents. Most worrisome is the prospect
that one or more of these opponents will master the indigenous produc-
tion of a modern V—1. This might be a cruise missile with a range of 1,000
kilometers and inherently low observable features, mass-produced in the
hundreds or even thousands. The challenge to American and allied air de-
fenses is to defeat a massed cruise missile attack that might be part of a
structured attack involving the simultaneous use of theater ballistic mis-
siles (TBMs). There are a variety of air defense programs designed to deal
with that threat, but they may have to be hardened to nuclear weapon ef-
fects, especially the threat of high-altitude detonations that cause wide-
area EMP effects.

With the American termination of the ABM Treaty, the Chinese are
likely to become much more interested in cruise missiles. This interest will
be further reinforced if the United States decides to deploy a space-based
weapon segment of its BMD architecture. For example, China might make
a major investment in a fleet of nuclear-powered cruise missile sub-
marines (SSGNs) and conventionally powered submarines with air inde-
pendent propulsion (AIP) to carry long-range submarine-launched cruise
missiles (SLCMs). It might be much cheaper for the Chinese to develop
such a fleet than to invest in a next generation of submarine-launched
(intercontinental) ballistic missiles (SLBMs). The Chinese might be
prepared to maintain a small number of SLCM-armed SSGNss in the east-
ern Pacific, especially during times of severe tension with the United
States, such as a political-military crisis involving Taiwan. This stratagem
would be intended to divert substantial American naval assets to monitor
this fleet, which, though small, could menace the West Coast of the United
States. Further, there is the prospect that rogue states or possibly transna-
tional terrorist organizations might be prepared to deploy civilian
freighters as cruise-missile-armed “Q ships” to bypass the BMD deployed
by 2010.
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Would Space-Based BMD Disturb the Emerging
Strategic Equilibrium?

Without the constraints of the ABM Treaty, the most significant fu-
ture decision by the Bush administration on a future BMD architecture
will be whether it has a space-based weapon component.’ An effort to ac-
celerate development and deployment of a space-based interceptor array
may cause Moscow to view this as a powerful sign that the United States
has decided to deploy a BMD that is capable of defeating threats far more
capable than those that might be possessed by rogue states. In contrast, a
U.S. missile defense architecture that is terrestrially based and relies on
HTK interceptor technology cannot credibly threaten the assured retalia-
tion capabilities of a Russian ICBM force based deep inside Russia. After
further buildup of its centrally based next-generation ICBMs, with or
without multiple independently targetable reentry vehicles (MIRVs),
China may hold to a similar view.

On the other hand, the Bush administration may press ahead with a
very robust space-based interceptor development program, with the intent
of deploying either a version of the HTK-based Brilliant Pebbles concept
or an array of very high-powered orbiting laser weapons by 2020. The Rus-
sians and Chinese may decide to tolerate the U.S. deployment of boost-
phase systems that can intercept short- and medium-range ballistic mis-
siles. However, a space-based BMD with a boost-phase capability will have
the potential of negating ICBMs based deep inside Russia or China,
thereby putting their assured retaliation capability at far greater risk. Both
Moscow and Beijing are likely to press for some sort of regime of restraints
on space-weapon testing and deployment. It is unclear at this time
whether the Bush administration will accept any limits on space-weapon
testing during the next decade or so.

Although an American decision to deploy a space-based BMD array
might not trigger a classic Cold War-type arms race, it could encourage
Russia and China to develop a far closer political and military strategic re-
lationship. For example, Russia might be prepared to transfer advanced
strategic offensive and defensive weapon technology to China just to
maintain the overall strategic equilibrium with the United States. On the
other hand, the Russian or Chinese response to a U.S. move to deploy
space-based weapons might be muted if relations between Washington,
Moscow, and Beijing are on a cooperative track.

These concerns suggest that there will be some major technological
challenges for the American developers of aerospace defenses. As for the
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future of U.S. strategic nuclear offensive forces, the changes may be more
profound doctrinally rather than technologically.

Future Direction of the U.S. Strategic Force Posture

The Bush administration deserves credit for articulating the intellec-
tual rationale for fundamental changes in U.S. nuclear weapons policy.
Both the doctrine and force structure that it inherited from its predecessor
were anachronistic and thus in need of transformation. Reflecting this view,
the new Nuclear Posture Review (NPR) holds the promise of ending Cold
War practices related to American strategic force planning and the prospect
of a fundamental change in deterrence strategy. These changes include sig-
nificant revisions to U.S. nuclear warfighting plans and the development of
a new triad of strategic forces that would include non-nuclear as well as
nuclear forces.® The NPR also breaks some important new ground, partic-
ularly in broadening the definition of strategic capabilities and focusing on
capabilities-based planning.

Nonetheless, the results of the NPR to date reveal a gap between the
rhetoric of strategic transformation and reality. Indeed, rather than mak-
ing a clear break with the past, as was foreshadowed at the outset of the ad-
ministration, what is striking about the changes in strategy and force
structure announced in the NPR is their apparent perpetuation of the sta-
tus quo. However, the NPR remains a work in progress, and DOD officials
claim that no final decisions have been made on the important issues of
the overall size of the active stockpile, the reserve of ready strategic war-
heads (called the hedge force by the Clinton administration but relabeled
in NPR as the responsive force), or the inactive stockpile of weapons that
are slated for destruction or in some disassembled form. Decisions on
these issues could have significant implications for U.S.-Russian relations
and for strategic force modernization, especially the need to develop new
warheads with new capabilities.

The decision of the Bush administration to unilaterally reduce
American strategic force levels to between 1,700 and 2,200 operationally
deployed warheads broke the deadlock in the strategic arms control
process, accomplishing in one bold stroke what years of arms control ne-
gotiations had failed to deliver. But these reductions are less sweeping than
they appear. The force levels that are envisioned at the end of this decade
are virtually the same as those agreed to by President William Clinton and
President Boris Yeltsin in 1997. Moreover, only minimal changes are con-
templated in the composition of U.S. strategic forces. In fact, at the end
of this decade, the mix of strategic missiles, bombers, and submarines



CHANGING THE STRATEGIC EQUATION 293

comprising the American nuclear triad will not differ significantly from
the force structure established by the Clinton administration’s 1994 Nu-
clear Posture Review.

A key issue raised in the NPR, and the one that has drawn consider-
able public attention and criticism, is the decision to store rather than de-
stroy thousands of warheads that will be removed from strategic systems.
The Bush administration, like its predecessor, has no plans to eliminate the
capability of these platforms to be rapidly “uploaded” with these reserve
warheads. This reconstitution capability of over 6,000 warheads is compa-
rable to the one planned by the Clinton administration.

There is, to be sure, a legitimate argument for maintaining some type
of reserve stockpile to sustain the active force, given worries about the mo-
bilization capacity of the U.S. nuclear infrastructure, especially in produc-
tion of plutonium pits and tritium. Still, if Russia is no longer our strate-
gic enemy and the warhead requirements (as argued below) for dealing
with China and rogue states are much more modest, there is no justifica-
tion for maintaining thousands of warheads available for rapid uploading,
particularly in light of the NPR acknowledgment that the new “responsive
force capacity” is designed to deal with distant threats that may arise in the
future but cannot be predicted.

Indeed, given the size and character of projected threats, the time-
lines in which they are likely to emerge, and the deterrent capabilities
that the United States would need, the administration should be able to
establish a new readiness system for strategic nuclear warheads (analo-
gous to the readiness categories for Soviet and Warsaw Pact divisions
during the Cold War) and to downsize significantly the number of war-
heads in the active (category one), responsive force (category two), and
inactive (category three) stockpiles. If this approach were adopted, the
category one force of warheads available for immediate use (or opera-
tionally deployed) would likely be far less than the planned 1,700-2,200
level; the category two stockpile of warheads (the hedge or responsive ca-
pacity) that could be uploaded within days or weeks would contain
roughly the same number; and the category three stockpile of weapons
that are in some disassembled form, designed to sustain the other stock-
piles, may not need to exceed 1,000.

A valuable feature of the new NPR is the shift in nuclear planning
from a threat-based approach, which sized and structured strategic forces
to deal with the Soviet Union, to a capabilities-based approach, which re-
lies on a broader mix of nuclear and non-nuclear capabilities to respond
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to a broader range of circumstances. In theory, this shift in emphasis in
strategic force planning could be potentially significant if it leads to less
dependence on nuclear weapons in national security policy. Whether it
leads, in practice, to this outcome remains an open question in the NPR.

Administration officials have said that this new standard for sizing
the nuclear posture takes into account multiple potential opponents over
the next decade. However, it is hard to see how these possible opponents,
which are projected to have a total of fewer than 200 nuclear weapons over
the next decade, justify U.S. retention of 1,700 to 2,200 operationally de-
ployed warheads and the much larger force being held in reserve for rapid
uploading. Indeed, in its January 11 report to the Congress on the missile
threat to the United States, the National Intelligence Council projected
that China will deploy 75 to 100 strategic nuclear warheads by 2015; rogue
states, such as North Korea, Iran, and Iraq, are unlikely to field no more
than several dozen strategic nuclear weapons over the next decade.” Even
if one were to postulate American absorption of a limited first strike by
one of these powers alone or in combination, they would not justify the
NPR bottom line. After all, the survivability of the U.S. nuclear forces does
not depend upon raw numbers; rather, it relies on secure forces such as
SSBNs at sea, ICBMs in silos, and a robust command, control, communi-
cations, and intelligence (C’I) system.

It is even more difficult to justify NPR proposed force levels if one
takes into account, as the NPR claims to have done, U.S. plans to build
antimissile defenses and to develop long-range non-nuclear strike forces,
such as those that were used successfully in the Balkans and Afghanistan,
to perform missions previously associated with the use of nuclear
weapons. Indeed, with the possible exception of hardened, deeply buried
targets in rogue states, or other countries, there are very few key military,
economic/industrial, or leadership targets that cannot be destroyed with
non-nuclear capabilities. These other elements of American strategic
power, if fully integrated into U.S. operational planning, should lead to
substantial downsizing of our strategic nuclear forces beyond the reduc-
tions contemplated in the NPR.

The Bush administration may thus be missing an opportunity to
adapt its nuclear strategy and forces to the new geopolitical and mili-
tary/technological realities of the post-Cold War era. Put simply, it is hard
to reconcile the NPR nuclear force posture with administration rhetoric
that Russia is no longer our enemy and that we seek to build a partnership
with Moscow. It is equally difficult to square NPR force levels with the
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administration view that the United States cannot rely solely on the threat
of massive nuclear retaliation to deter rogue states. If this is the case, for
example, it should hardly matter whether America maintains the capabil-
ity to attack these countries quickly with 500 or 1,700 nuclear warheads;
an attack of either magnitude would be sufficient to destroy any of these
countries as functioning societies. After all, the Al Qaeda strategic attack
on the United States was not deterred by the presence of the current nu-
clear arsenal.

The need to retain the capability to execute massive, preplanned,
damage-limiting first strikes against Russia should no longer be the bench-
mark for determining American strategic force requirements. Instead,
strategic forces should be sized and structured primarily to deter or defend
against the use of weapons of mass destruction by smaller powers. The role
and utility of nuclear weapons in confronting these types of threats, while
important, is limited. A low number of nuclear weapons are needed to
meet the requirements of deterrence and defense. Strategically and opera-
tionally, the number of targets that the United States would need to hold
at risk in any conceivable combination of rogue countries (in military
parlance, the target set) is relatively small by Cold War standards and can
probably be met with approximately 1,000-1,500 deployed warheads at
the most.

If the United States is to move to a strategic posture of 1,700 opera-
tionally deployed warheads or to consider further reductions, it will need
to make a major revision of its nuclear force posture planning process. A
key test will be whether the stylized Single Integrated Operation Plan
(SIOP) process, controlled by the United States Strategic Command (U.S.
STRATCOM), is drastically overhauled or abolished. Currently, the as-
sured retaliation requirements of the strategic forces are dominated by the
need to hold several thousand targets in the Russian Federation at risk. To
go to an operational posture of 1,700 strategic warheads suggests that a
new set of force planning requirements is needed.

For example, a new type of assured retaliation capability could
emerge from a new set of strategic nuclear planning requirements. The as-
sured retaliation requirements of the United States might be formulated
according to the following principles: First, the United States needs only to
be able to hold several hundred targets, say 500, at risk anywhere on the
planet with 100 percent certainty. The location and character of these tar-
gets would not be specified before the fact. In essence, a limited nuclear
operation would be planned on a contingency basis, similar to that of a
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theater-wide air tasking order. Unlike the rigid definition of an assured de-
struction requirement for Russia or China, the assured retaliation require-
ment might become more flexible and more contingent on the state of the
geostrategic environment. Second, the U.S. assured retaliation require-
ment could drop substantially against the Russian Federation, while it
might remain much higher vis-a-vis China.

Instead of preserving the SIOP, U.S. STRATCOM would be charged to
develop the capacity to provide dynamic and near-real-time nuclear
weapon targeting. A nuclear weapon contingency planning capability could
be created. The United States could declare that it has an “all-azimuth
nuclear assured retaliation capability” Within that broad guidance, there
are a number of important planning issues. For example, should every
component of the smaller inventory of weapons be able to attack the full
range of possible targets, or should the nuclear arsenal instead include a
range of weapon capabilities? This is the issue of the inherent targeting flex-
ibility of a significantly smaller nuclear offensive posture. Second, should
the 1,700 remaining nuclear weapons have a “dial-a-yield” capability to give
the Secretary of Defense and U.S. STRATCOM planners the maximum
flexibility in designing a near-real-time nuclear targeting capability? An ad-
ditional deterrence or counterforce requirement is that some or all of the
nuclear weapons should have earth-penetrating warheads. Should a se-
lected subset of the arsenal be so designed, or is there a requirement for a
universal bomb design?

If the answer to either question calls for new types of bombs, then
a more convincing case can be made that the United States should seri-
ously reconsider its commitment to a moratorium on underground test-
ing (agreed in 1993), while the fate of the Comprehensive Test Ban
Treaty (CTBT) or any other nuclear test restraint regime is decided. The
development of lower-yield weapons with simpler and more rugged de-
signs would reduce both collateral damage and the burdens of maintain-
ing the current nuclear weapons infrastructure. Whether the United
States would have to resume nuclear testing to obtain these benefits is a
matter of debate and disagreement among nuclear weapons experts and
will depend to some degree on whether the planned nuclear stockpile is
scaled back beyond the current NPR plan. A resumption of nuclear test-
ing, however, would carry significant diplomatic and political costs as
well as undermine the global nonproliferation regime. In response to
new U.S. nuclear testing, for example, Russia and China would probably
end their testing moratoria to develop more advanced nuclear warheads;
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India and Pakistan might also follow suit under the cover provided by an
end to the global testing moratorium. These costs would have to be
weighed against the military, operational, and technical benefits of nu-
clear testing.

Finally, there is the requirement that the smaller nuclear forces be able
to penetrate emerging aerospace defenses without reliance on a brute force
strategy that depends on the continued deployment of very high numbers
of operational nuclear weapons and the maintenance of a very large re-
sponsive force. Given its high cost and demanding military technological
requirements, it is unlikely that either the Russian Federation or China will
deploy any significant ballistic missile defense based upon hit-to-kill inter-
ceptor technology. More plausible is the prospect that the Russian Federa-
tion will maintain a BMD focused on the defense of the Moscow region
with nuclear-armed interceptors. It is conceivable that China may acquire a
limited BMD capability through the upgrade of its S—300/400 class high-al-
titude surface-to-air missile systems. China might attempt to upgrade these
assets with the development of nuclear-armed interceptors.

One critical problem for any nuclear-armed exo-atmospheric BMD
is that the first use of nuclear-armed interceptors can blind the defender’s
battle management radars, due to a phenomenon known as blackout. The
defensive interceptor’s nuclear detonation does the work of the offensive
by blinding ground-based radars. One alternative is to develop an infrared
telescope onboard a large aircraft to look through the nuclear-disturbed
high-altitude environment and to provide fire control solutions to follow-
on nuclear-armed interceptors. If Russia or China developed such a capa-
bility, this would raise concern that the smaller U.S. nuclear offensive
forces’ assured retaliation capability could be compromised. Without the
MIRYV option on U.S. land-based ICBMs, an alternative might be consid-
ered, such as developing a transoceanic-range maneuvering reentry vehi-
cle. Small nuclear-armed variants of the X-37 winged reentry vehicle
could be used as an anti-BMD weapon.

Defense Budget Implications

For the United States to deploy, by 2010, a robust, terrestrially based
missile defense architecture designed to stop a small rogue ICBM threat
will likely cost more than $5 billion per year in procurement costs alone
after fiscal year 2003 (FY03). Apart from PAC-3 procurement, the bulk of
the approximately $8 billion allocated for the BMD programs in FYO03 is
for research, development, and testing. Costs to deploy a space-based
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BMD will be much higher, but that bill would not emerge until after 2010.
In light of the September 11 strategic attack and the U.S. response, the
budgetary implications of building a more robust missile defense posture,
beyond the “anti-rogue” requirement, are unclear.

Prior to September 11, defense spending was not likely to rise more
than 3 percent a year during the decade. Thus, to fund a robust BMD/AD
program would have required that other investment accounts in the de-
fense budgets would have to be cut back. Now there is likely to be a sub-
stantial increase in defense spending for the next few years. After that,
sustained defense budget increases will face severe pressure as the Fed-
eral Government slides back into a period of fiscal deficits for much of
this decade.

Certainly, much more will be spent on broad homeland defense re-
quirements and a new generation of reconnaissance-strike systems asso-
ciated with the “transformation” of non-nuclear forces. Operation En-
during Freedom has the potential of generating far greater costs than the
campaign in Afghanistan, especially if a decision is made to destroy the
regime of Saddam Husayn in Iraq by a major military campaign. How the
costs of these emerging theater warfighting demands, expanded home-
land defense requirements, and the non-nuclear transformation will af-
fect the pace and scale of any BMD deployment during this decade re-
mains uncertain at this time.

Possible Chinese Responses

A critical variable is how China will react to the emergence of the
American BMD program without the constraints of the ABM Treaty. If re-
assured by Washington that the U.S. aerospace defense architecture is not
aimed at China, Beijing may take a more relaxed attitude, especially if co-
operation with Washington in support of Operation Enduring Freedom is
substantial, and U.S. and Chinese trade ties greatly expand after China’s
entry into the World Trade Organization. Nevertheless, Beijing might con-
clude that it will have to develop and deploy a robust assured retaliation
capability against planned and future U.S. aerospace defense capabilities.
A U.S. decision to press ahead with a space-based weapon segment of a
BMD architecture is likely to prompt China to undertake a more vigorous
and diversified nuclear offensive modernization program.

A key geostrategic driver for the American-Chinese relationship is
whether the fate of Taiwan is moving in a direction satisfactory to Beijing.
Left unresolved, the Taiwan problem is likely to remain the premier source
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of tension between Beijing and Washington throughout this decade. If the
Taiwan problem is not resolved and is a serious source of tension between
Washington and Beijing, China has an array of potential nuclear force pos-
ture responses.

China’s strategic response to the emerging U.S. BMD capability will
be tempered by the desire of the Chinese leadership not to ignite an of-
fensive-defensive strategic arms competition with the United States. How-
ever, the political-military leadership in Beijing is likely to sustain a size-
able transoceanic-range missile program to ensure that China maintains a
robust assured retaliation capability. This strategic offensive force mod-
ernization program is likely to include the deployment of several tens of
the DF-31 and DF-41 class ICBMs. They will probably be based on mo-
bile launchers that operate from dispersed, hidden, and heavily hardened
main operating bases. Whether MIRV technology is developed and de-
ployed likely will depend upon the assured retaliation requirement that
emerges in Beijing, as well as the Chinese desire to minimize the economic
cost of any nuclear arms competition with the United States. China may
invest heavily in long-range cruise missile systems as a credible “by-pass
option” to defeat the emergence of substantial BMD capabilities in East
Asia or a more robust American BMD program. The Chinese may con-
clude that investment in a fleet of submarines armed with long-range
cruise missiles is better than deploying a small number of very expensive
SSBNs. They might conclude that it is in their military interest to deploy a
nuclear-armed BMD system.

Other Nuclear-Armed States, Major Powers, and NPT

A critical aspect of the Bush administration’s new strategic framework
is its approach to other nuclear-armed states, its major non-nuclear-armed
allies, and the fate of the Nuclear Non-Proliferation Treaty (NPT). A cen-
tral strategic objective of Operation Enduring Freedom was the destruction
of Al Qaeda and the Taliban regime without destabilizing a nuclear-armed
Pakistan. Other nuclear-armed states and other major powers are likely to
react to the U.S.-Russian Strategic Offensive Reductions Treaty (SORT) and
the U.S. withdrawal from the ABM Treaty in various ways.

France and the United Kingdom

The French and British governments will likely take a positive pub-
lic stance toward the new U.S.-Russian agreement to reduce nuclear arse-
nals. On the other hand, both will be concerned that without the restraint
of the ABM Treaty, Russia might deploy a robust nuclear-armed BMD
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architecture. In response to this possible contingency, both might jointly
explore the development of a nuclear-armed variant of the Scalp/Storm
Shadow air-launched cruise missile as a low-cost means of diversifying
their nuclear arsenal to hedge against an emerging Russian high-perform-
ance BMD capability.

The geostrategic relationship between the North Atlantic Treaty Or-
ganization (NATO) and the Russian Federation is likely to be transformed
in a positive way as a result of several factors, including the establishment
of the new NATO-Russian Council, rapprochement between Moscow and
Washington prompted by the war on terrorism, and Russia’s emergence as
a major oil and gas producer, which acts as a brake on the ability of the Or-
ganization of Petroleum Exporting Countries to prop up oil prices.

Thus, the political, economic, and strategic demands of supporting
the United States during Operation Enduring Freedom and other military
campaigns during the war on terrorism are likely to overshadow nuclear-
related issues for much of the decade.

Other NATO Europe

The rest of NATO Europe will react to the U.S.-Russian SORT and
U.S. termination of the ABM Treaty in a fashion similar to that of France
and Britain. Most will be loath to make a major investment in BMD, even
with American technological assistance, if only because of the high cost of
any significant program. Some NATO countries, notably France, the
United Kingdom, and possibly Germany, may be prepared to increase de-
fense spending to deal with the emergent international terrorist threat.
They could fund a moderate degree of military modernization to trans-
form their armed forces from having a continental defense capability to
that of theater power projection during this decade.?

Israel

The Israeli government will be very interested in gaining American
resources to fund its indigenous Arrow theater ballistic missile defense
program. In the strategic environment that has developed since last Sep-
tember, the United States is likely to encourage the deployment of a wide
range of systems for defense against theater ballistic missiles by its key
Arab allies and by Turkey, especially if Iran makes major progress with its
SRBM and medium-range ballistic missile (MRBM) programs. Israel will
be intent on deepening its strategic relationships with Turkey and India, a
process likely to be encouraged by the United States, especially in the con-
text of the war on terrorism.
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Israel will maintain and modernize its nuclear arsenal while resisting
engagement in any formal negotiations that link its program to other
emergent nuclear, biological, and chemical weapons programs in the
Greater Middle East.

India and Pakistan

With the launching of Operation Enduring Freedom, the Bush ad-
ministration radically altered the U.S. geostrategic approach to South Asia.
Pakistan has become a vital but very fragile ally in the war against Al Qaeda
and the Taliban in Afghanistan. To improve relations with both countries,
the Bush administration promptly dropped in September 2001 nearly all
economic and arms transfer sanctions imposed upon Pakistan and India
after their 1998 nuclear tests. De facto rather than de jure, both countries
have now been grandfathered into the NPT regime.

The nightmare scenario of the next few years is that American and
allied military operations in South or Southwest Asia end up severely
destabilizing the Pakistani regime. Whether due to a coup by a more pro-
radical Islamic faction within the military—or something close to outright
civil war—the reliability of central control of the Pakistani nuclear arsenal
could be diminished. In these circumstances, there would be the distinct
prospect of Indian military intervention (with possible Israeli assistance),
and the prospect of a major regional war in which the use of nuclear
weapons could not be precluded.

India has become an important nuclear-armed ally of the United
States, providing diplomatic and material support for Operation Endur-
ing Freedom. U.S. rapprochement with India is consistent with the U.S.
low-profile long-term containment or hedging strategy aimed at China.
The Indian government has already warmly endorsed the elements of the
New Strategic Framework, with its emphasis on ballistic missile defenses.
India will tend to size its nuclear program to the evolution of the Chinese
arsenal and not that of Pakistan. A robust Chinese missile modernization
program would give advocates of a major Indian intermediate-range bal-
listic missile (IRBM) buildup good political ammunition. However, it is
likely that any buildup of India’s nuclear capability will be severely re-
strained by budget limitations.

Iran, Iraq, and Saudi Arabia

Iran’s chances of acquiring a small nuclear arsenal by the end of the
decade will be strongly influenced by relations between Washington and
Moscow. In the context of their improved relations, Iran’s progress in this
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regard may be slowed considerably. In particular, if Russian direct and in-
direct support dries up, this will slow the Iranian long-range missile pro-
gram. Unfortunately, Iran has useful alternative sources of missile tech-
nology. Obvious candidates include China, North Korea, and possibly
Pakistan. Conversely, Moscow may continue to expand its military supply
relationship with Tehran to solidify an enduring geostrategic and geo-eco-
nomic relationship, and this is likely to be a source of ongoing tension with
the United States.

A very important new geostrategic possibility is whether one of the
objectives of Operation Enduring Freedom—that of destroying the Taliban
regime in Afghanistan and stabilizing its successor regime—will facilitate
a rapprochement between Tehran and Washington. A significant improve-
ment in U.S. and Iranian relations might radically reduce Tehran’s interest
in a costly ICBM program, thus reducing the rationale for any American
deployment of an antirogue BMD before 2010. On the other hand, even a
significantly improved relationship between Washington and Tehran is
unlikely to slow down Iran’s regionally oriented SRBM and MRBM pro-
grams that are aimed at Israel and the possible reemergence of Iraq’s mis-
sile capability. At present, the prospect of improved U.S.-Iranian relations
has all but disappeared after the administration labeled Iran a member of
the “axis of evil.” Iran’s involvement in transferring weapons to Palestinian
terrorist groups and its support for regional warlords in Afghanistan who
oppose the central government has put a further chill in the relationship.

Although the current and future Iraqi leadership will have great am-
bitions to acquire a nuclear arsenal, it is unclear whether they will be suc-
cessful in this decade without outside assistance. Further, an Iraqi nuclear
weapon program could, if detected, prompt a military response by the
United States, Iran, Turkey or Israel.

The chances that the United States will launch a major military cam-
paign to overthrow the current Iraqi leadership will remain high in light
of the long-term goal of Operation Enduring Freedom to neutralize all
states that support international terrorist activities and are developing
weapons of mass destruction.

Saudi Arabia will remain a major geostrategic challenge for the
United States. The Saudi regime appears to be more fragile as domestic
sympathy for the ideology of Al Qaeda has emerged. The success and con-
duct of Operation Enduring Freedom may have a profound influence on
the emerging geostrategic consensus within the Saudi elite. A major issue
will be whether the elite is reassured by U.S. military action against Al



CHANGING THE STRATEGIC EQUATION 303

Qaeda and the Taliban or believes that it is instead highly destabilizing,
both domestically and regionally. A major future source of strain between
Riyadh and Washington is whether the United States will make a major
military effort to overthrow the regime of Saddam Husayn, with or with-
out Saudi support. Finally, U.S. and Saudi strategic relations will be pro-
foundly affected by the outcome of the dramatic escalation of violence of
the Israeli-Palestinian conflict. The success or failure of the Bush adminis-
tration’s effort to gain a durable peace agreement will likely color U.S. and
Arab relations writ large for the foreseeable future.

Riyadh may seek to acquire a robust theater ballistic missile capabil-
ity or a nuclear-armed follow-on to its long-range missile deterrent force
of obsolete Chinese CSS-2 IRBMs. If it has a geostrategic falling out with
the United States, if Iran or Iraq makes progress toward acquiring an op-
erational nuclear arsenal, or, especially, if either Iran or Iraq succeeds in
acquiring one, the Saudi elite might choose a French-style, go-it-alone
nuclear strategy. Pakistan is a likely source of supply for such a strategic
nuclear capability.

Japan and the Koreas

The evolution of the Japanese “virtual arsenal”—its capacity for rapid
development and deployment of nuclear weapons—is likely to depend
upon the evolution of Japan’s relations with the two Koreas and China and
Tokyo’s continued confidence in the credibility of the U.S. security commit-
ment to Japan. The fate of North Korea’s nuclear weapon and long-range
missile programs will have a major impact on U.S.-North Korean relations.
If the Bush administration cannot negotiate a termination of the North’s
long-range missile program and a ban on missile technology exports, then
it is unlikely that Washington will take it off the list of potentially nuclear-
armed rogue states. Indeed, the prospect that Washington and Pyongyang
will successfully resolve these issues has dimmed after the North Korean
regime was branded as a member of the “axis of evil” and the Bush admin-
istration decided not to certify that North Korea is in compliance with its
obligations under the 1994 Nuclear Framework Agreement. A deep-freeze in
U.S.-North Korean relations, a resumption of the North Korean nuclear
weapons program, and a collapse in the South Korean “Sunshine Policy” of
reconciliation with the North would all encourage Japan to hedge its bets by
maintaining its “virtual nuclear arsenal” option and to acquire a substantial
theater missile defense capability, even in the face of Chinese protests.

If, instead, Pyongyang decides to give up its missile program, as it has
partially given up its nuclear weapon program for the right price, Moscow
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and China are likely to argue that this greatly reduces the need for Washing-
ton to rush ahead with an early BMD deployment, even without the
restraints of the ABM Treaty. Certainly success in this regard might drasti-
cally cool any Japanese government support for a robust BMD program,
especially as such a program would elicit strong Chinese opposition.

Impact on NPT and Nuclear Testing

The new U.S.-Russian agreement on strategic force reductions will
allow the United States and the Russian Federation to take the diplomatic
high ground on the subject of nuclear weapons. Washington will make the
argument that it strongly supports the objectives of the NPT, while hedging
for its possible erosion through the worldwide deployment of robust missile
defense systems. The actual effect on the durability of the NPT regime of the
geostrategic earthquake caused by the events of last September is unclear.

The United States and its key allies now have accepted the fact that
both Pakistan and India have become and will remain overt nuclear-
armed states. Perhaps the NPT regime as a global non-nuclear norm will
be strained but not broken. The consequences of Operation Enduring
Freedom, especially the wider war against terrorism (including a possible
major military campaign against Iraq), could have a profound effect on
the viability of the NPT regime.

The fate of the Comprehensive Test Ban Treaty will be decided in the
near future. With or without the treaty in force, several nuclear-armed states
will have strong military and technical incentives to resume testing; these
states include China, India, and Pakistan. China may desire further tests to
improve its option to deploy small warheads on MIRVs on its next-genera-
tion long-range ballistic missiles. India and Pakistan may desire further tests
to assure the effectiveness of their nuclear forces since public evidence sug-
gests that both had technical difficulties during their 1998 test series. On the
other hand, both Pakistan and India will have a much closer political-mili-
tary relationship with the United States, reducing incentives for resumed
nuclear testing. Finally, there is the remote prospect that Iran might choose
to conduct a test series to announce its acquisition of a nuclear arsenal.

The United States may have a strong incentive to resume nuclear
weapon testing if the Bush administration believes it necessary to develop
a new generation of nuclear weapons to support its goal of a smaller, more
flexible nuclear arsenal. Conversely, a geostrategic and geo-economic rap-
prochement with the Russian Federation and improved relations with
China may preclude that option, whether or not Washington returns to
the nuclear test ban negotiating table. It is important to note, however, that
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the NPR decision to maintain thousands of warheads in reserve, partly as
a hedge against a declining nuclear infrastructure, undermines the ration-
ale for the resumption of nuclear testing to maintain the safety and relia-
bility of nuclear weapons in the active stockpile. Should such problems
arise that cannot be fixed by the Department of Energy’s Stockpile Stew-
ardship Program, warheads in the inactive stockpile would be available for
such a purpose.

Concluding Observations

In the context of the new security environment, the relevance of the
old Cold War-era concepts of strategic and arms race stability, which re-
flected the intense bipolar geopolitical and nuclear competition between
two rival superpowers, should be reexamined, along with the implications of
alternative offense-defense force mixes for both types of stability. In consid-
ering what form of stability is appropriate for the new security environment,
or whether the Cold War concepts remain relevant, the number of strategic
warheads deployed by America and Russia should not be the only or even
the primary consideration. More important is the posture of rapid response
forces—in particular, how they are deployed and whether they are surviv-
able in all types of situations, from normal peacetime (day-to-day status) to
periods of heightened tension, when a nation may put more of its forces on
alert (generated status). Such factors, along with early warning and com-
mand and control capabilities, have a far greater impact than force levels on
crisis or first-strike stability, particularly whether they encourage escalation
in a crisis situation. While lower numbers may be justified on the basis of
changes in the strategic landscape, they are not intrinsically better and
should not be the primary measure to evaluate alternative offense-defense
mixes or options for lower strategic levels.

Translating the broad concepts of the new strategic framework into a
coherent strategic doctrine to guide specific policies, plans, and programs
will prove challenging. If the nuclear theology of the Cold War is anachro-
nistic, disagreements remain over the paradigm that should replace it. If the
process of defining U.S. nuclear force requirements and nuclear weapons
employment policy is outdated, the new standard for sizing and structuring
strategic forces is by no means transparent. Moreover, if the traditional con-
cept of deterrence based on the threat of nuclear retaliation is to be supple-
mented and strengthened by measures of defense, denial, and dissuasion, a
new metric for judging the success of this effort has yet to be articulated. Put
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simply, major intellectual, doctrinal, and technological challenges confront
the transformation of the American strategic posture.

To its credit, the Bush administration is seeking to redefine the con-
cepts of deterrence and strategic stability. In dealing with these doctrinal
and conceptual challenges, the core assumption of the Bush administration
is that the role of nuclear weapons in U.S. national security policy, and in
international security affairs writ large, is to be reduced through a coordi-
nated transition from a world dominated by the concept of nuclear assured
retaliation to one of defense. To date, however, the policies, plans, and pro-
grams developed by the administration, for both strategic offensive forces
and missile defenses, suggest that this transition has only just begun.

The Bush administration has embraced the anti-rogue-state ration-
ale for its decision to withdraw unilaterally from the ABM Treaty and pro-
ceed with deployment of missile defenses. It has also maintained that the
system which will be designed and deployed is intended to intercept lim-
ited missile strikes and will therefore not threaten Russia’s or China’s
strategic deterrent. Nonetheless, the plans that have been articulated thus
far—specifically the interest in developing a layered system consisting of
ground-, sea-, air-, and space-based elements capable of intercepting in-
tercontinental-range ballistic missiles during every phase of flight trajec-
tory—promise deployments well in excess of the “limited” system of 200
ground-based interceptors envisaged by the Clinton administration. In
particular, the Bush administration interest in developing space-based
boost-phase weapons may prove to be a major indicator of perceived U.S.
strategic hostility—a “red line”—for both Russia and China.

Similarly, the NPR raises questions about the depth of administration
commitment to transforming strategic policy. Notwithstanding the rheto-
ric of making a clean and clear break with Cold War nuclear theology, the
Bush administration’s nuclear strategy, force structure, and targeting phi-
losophy closely resemble, with one or two exceptions, the outdated Cold
War policies and practices that it inherited from its predecessor.

In the future, nuclear strategic stability between the great nuclear-
armed powers will not rely upon precise quantitative Cold War-era calcu-
lations of “how much is enough” to ensure a massive assured retaliation
capability. Rather, the great powers, especially the United States, Russia,
and China, have entered a complex geostrategic era in which important
issues of state will generate cooperation or competition. The requirement
for assured nuclear retaliation will increasingly depend upon more quali-
tative judgments about the complex state of relations between these three
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nuclear-armed states. “How much is enough” will be based primarily upon
a qualitative geostrategic calculus rather than one of narrow nuclear
weapon exchange numerology.
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Chapter 12

Controlling Space
Stephen P. Randolph

pace forces have transformed the U.S. military over the past 40 years.

The experiences of the past 10 years, from the Gulf War through the

Balkan wars and now in the war against terrorism, have accelerated
that transformation. As the war on terrorism goes on, it undoubtedly will
affect the development and employment of space forces, as well as their re-
lationship with other American forces, in ways now unforeseen.

The broad mission areas executed by space forces have remained re-
markably stable over the span of the space age. Within a decade of Sput-
nik’s first exploration of low Earth orbit, the United States fielded space
forces to meet critical needs for global reconnaissance, missile warning,
navigation, meteorology, and telecommunications. Over the subsequent
30 years, there has been a dramatic increase in on-orbit capability to meet
those missions. Probably the more significant change, though, has been in
the overall reorientation of America’s space forces—from a near-exclusive
focus on strategic users and preconflict intelligence through the Cold War,
toward a gradually ripening integration with theater forces as part of the
operational targeting sequence.

The stability in the mission areas occupied by space forces reflects the
balance between the utility of operating in that medium and the tremen-
dous demands that the space environment levies on those who would op-
erate there. At the existing level of technology, those demands generally
translate into high program costs and delays in fielding space systems, be-
yond those normally experienced in military acquisition programs. Over
the past few months, to provide recent examples, the Advanced Extremely
High Frequency communications satellite program has gone to a two-
satellite buy at roughly the price of the original proposed five-satellite
constellation. The Space-Based Infrared System has reported massive cost
increases and delays in the high, low, and ground segments, to the point
where Under Secretary of Defense for Acquisition, Technology, and
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Logistics Peter Aldridge has directed the Air Force and National Recon-
naissance Office to explore alternatives to the high segment.!

This history is relevant in surveying the future possibilities for na-
tional security space programs. Throughout the space age, there has ex-
isted a tension between the lure of space, the “final frontier,” with its end-
less possibilities for human exploration, and the real obstacles that have
prevented its broader exploitation. It is easy to find aggressive visions for
broad-scale transformations in the missions executed from space.? It is
more difficult to manage the relatively mundane issues of technology,
funding, and doctrine that must be conquered to realize those visions. The
history of space flight in all sectors is littered with the remains of programs
and applications that appeared promising but could not be delivered at an
affordable cost or effectively in competition with terrestrial systems.

Those issues will become more, not less, difficult in the near future,
with the array of other requirements that have become evident in the on-
going war. Just within the Air Force, those include broadened employment
of unmanned aerial vehicles (UAVs), a new generation of manned intelli-
gence, surveillance, and reconnaissance (ISR) platforms, the Joint Strike
Fighter and F-22, the small diameter bomb, increased airlift, and recapi-
talization of the tanker force. All these will be competing not only for a fi-
nite number of development and acquisition dollars but also more broadly
with the demands of the other services, all with their own requirements for
recapitalization and modernization. It is unlikely that defense budgets,
even with the growth expected over the next few years, will easily accom-
modate all those requirements.?

The competition for resources will be more acute since the matura-
tion of UAVs has seen these vehicles move into mission niches previously
reserved for space forces and into others that space forces could feasibly
assume in the next few years. U.S. Air Force (USAF) Chief of Staff John
Jumper said in a recent speech to the Air Force Association:

Rather than having ISR assets that are primarily space-based or
manned, both of which tend to have limited loitering time over any
given area of interest, the DOD [Department of Defense] is looking to
increase its inventory of UAVs that have longer loiter times. The
United States should eventually treat UAVs like low-orbiting satellites.*

UAVs have proven their tactical contributions in remote sensing and
have clear potential as communications relays as well.

So while American space forces will continue playing a critical role in
theater combat capabilities, it is unlikely that they will see a major expansion
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in mission areas over the next few years. Instead, progress will more likely
come in the less visible, but equally important, areas of integration with
other forces, in protecting U.S. space capabilities and in building the foun-
dation for the follow-on generation of space-based capabilities.

The Global Space Arena, 2002-2022

Since the collapse of the Soviet Union, the United States has enjoyed
near-absolute dominance in military space capabilities.> Only the Euro-
pean space program has mounted any sort of technical challenge to the
United States, and the Europeans have placed very little emphasis on de-
veloping military space capabilities. That period of dominance is likely
nearing its end now, as three related movements speed the proliferation of
space capabilities across the globe.

First, space is no longer the exclusive preserve of national programs.
Commercial telecommunications have thrived since the 1960s and have
long carried an important role in communications structures of the Armed
Forces. More recently, the remote sensing industry has seen the advent of
high-resolution systems and their spread to non-American firms. Both the
capabilities of those commercial systems and their technologies are spread-
ing around the world. The high barriers to entry overcome by the United
States and the Soviet Union 40 years ago have diminished with the advent
of the commercial space market. A senior officer from the United Arab
Emirates (UAE) declared, “We are now in the era of high-resolution im-
agery. With high-resolution imagery we are now able not only to monitor
strategic movement of troops and equipment that may threaten our bor-
ders, but also to actually pinpoint individual targets of interest from a safe
stand-off distance.”® More recently, frustrated by America’s imposition dur-
ing the Afghan campaign of a blackout of satellite data that had previously
been available, the UAE has called for the Gulf Cooperation Council na-
tions to study buying their own satellite to ensure access to space-derived
imagery.” That would be entirely feasible, given the availability on the open
market of such systems as Russia’s Mashinostroyeniye Science and Produc-
tion Association’s 1- to 3-meter-resolution optical/radar system. The Russ-
ian firm’s offer includes launch and ground segment services as part of the
package. Although the space imagery business has been slow to take off, it
seems clear that it is here to stay and that the United States is entering a new
era of transparency that will affect areas ranging from military operations
to public diplomacy.
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A second, related trend is the proliferation of newly maturing tech-
nologies that will ease access to space. In particular, the growing utility of
small satellites provides opportunities for nations to bypass the enormous
launch costs and investments in infrastructure that previously character-
ized space operations and set high thresholds for their use.

As with other aspects of space operations, smallsats enjoyed waves of
enthusiasm that have receded as their limitations have become evident.
Those limitations, however, are diminishing rapidly with advances in mi-
croelectronics and miniaturization. Already, minisatellites have demon-
strated useful capabilities in communications, remote sensing, electronic
environment characterization, and precision navigation and timing, all at
a fraction of the cost of the larger systems now employed in those roles.
Although these small satellites are not as capable as the larger and more
complex systems used by U.S. forces, they offer military potential at a
fraction of the cost of larger systems, while using components widely
available on the commercial market.

Moreover, their low cost creates the opportunity to field constella-
tions of satellites providing persistent coverage of selected areas, thus
moving beyond the relatively intermittent coverage of existing imagery
systems. As one observer recently commented in the People’s Liberation
Army Daily:

Each microsat has a large computational capability. Tens, or even

hundreds, of these microsats can be networked to form a “skynet,”

which would provide a carpeted global coverage and thus realize
high-altitude military reconnaissance with no “dead zones.”... The
advantages of such a system include rendering an enemy’s space de-

fense mode deficient, and providing a global coverage of information

transmission which allows total area monitoring and more timely

data management and dissemination of imagery.?

A recent analysis in The Economist extended that vision still further,
projecting that “It is clear that small satellites will remain a niche market
for some years, but it is equally clear that they are here to stay—and that
their prospects can only improve.” That improvement will rest, to a large
degree, on the maturation of microelectro-mechanical systems, fabricated
using techniques developed in the semiconductor industry, which will
multiply the efficiency and the effectiveness of small satellites. At that
point, “prices of small satellites could be expected to tumble and perform-
ance to rise remorselessly as the market widened from government agen-
cies to include companies and universities, and then wider still to include
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small communities and co-operatives, and finally to embrace even wealthy
individuals.”1

For any such systems, the challenge will lie more with handling data
than with putting hardware into space and keeping it there. Anyone build-
ing such a constellation would face the same issues of tasking, processing,
exploitation, and dissemination (TPED) that have thus far defined the
utility of national imagery systems in U.S. theater operations. However,
any military force now setting about this course would have the advantage
of starting with a clean sheet of paper, not needing to manage this data
flow with organizations, processes, and technologies constructed for dif-
ferent purposes, as would the United States. In a sense, the maturation of
microsatellites to full functionality would create a situation analogous to
the development of the Dreadnought by Great Britain at the dawn of the
last century. It would create the opportunity, for a nation able to master
the technology and willing to make the investment, to bypass huge invest-
ments in infrastructure and start afresh with a new approach.

The full maturation of the small satellite will also rest on improve-
ments in launch costs and responsiveness, neither of which appears immi-
nent. It hardly matters how cheaply one can operate in space, if the expense
of getting there is prohibitive. Nor is it possible to take full advantage of the
rapid and flexible development cycles theoretically available to smaller
satellites, if launch cycles remain as expensive, cumbersome, and inflexible
as present technology dictates. American efforts over the past decade to de-
velop reusable, responsive launchers have proven acutely disappointing, but
the work done on propulsion, structures, flight software, and thermal pro-
tection has moved the world closer to the day when reusable systems, either
single- or two-stage, could reduce launch costs significantly. The National
Aeronautics and Space Administration (NASA) Space Launch Initiative, if
it survives the intense budget pressures now besetting that agency, will
move us closer still to that critical goal.

This is certainly an area where existing policies and responsibilities
should be reviewed. The division of labor between NASA and the De-
partment of Defense (DOD) outlined in the 1994 National Space Trans-
portation Policy yielded the successful Evolved Expendable Launch Vehi-
cle program. This initiative has met the more acute needs of the Armed
Forces and commercial sectors for launch vehicles competitive on the
world market and significantly less expensive to operate than legacy sys-
tems. But the arrival of competing Boeing and Lockheed-Martin launch
vehicles later this year will mark the end of the pathway outlined in that
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policy. As we look toward the next decades of space operations, the na-
tional importance of moving ahead toward responsive, less expensive
launch systems is clear, as is the importance of an effective NASA-DOD
relationship in moving toward those systems.

The third trend tending to reduce the U.S. margin of superiority in
space operations reflects the fact that in the world of military technology,
every action eventually brings a reaction. America’s space forces have en-
abled the Nation to extend its military power to distant shores and to
achieve information dominance even in operations on an adversary’s
home terrain. However, those remarkable capabilities have created vulner-
abilities that others will inevitably seek to exploit. America’s national strat-
egy and style of warfare have necessitated a heavy reliance on space forces
for connectivity, global capability, and real-time intelligence. Over the past
decade, as the United States has proven increasingly successful at inserting
space-derived data into theater decision and targeting chains, that reliance
has grown. It is not a question of whether others will seek to exploit the
vulnerabilities created by this movement; that has already begun. The
questions are, rather, what form those challenges will assume and what re-
sponses are appropriate.

American Advantages and Obstacles
to Exploiting Them

Given the trends noted above, it is likely that America’s margin of su-
periority will diminish over the coming decades. However, as we look to-
ward that time, it is important to understand the strengths that America
will bring to this competition in the world of space capabilities. First
among these is the Nation’s long experience in space operations, which has
created a vast pool of expertise among the thousands of men and women
who have made this a space-faring nation. That long experience has rested
on massive investments in space technologies and has yielded a balanced
set of space capabilities and a broad technological lead over all competi-
tors, most pronounced in the areas focused on military capability. Finally,
those capabilities feed into a highly developed communications infra-
structure and world-class information architecture, with synergistic effects
among these three components.

Those advantages have been dissipated in the past by the fragmenta-
tion of the American space effort.!! The inefficiencies generated by the
“stovepipes” separating the civil, intelligence, and military sectors, and fur-
ther subdividing efforts within the sectors, have long been recognized.
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This recognition finally led to the review by the Commission to Assess
United States National Security Space Management and Organization,
generally known as the Rumsfeld Space Commission.

The Commission, and the subsequent implementing actions taken
by Donald Rumsfeld as Secretary of Defense, aimed at rationalizing the
management of the national security space program and enabling stronger
advocacy of space within the Air Force and DOD as a whole. The major
organizational adjustments taken since then have reached from the de-
partmental level into the unified command chain and down to the com-
ponent level, redefining the relationship between the Air Force Space
Command and Air Force Material Command.

Given the time required for organizational adjustments to take hold
and for programs to reflect management reforms, it will be some years be-
fore these changes yield improvements to operational capabilities. How-
ever, the actions taken to this point will, in time, measurably strengthen
the integration of space programs across DOD and within the Air Force.
At this point, four adjustments appear to be the most significant.

First, the Under Secretary of the Air Force has been assigned to be the
Director of the National Reconnaissance Organization (NRO) and the Air
Force Acquisition Authority for Space. Milestone Decision Authority for
defense space programs has been delegated to this position through the
Secretary of the Air Force. These changes will strengthen the relationship
between the National Reconnaissance Office and the military space pro-
gram and will help align the services’ space programs.

Secretary Rumsfeld directed the Secretary of the Air Force to assign
a four-star officer separate from the Commander in Chief, U.S. Space
Command (USCINCSPACE), as commander of Air Force Space Com-
mand (AFSPACECOM). He ended the requirement that USCINCSPACE
be a flight-rated officer and opened the position to “an officer of any Ser-
vice with an understanding of space and combat operations.”’? These
changes will open the highest ranks of DOD space operations to career
space experts, a development that will have both direct programmatic
benefits and large payoffs in the morale of officers in the space career field.
Equally important, these actions will enable an Air Force general to sit at
the table as programmatic decisions are made within the service and will
ensure that space capabilities and requirements are argued effectively.

The authority of the AFSPACECOM commander has been vastly
strengthened by assigning to this position the responsibility for space re-
search, development, and acquisition. Organizationally, this has required
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the realignment of the Space and Missile Center from the Air Force Mater-
ial Command to the Air Force Space Command (a wrenching realignment
for the career acquisition professionals affected by the move). Over time, if
effectively executed, this move will establish the same powerful linkage
of requirements definition-research with development-acquisition-opera-
tions that has characterized the NRO since its formation in 1961. The Com-
mission also recognized the importance of strengthening the career tracks
for space experts and so recommended that the commander of the Air
Force Space Command assume responsibility for managing the space ca-
reer field. In addition, a “soft Major Force Program (MFP)” has been cre-
ated by directing the establishment of a tracking mechanism to “increase
visibility into the resources allocated for space activities.”!?

It will be some time before any concrete results become evident from
these reforms. It will also be some time before they can be fairly assessed.
At this point, two major issues are worth watching. First, the Commission
stopped short of recommending the reestablishment of a National Space
Council to manage space policy at the national level. Given that almost all
space technologies and applications are dual use, it may prove necessary to
look at this issue again in the near future to ensure a proper balance among
commercial, industrial, and national security concerns. The ongoing strug-
gles to rationalize the export control regime provide a clear example of the
difficulties that the Nation has had in managing the balance, as well as the
damage that can be done when decisions in this area are made on an ad hoc
basis. Beyond refereeing among the requirements of the various sectors,
such an organization could provide a powerful means of integrating their
efforts and ensuring, for example, that budgets and research and develop-
ment (R&D) efforts across the agencies are coordinated effectively.'*

On a more mundane level, the workload imposed on the Under Sec-
retary of the Air Force by these reforms seems nearly impossible to man-
age. Certainly some of the more traditional service roles played by past
under secretaries will fall to others, and these new responsibilities will de-
mand much more staff support than has been available to previous occu-
pants of this position.

These reforms may be considered as a necessary but not sufficient
foundation for further progress in military space. However rationally or-
ganized the bureaucracy, space capabilities will advance only at the rate
fed by resources and the vision shared by senior leaders for the role of
space forces within DOD. At the end of the road, the real measure of suc-
cess is not just the internal efficiency of the military space effort, but its
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contribution to the joint team and its integration with all the elements
of the joint force. The effects of the recent reorganization have been to
centralize and concentrate space expertise. In a few years, it will be time
to assess whether that centralization has contributed effectively to meet-
ing the broader requirements of the commanders in chief (CINCs) and
the Secretary of Defense.

Space: Things to Do Next

The importance of national security space forces from the first days
of the space age through the Cold War can hardly be overstated. Bilateral
strategic stability, crisis management, and finally arms control all rested on
the capabilities created by space systems. While probably less critical, and
certainly less well known, space forces also played a significant role in
American theater capabilities as early as the Vietnam War. By the late
1960s, U.S. air commanders relied on satellite-based meteorological sys-
tems to plan their air operations and on geosynchronous communications
satellites for connection with the national leadership.!®

On the whole, though, strategic and national users were the primary
customers of space forces through this period. This changed with the end
of the Cold War and, more visibly, with the Gulf War in 1991. Suddenly,
the contributions of space forces to theater operations became manifest to
all, from the tank columns maneuvering across the desert, to the fighter pi-
lots’ reliance on space forces for mission planning and weather data, to
special forces’ use of space-based communications. But as this potential
and this reliance became clear, so, too, did the distance remaining to be
traveled before space capabilities could be considered truly integrated with
U.S. theater forces.

As effective as space-based support to Desert Storm operations
proved, this support was largely a result of heroic ad hoc adjustments,
provided on the run as new requirements and opportunities appeared.
Anecdotal examples of this adaptation include Army officers getting
global positioning system (GPS) receivers from home for use in helicop-
ters, the provision of missile warning data to theater forces, and the pro-
vision of overhead imagery outside established channels to meet theater
timelines.'® Overall, this was a classic and near-perfect trigger event, dis-
playing for all the utility of these systems and the work that remained to
take full advantage of what they could do. That recognition established
the work program that has guided space forces over the past decade.
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The process has proven to be much more difficult and time-con-
suming than first estimated. While progress has been steady, and improve-
ments have been evident from operation to operation since 1991, every
after action report throughout this period has identified issues with the in-
tegration of space and theater forces that still demand improvement. Even
as results are still forthcoming from the current operations, early reports
indicate that this will be the case once again. This pattern represents a
combination of causes: the inherent challenges of the task, the continuing
expansion in expectations of theater users, and the initial underestimation
of the challenge being the most dominant.

From an operational perspective, the reorientation of space forces
has demanded a series of collateral improvements in those forces. These
include fusion, timeliness, coverage, integration, dissemination, command
and control, and survivability.

Fusion

In general terms, the space forces that went to war in 1991 operated
through a series of discrete information conduits, with system-unique sen-
sors and communications pathways feeding a well-defined set of users.
With the vision of information dominance established in Joint Vision 2010
and Joint Vision 2020, theater users now expect to operate within an “info-
sphere,” taking advantage of fused, correlated information, tailored to their
own needs.!” Data derived and transmitted through space must be fused
with that arriving from other sources to provide full utility to the users. The
magnitude of this task will grow in the coming years as new space-based
sensors entering the inventory create ever-larger quantities of sensor data.'®

Timeliness

Until 1991, space forces focused largely on preconflict planning and
intelligence. Their integration into theater operations demands that they
operate on the same timelines as other theater forces and that operational
tempo has been increasing rapidly over the past decade. The criteria for
acceptable timeliness are shortening still further under the pressure of
ongoing operations, as the United States focuses attention on means for
attacking fleeting targets.

Coverage

In 1991, black-and-white photographs represented the height of the
aspirations for theater users. As capabilities have expanded, so too have
expectations for a range of complementary sensors, enabling real-time
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coverage of the battlefield across a range of wavelengths and sensor tech-
nologies.

Integration

Space forces are just one of the array of capabilities available to the
theater and must be integrated with other systems—manned, unmanned,
aerial, and surface—to reach full potential. Through the first 30 years of
the space age, little thought was given to the programmatic or operational
integration of space systems with other elements of the Armed Forces.
They were developed largely in isolation to meet specific needs. This is no
longer feasible. Given the convergence in capabilities among UAVs,
manned ISR systems, and space systems, these systems must be integrated
in the program and in operations alike.

Dissemination

The well-defined, relatively narrow pipelines of data once character-
istic of space forces are no longer adequate. As the user community has
grown, so have the complexities and costs of getting the data to the right
users at the right time. To some extent, meeting this requirement is a tech-
nical issue of bandwidth and systems integration. More broadly, though,
getting information to the proper set of users has organizational and cul-
tural implications that have proven more significant than expected at the
outset of this new era in space operations.

Command and Control

As space capabilities have become more and more critical to an in-
creasingly wide set of users, allocating and tasking space systems has be-
come increasingly challenging. As space systems continue to advance—
and the old lines dividing intelligence, surveillance, and targeting continue
to blur—this competition for limited resources will continue and very
likely intensify.

Survivability

As space systems become an intrinsic part of the theater command
and targeting architecture, they likewise become attractive targets for
adversaries seeking not to be targeted. Past exercises have indicated that
space forces may in fact prove an Achilles’ heel for American forces. Unlike
other theater forces, which are built to withstand attack and to degrade
gracefully, space forces have not been—a situation that demands change.
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Areas for Future Progress

Given this range of adjustments, it is hardly surprising that work has
continued for the past decade with no end in sight. Already the integration
of GPS data into weapons guidance has transformed the U.S. military into
an all-weather precision strike force, creating unparalleled capabilities that
have proven themselves in Afghanistan. More broadly, reports indicate
that in ongoing operations, imagery has been piped directly to special
forces units for tactical decisionmaking in real time. If accurate, this report
marks the progress that has occurred in a relatively short time in tran-
scending old organizational, doctrinal, and technical barriers. As recently
as 1999, informed observers estimated that space force contributions to
theater operations reached only 10 to 15 percent of their potential.! It ap-
pears that space-based contributions across the range of theater opera-
tions have now gone far beyond that estimate.

The aim of integration is a transparent employment of space forces
and manned and unmanned sensors, all feeding into a command system
able to use the information for real-time decisionmaking and targeting.
The Navy’s Network Centric Warfare concept, originating in the late
1990s, represented the first sustained movement in that direction; the Air
Force is now working toward a similar construct.’ The role of space forces
in that construct, in providing sensor data, connectivity, and precision
navigation and timing, will be critical.

Further progress will be accelerated and guided by the specific les-
sons of current operations. One issue in defining further requirements will
be extrapolating the lessons into more demanding environments. Not all
future wars will feature a low-tech adversary, with no means to challenge
U.S. control of the air or space, and with the operational tempo defined al-
most entirely by the Armed Forces. Too literal an extension of ongoing op-
erations into future requirements would be a serious error.

Certainly, any more capable opponent would seek means of counter-
ing the information dominance that is central to U.S. combat capabilities.
With America’s reliance on space to provide that dominance, it is essential
that the United States ensures that space forces are survivable enough
to withstand such a challenge. Already, GPS jammers are available on the
open market, designed to deny GPS-guided weapons their guidance
signals. Various antisatellite (ASAT) programs are reportedly in progress
in the People’s Republic of China, fed both by old Soviet technology and
indigenous developments. These reports have included everything from
old co-orbital ASAT systems, to laser blinders, to parasitic microsatellites.



CONTROLLING SPACE 321

All of these are technically feasible, and they represent only a portion of
the range of options open to an adversary seeking to cut the chain of data
derived and transmitted through space. Given the importance of space
systems to the national information infrastructure, their protection is far
more than a strictly military requirement.

With a few exceptions, notably the Milstar communications satellite,
the United States has historically paid little attention to the survivability of
its space systems. The need to do so now reflects the growing importance
within the theater command structure and the proliferation of technology
around the world. At present, the United States does not meet even the
most basic of requirements for military operations: the ability to maintain
situation awareness in the arena. The space surveillance system now in
place was structured during the 1960s, “developed and optimized to meet
the needs of the Soviet threat,” as noted by a recent Defense Science Board
task force. Now, “the nation is faced with aging sensors, rapid growth in
the number of nations with access to space, a loss of the intelligence in-
formation base, a declining space surveillance budget, and a growing U.S.
dependence on space for national security.”?! This lack of situation aware-
ness extends to the system level where “the nation currently has no means
to determine whether national security space systems are under deliberate
attack (‘purposeful interference’) or are experiencing some type of mal-
function. Accurate knowledge of an attack is critical for developing appro-
priate and timely responses.”??

A better understanding of the threat environment will strengthen
America’s ability to protect its space capabilities. While there is a broad
range of theoretical modes of attack for those capabilities, the attention
generally focused on the vulnerability of the space segments of U.S. sys-
tems is probably misdirected. From a mission perspective, the links and
ground stations are more accessible to attack and probably an easier target
than space systems. As with any military capability, there exists a broad
menu of options that could be used to protect American space capabilities;
these will be dependent on their role, orbital regime, and technological
composition. Generalizations are impossible here, except to note that
more attention must be given to survivability of these systems if they are
to continue in their central role in U.S. theater capabilities. Too often in the
past, survivability measures have been traded off for competing perform-
ance or cost considerations.

While looking toward protection of its capabilities, America must
also build an effective denial capability. Already other nations are taking
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advantage of commercial space-based imagery systems for military pur-
poses. All indications are that the use of space by other nations will
broaden in the years immediately ahead.

Countermeasures will be complicated by factors unique to the space
community. First, the problem will not be defined by hardware that can be
counted but by the ability of others to gain access to space-derived infor-
mation and then use it effectively within their forces. Traditional intelli-
gence measures of merit will play a small role, and net assessments are al-
most meaningless in this context. Even if a clear understanding of the
threats is possible, in many cases traditional means of countering them
will be unavailable. The information will come from commercial systems,
sometimes multinational, perhaps traveling via third parties—in short,
difficult to track and difficult to counter. In many cases, as in the opera-
tion in Afghanistan, diplomatic and economic measures will be more ef-
fective than military counters. In this environment, realistic exercises ex-
ploring politico-military options will be important in defining American
options for a crisis. Should nonmilitary measures prove unsuccessful, it
will be important to have temporary, reversible attack options available to
lower the threshold for employment. Over time, in any case, it will be nec-
essary to have some kind of lethal option to protect the Armed Forces. The
time to develop this option has arrived.

The critical challenge of building toward a space-denial capability
probably is accounting for the complexity of the environment and plan-
ning for the range of options that will be necessary. It will be equally im-
portant for operators at all levels to understand the implications of this
new global transparency and to account for it in doctrine, training pro-
grams, and contingency operations.

Now Coming over the Horizon

The array of competing requirements is likely to delay space pro-
grams for the near future. Over the longer term, though, the new strategic
environment creates operational requirements that may well demand
space solutions.

The virtues of constant surveillance, or persistence, have become clear
to all and are at the heart of the drive toward more responsive targeting. In
the Afghanistan campaign, with a permissive air-defense environment,
UAVs and manned aircraft have provided the persistent surveillance nec-
essary to meet theater requirements. Over the long run, though, a space-
based system would provide both global capabilities beyond the reach of
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any practical force of air-breathing systems and coverage in a denied-ac-
cess situation. It is unlikely that any space-based system could fully replace
air-breathing platforms, but a constellation of satellites might relieve some
of the operational tempo burden now placed on manned ISR aircraft. A
space-based surveillance force would provide full-time coverage of se-
lected areas, through the spectrum of peacetime, crisis management, and
operational employment. Among the lessons being repeated in
Afghanistan is that preconflict preparation is the key to effective battlefield
intelligence; a space-based system would provide exactly that capability. It
would also avoid the complications of basing rights and overflight requests
for ISR assets and provide surveillance unobtrusively for any region nec-
essary to meet national or theater requirements. Naval forces would find a
space-based radar (SBR) system especially valuable, extending their stand-
off range and increasing targeting flexibility.??

DOD has explored SBR concepts over the past 5 years with a view to-
ward providing this capability, most visibly in the Defense Advanced Re-
search Projects Agency (DARPA)-NRO-Air Force Discoverer II program
of the late 1990s. Discoverer II was designed to provide an advanced tech-
nology demonstration of space-based ground moving target indicator
(GMTI) capability on the path to an affordable production system; the in-
tent was to provide an operational capability for under $100 million per
satellite and within a $10-billion program life cycle cost. The failure of the
program to stay within its cost goals led to the demise of Discoverer II, but
work on basic technologies has continued, and the Air Force has resur-
rected the program. The Air Force is exploring the tradeoffs among satel-
lite capability, system architecture, and operational requirements, studying
an array of low Earth orbit, medium Earth orbit, and mixed systems. The
different constellation configurations raise different technology issues;
electronically scanned antenna technology, onboard processing capabili-
ties, and power generation are now considered the highest-risk elements.
If the SBR concept is delayed, as seems likely due to budget pressures, the
time made available for technology development in these areas could con-
tribute to a lower-risk deployment later on.

It may be that the real challenges for SBR will lie more in TPED than
in the space component of the system. The quantities of data available
through this system will be staggering. They will make extremely heavy de-
mands on bandwidth and on the terrestrial information infrastructure. The
organizational issues may prove as difficult as the technical. As the system
matures, it will be necessary to explore operational alternatives for tasking
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the system to satisfy the demands of the theater CINCs, SPACECOM, NRO,
the National Imagery and Mapping Agency, and other mission partners.
This movement toward a generation of low-flying, taskable systems will
also move the world of military space to a whole new level of operational
and technical complexity that will place heavy demands on planners and
operators alike. Defining the operational and technical linkages among
SBR, other sensors, and theater forces will also require careful thought.

The generation beyond this may see the operational advent of clus-
tered systems: small satellites flying in formation, cooperating to perform
the functions of a large “virtual satellite.” In principle, these could provide
a flexible mix of passive and active sensors, reconfigurable while on orbit
to meet new operational demands. They could provide the opportunity to
field sparse-aperture systems that could provide staring electro-optical
surveillance from geosynchronous distances. Alternatively, clustered mi-
crosats could provide a GMTI capability comparable to SBR.>

Coordinating the interactions of clustered satellites will demand a
focused development effort. The U.S. military is just beginning to address
these capabilities with the TechSat 21 cluster of three satellites scheduled
for launch in 2003. Both DOD and NASA are exploring these technologies
for applications, such as surveillance, passive radiometry, terrain mapping,
navigation, and communications; certainly this would be an opportunity
for cooperative development between these two agencies. These technolo-
gies will demand government-led development since commercial applica-
tions lie far in the future.

Weapons in Space?

Over this time horizon, the United States will face the longstanding
question of whether it is strategically wise and militarily cost-effective to
place weapons in space—a question that arose in the first days of the space
age and has arisen recurrently since then. Despite all the various studies
and development programs by the United States and Soviet Union, no na-
tion has yet crossed that threshold, although the military has gotten suc-
cessively closer to that line with weapons targeted by space systems and
guided by GPS.?

Legal restrictions have played a role, but only a secondary one, in this
outcome. The legal regime governing military space operations is permis-
sive to a degree that surprises many new to the field, and the recent U.S.
decision to abrogate the Anti-Ballistic Missile (ABM) Treaty has further
opened legal possibilities for development of space-based weaponry. In a
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larger sense, the existing legal framework reflects the judgment of the
major powers that it has not been in their national interest to pursue
space-based weaponry; that, on balance, strategic risks, technical issues,
and military cost-effectiveness considerations ruled against pursuing this
option. However, as the strategic environment evolves, military require-
ments change, and technology advances, these considerations will in-
evitably be readdressed.

Planners envision three mission areas in which space-based weaponry
might provide necessary capabilities: terrestrial attack, antisatellite mis-
sions, and missile defense. From a technical perspective, three broad ap-
proaches have undergone study: kinetic weapons, delivery of conventional
precision weapons, and directed energy weapons (most often radio fre-
quency or laser).?

Kinetic weapons are generally studied in the form of tungsten or tita-
nium rods to be released from orbit in clusters and directed against large
fixed targets or for missile defense. If used for terrestrial attack, these would
be limited to a vertical attack profile and so would be most suited for use
against tall buildings, missile silos, hardened aircraft shelters, and the like.

Conventional weapons would reenter the atmosphere from orbit or
a suborbital flight into a “basket” around the target and then use GPS or
other precision guidance. The Air Force has discussed a version of this
system in its Common Aero Vehicle (CAV) and may be developing the
technology in the X—41A program. Details of this program are classified,
but the Air Force describes it as “an experimental maneuvering reentry
vehicle which carries a variety of payloads through a suborbital trajectory,
reenters the Earth’s atmosphere, and safely dispenses its payload in the at-
mosphere.”?’

Directed energy weapons would be capable of light-speed attack for
either destructive or disruptive effects. This category offers the greatest
technical challenges, most urgently in the areas of generating and directing
the power necessary to achieve required effects within a spacecraft weight
budget low enough for launch. The Air Force’s Space-Based Laser (SBL)
program has continued work since the mid-1980s on these technologies
and had been working toward a test mission launching in 2012. Recent re-
ports indicate that the program is now undergoing a complete restructure
and will return to component development with no plan for a flight test.?®

The fate of the SBL program illustrates a long-term hurdle for the de-
velopment of space-based weaponry. In the absence of a catastrophic trig-
ger event, consensus behind the strategic utility and military requirement
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for space-based weapons will be very difficult to sustain through the ex-
tended development periods and the expense necessary to field these ca-
pabilities. In the absence of a triggering event, the standard incremental
acquisition sequence leading to space weaponry is hardly conceivable.

Among these candidate technologies, it appears that the current bal-
ance of technical maturity and operational requirements most favors the
development of conventional precision-guided weaponry. Depending on
orbital geometry and the basing mode, these weapons could provide a very
rapid response capability and an attack option that precludes effective de-
fense. Against a highly capable adversary, these weapons might provide a
leading-edge attack option to blunt the effectiveness of defending forces.
They might provide the only effective counter to an opposing directed-en-
ergy weapon. Technology for reentry vehicles is now over 40 years old, and
so the technical barriers to fielding this capability seem readily surmount-
able. Until launch costs fall dramatically, however, this will remain a pro-
hibitively expensive way to attack surface targets.

The diplomatic and political costs of these capabilities would depend
on the circumstances surrounding their deployment, and in particular
whether they are viewed as a justifiable response to valid threats. From a
narrower perspective, those issues will only become worth considering
when standard measures of cost-effectiveness and mission requirements
support the investments required. As this point nears, it will be necessary
to consider the likelihood of an open arms race in space, as other nations
look toward means of countering American systems.?

This range of options for exploitation of space 20 years hence changes
fundamentally if there is a breakthrough in launch technology. If launch
costs can be reduced and responsiveness improved, the possibilities for
human exploitation of space expand beyond any horizon now envisioned.

Key Enablers of Space Technology

Just a few years ago, knowledgeable observers looked forward to the
day, expected to arrive soon, when U.S. military space capabilities would
be fueled by developments in the commercial market. Military space was
expected to ride a wave of commercial technology and capabilities in a
partnership of equals with the commercial sector.

That bright future never arrived and is now on indefinite hold. The
expectations for a vast increase in the commercial use of space led to an
expansion of capacity for both launch and satellite systems that now
leaves the industry with massive overcapacity in both sectors. The wave of
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industrial consolidation of the past decade has left the space industry
with an unhealthy combination of few firms, limited profit margins,
shrinking capabilities through the supply chain, and keen competition for
the few contracts still open for bid.*

These conditions demand attention if the United States is to pre-
serve its capabilities in this sector and to sustain its ability to meet future
requirements. Three related components must be addressed: adequate
R&D funding; people with the expertise and energy to move the bounds
of the possible still further; and the overall structure and capability of the
industrial base.

Research and Development

Over the past decade, DOD cut space-related R&D funding, expect-
ing that commercial pressures would drive developments that would then
be available for national security purposes. Meanwhile, competitive pres-
sures forced firms to focus R&D funding on near-term programs, choos-
ing near-term survival over long-term possibilities. With everyone looking
toward others to finance research, the technological lead enjoyed by the
United States has eroded in launch, in remote sensing, in telecommunica-
tions satellites, and in systems integration. For the foreseeable future,
DOD will get as much space technology as it is willing to fund. Capabili-
ties will stagnate unless departmental funding permits programs to move
beyond laboratory efforts to flight tests. There are also opportunities for
close cooperation with NASA in developing next-generation sensors and
launch technology. While the historical record of NASA-DOD coopera-
tion is not very encouraging, neither agency has enough money to ignore
opportunities for cooperation.

Personnel

Sometimes termed the quiet crisis of the U.S. space program, work-
force issues face the space community in every sector and every skill set.
The community has evolved into a bimodal age distribution, with the wave
of people who entered the space world during the glory days of the Apollo
Program now on the verge of retirement. There is a serious demographic
gap where their successors should be found. The problems range across the
military, civil, and commercial space sectors, as more attractive opportuni-
ties open up in other industries. The acute pressures of a few years ago have
been relieved, as people who had left the industry to seek their fortunes in
the Internet startup world have drifted back. But over the long run, broader
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issues of job satisfaction and compensation will have to be faced to ensure
that the right people remain in this community.

Industrial Base

The U.S. industrial base, ultimately the source of America’s national
security space capabilities, has lost its global predominance, first in launch
and later in satellite manufacture. Various factors have contributed to that
result, including a decline in DOD procurement, the weak euro, and the
export control regime that has been in place over the past few years. De-
spite frequent calls for a more rational approach to technology control, lit-
tle practical improvement in licensing speed and flexibility is visible at this
point. Improvements are pending; the question will be whether the dam-
age done to American industry is reversible or whether the market shares
forfeited by U.S. primes and subcontractors will remain overseas.

Despite the mixed results of earlier consolidations, it appears that
this trend is nowhere near its end. The series of mergers of the past few
years is credited with having improved productivity and honed the com-
panies’ focus on customer satisfaction. Those advantages have come at
the cost of considerable turmoil to the people involved, feeding the prob-
lems in the personnel area cited above. As noted by one observer, “the in-
dustry’s track record of integrating acquisitions has been abysmal and has
failed to produce the synergies touted when transactions were an-
nounced.” These problems have been accentuated by the instability in
government policies toward consolidation and trans-Atlantic coopera-
tion. The Commission on the Future of the U.S. Aerospace Commission
is now sorting through these issues, seeking to define the industrial capa-
bilities needed to support U.S. national security needs and the policies re-
quired to secure those capabilities.?

Summary

The competition for funding over the next 5 to 10 years will proba-
bly delay the advent of major new space-based systems. Over that period,
however, DOD should continue its efforts to integrate space forces more
broadly into its terrestrial forces; lessons from ongoing operations will ac-
celerate and guide that process. DOD must also move aggressively to en-
sure that its space forces retain necessary levels of survivability and that
American situation awareness for space operations is adequate to under-
stand this increasingly busy environment.

The Department of Defense can make good use of this time to buy
down the risk in developing next-generation systems. In particular, the



CONTROLLING SPACE 329

space-based radar offers significant strategic and operational capabilities.
Clustered “virtual satellites” offer considerable operational potential, and
focused development of these systems should continue. Throughout this
period, DOD should take a stronger role in the development of next-gen-
eration launch technology than it has to this point, working in coopera-
tion with NASA.

The United States now rests its national military capability largely on
the information dominance made possible by space systems. In that light,
the health of the industrial base that provides those systems is a real concern.
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Chapter 13

Protecting Cyberspace

Jacques S. Gansler

nformation systems are the critical elements in the transformation of

both military operations and the functioning of society, and they will

be increasingly vital in the future. In the military area, the centrality of
these systems varies from growing dependence on the real-time linking of
distributed intelligence “sensors” and distributed “shooters” (through
complex networked command, control, communications, and computers
[C*] systems) to the rapid responsiveness provided by modern informa-
tion-based logistics support systems. On the civil side, it includes the
exponentially growing dependence on computer and communication
networks for everything from government operations to the full infra-
structure of the financial, medical, transportation, utilities, and other
systems that determine the effective operation of modern society. The
problem, of course, is that with this growing dependence on information
systems, we expose ourselves to a rapidly growing and increasingly dan-
gerous spectrum of information warfare (IW) operations. These might
include direct military information system attacks aimed at prevention,
disruption, intelligence gathering, or deception; cyberterrorism attacks on
civil infrastructures, such as banks, water and power systems, air traffic,
and hospitals; and even combined and simultaneous attacks on both mil-
itary systems and their supporting civil infrastructures.

This vulnerability of modern military and civil society to informa-
tion warfare must be addressed with appropriate defenses. Clearly, how-
ever, the potential benefits of offensive information warfare are also likely
to be fully exploited by all sides. To better understand this cat-and-mouse
game of offensive and defensive information warfare operations, consider
the almost-ubiquitous Internet.

Origins of the Internet

The Internet has evolved from its roots 30 years ago as an academic
research tool to become a global resource serving millions of individuals

331
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as well as providing critical connectivity for national security, industrial,
economic, and governmental functions. To understand the current issues
of Internet security, it is important to understand its history and heritage.
The Department of Defense (DOD) Advanced Research Projects Agency
(ARPA), now DARPA, sponsored the initial research on packet-switching
technology, the enabling technology for the Internet, and published a plan
for a computer network called ARPANET in 1967. In October 1969, the
first four nodes were established at the University of California at Los An-
geles, the Stanford Research Institute, the University of California at Santa
Barbara, and the University of Utah.

The potential utility of computer networking was not lost on other
communities, and by the mid-1970s other computer networks began to
spring up at the Department of Energy, the National Aeronautics and
Space Administration (NASA), the National Science Foundation (NSF,
which funded CS-NET), and throughout a variety of academic commu-
nities. These networks were still largely incompatible until 1986, when
ARPA and the NSF made their networks interoperable using the ARPA-
developed communication protocol known as TCP/IP. The high-speed
national links developed by the National Science Foundation (NSFNET)
became the national backbone for this combined network, but it was still
restricted to research and education; commercial use was, in fact, prohib-
ited. Security was not believed to be an issue, since access was restricted
to trusted users.

By 1990, the Internet had grown from 4 hosts to 300,000. The
ARPANET was formally shut down, and the NSF began to manage the In-
ternet. In 1991, liberalized restrictions on commercial use coupled with
the growing availability of personal computers fueled the explosive growth
of the Internet. In 1995, the Internet was privatized, and by January 2001,
it had grown almost twenty-fold to 109,574,429 hosts.! Based on the na-
ture of the Internet’s early evolution, however, security was not a primary
consideration in the design. Partly for that reason, the Internet continues
to provide many security challenges.

Increasing Public-Private Activity

In the near future, the Internet will be ubiquitous, transparent, and
integrated into everything we do. The benefits of this cheap, reliable
communication have been enormous. As the public and private sectors
continue to look for ways to take advantage of opportunities created by
the Internet, the interaction and activity between the two sectors will



PROTECTING CYBERSPACE 333

continue to increase in ways that often obscure the ways in which we are
becoming dependent on it.

As a result of advances in information technologies, it is possible for
us to tie together infrastructure, data, and daily operations in ways not pos-
sible before. Today, computer networks control the Nation’s powergrids,
natural gas pipelines, and transportation systems. Both Federal Express and
United Parcel Service, for example, depend upon computer networks to get
packages where they are going on time. U.S. industries design and manu-
facture products on computer aided design/computer aided manufacturing
(CAD/CAM) systems (for example, Boeing designed the Boeing 777 in
“virtual space”). More than people realize, these systems and networks are
all interconnected on the Internet. The business sector, early on, recognized
the commercial potential of the information revolution and quickly made
the Internet a commercial medium. Although there have been some set-
backs, electronic commerce has a bright future; business-to-citizen rev-
enues are estimated at $96 billion in 2001, and business-to-business online
revenues at $448 billion, nearly double the previous year.

Most of the initial Internet-related efforts by Federal and state gov-
ernments were aimed at making information available to internal users
and to the citizens at large; the Federal Government, for example, main-
tains approximately 100 million Web pages at 25,000 Federal sites. DOD
placed virtually all of its unclassified data online, including what was, in
hindsight, sensitive data, such as the floor plan of the home of the Chair-
man of the Joint Chiefs of Staff; the operational status of Air Force wings;
and unit personnel rosters. (DOD Web sites have since been “sanitized”
and are continuously monitored for sensitive data.)

Government has absorbed lessons from private industry (for exam-
ple, reengineering processes to reduce paperwork and delays can improve
performance and efficiency). As government use of the Internet has
broadened and become more sophisticated, so-called E-government is
booming. Both Federal and state agencies are actively migrating many es-
sential functions to the Internet. Agencies are now turning to the Internet
to provide interactive electronic public services. For example, the Internal
Revenue Service has a working presence online and is actively encouraging
taxpayers to get help and to file their returns online. In 2001, 28 percent of
U.S. returns were filed electronically. Federal employees are now able to
access and manipulate their pension funds online, and some can monitor
and manage their pay online. In the near future, we can expect that many
other generally available services, such as Social Security, Medicare, and
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Medicaid, will be conducted primarily online, offering citizens better serv-
ice and improving agency performance.

Additionally, agencies are turning increasingly to the Internet for “pa-
perless acquisition.” Since Federal, state, and local governments spend ap-
proximately $550 billion annually on goods and services, there is significant
incentive for process improvements and savings. The Department of De-
fense already has several mature electronic procurement sites, including the
DOD “E-MALL,” an initiative to provide a single entry-point for DOD cus-
tomers to find and acquire off-the-shelf goods and services, such as infor-
mation technology (IT) equipment, textiles, and training from both the
commercial marketplace and government sources. The E-MALL target
market is in excess of $4 billion annually. The Defense Medical Logistics
Standard Support (DMLSS) program is an integrated system to accommo-
date the needs of the Armed Forces at the wholesale and retail levels for
medical logistics support. It relies on electronic commerce and Web-based
technology to speed delivery of pharmaceutical, medical, and surgical items
to customers, negating the need to stock large inventory at depots and mil-
itary treatment facilities. At the Great Lakes Naval Hospital, one of the first
sites online, inventory was cut from $3 million to $3,000 using DMLSS.

These examples illustrate the kinds of programs that the government
is migrating to the Internet to make available and integrate fully online as
many functions as possible with private citizens and private industry. Not
only as we expand our definition of national security interests, particularly
since September 11, to include financial security, healthcare, education,
and personal privacy but also as ownership of critical IT infrastructures
moves increasingly into private hands, it is clear that the Internet will re-
quire a public-private partnership with a high degree of collaboration to
develop effective policy, goals, objectives, and, especially, defenses against
information warfare attacks.

Growing Vulnerability

In the United States, we are blessed with wonderful geography from
a national security perspective; we have friendly countries to the north and
south and large oceans to the east and west. In the past, few enemies have
ever had the means to threaten our homeland seriously. So, for most of our
history, we have not had to worry about being attacked at home. There was
a 40-year period during the Cold War when Soviet bombers and intercon-
tinental ballistic missiles were poised to attack our cities, but with the de-
mise of the Soviet Union, the successes of strategic arms reduction talks,
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and the warming of relations with Russia, we once again felt safe. Recent
terrorist attacks, however, have reminded us of our physical vulnerability.
At the same time, we also are making the transition to the new bor-
derless geography in cyberspace. As we grow more dependent on the Inter-
net, its inherent vulnerabilities have put all of us—government, military,
industry, and citizens—at risk. The Internet was originally designed to be
open, based on the premise that users were known and trustworthy. Secu-
rity was not designed in from the beginning, so as the Internet has evolved
into the current global network of networks, we have found it difficult to
provide security for our data and transactions. The rapid pace of technical
innovation introduces unanticipated vulnerabilities with every advance,
and commercial software suppliers are often more eager to get their new
products out in the market than they are anxious to assure their invulner-
ability.? Our security planning, often based on the older models of main-
frames or well-defined networks within a single organization, have proved
inadequate for this new environment with its ever-increasing threat.

Shared Threat

Cyberspace tends to level the playing field between the entities in that
space and offers attackers many high-value, low-risk targets. The threats
can come from a hacker, an insider, a criminal, a terrorist, a hostile nation-
state, or even some combination of these. The motivations can be equally
diverse—mischief, theft, data collection, disruption of operations, falsifica-
tion of data. The threats, obviously, can be aimed equally well against mil-
itary or civilian targets. The weapons, with innocuous-sounding names like
worms, viruses, and even Trojan horses, are themselves readily available on
the Internet. Most important, the Internet itself is a very attractive target.

Unlike physical break-ins, Internet attacks are easy. An attacker who
gets access to a Web site can roam around freely and from a safe distance.
Although in the past, a great deal of technical sophistication was required
to penetrate a computer network, attacks are now possible even by much
less well-informed adversaries; successful intruders share their pro-
grams—often with “hacking for dummies” type scripts—enabling anyone
to duplicate their efforts.

Attackers can and do obfuscate who and where they are, making In-
ternet intrusions and attacks difficult to trace. Additionally, because the
Internet allows packets to flow easily across political, administrative, and
geographic boundaries, cooperation from many different entities, many
without a vested interest, may be required to trace an attack. Consequently,
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attackers often operate (or appear to operate) from other countries, and
thus international cooperation is required to trace and investigate attacks.

Internet attacks are low-risk: since the attackers do not need to be
physically present, the risk of identification is greatly reduced. Much of the
activity is often masked by legitimate or unrelated activity, and because
multiple jurisdictions may be involved, prosecution can be difficult and
sometimes impossible.

As a result of these factors, and in spite of increased awareness and
security measures, attempted penetrations of Internet sites are steadily in-
creasing. The number of incidents reported worldwide grew from approx-
imately 2,000 in 1997 to 21,756 in 2000. Fully 15,476 incidents had been
reported in the first half of 2001.3 Since this reporting is voluntary, these
figures presumably understate the actual number considerably and reflect
merely the trends in the numbers.

The Department of Defense

Hundreds, and more likely thousands, of attacks are attempted
against DOD systems and networks each week. DOD estimates that, in
2001 alone, it was likely to face around 40,000 attempted attacks.* Most of
these are unsuccessful, but in 2000, 715 documented attacks were re-
ported that achieved varying degrees of success. Of course, many others
may have gone undetected.

Although the threat to and vulnerability of U.S. information systems
has been the focus of much discussion, DOD perception of the information
warfare threat has particularly been shaped by several real-world events. In
1997, recognizing that the American information infrastructure was at risk,
DOD planned the first large-scale exercise to test Defense ability to respond
to a cyber attack on the national infrastructure, nicknamed ELIGIBLE
RECEIVER 97 (ER97).5 It was planned and executed by a team of National
Security Agency (NSA) computer specialists.® Their role in the exercise was
to play the adversary making a concerted effort to hack into U.S. systems.”

The offensive team operated under many restrictions: they had to
conduct their attacks without violating any U.S. law; they could not take
advantage of any insider information or collateral intelligence; and they
could only use tools that could be claimed to be in an adversary’s hands (all
tools and techniques were based on unclassified, open-source data).

During the exercise, NSA specialists scripted attacks that would have
resulted in a series of rolling electricity blackouts and an overload of the
911 emergency telephone service in Washington, DC, and a handful of
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other cities. The potential for attack on the powergrid was demonstrated
by simulated attacks on the computerized sensing and control devices
that are commonly used in operating electrical, oil, gas, transportation,
and water treatment systems.®

Even with restrictions and a tight 3-month schedule, the exercise
demonstrated many weaknesses.’ It was clear that a dedicated and moder-
ately sophisticated adversary with modest resources could inflict consider-
able damage unless the target systems were more effectively protected.!

In 1998, the United States was involved in a serious weapons inspec-
tion crisis with Iraq, which was refusing to permit United Nations (UN)
inspectors unrestricted access. The United States, in addition to being in-
volved in the UN negotiations with Iraq, was preparing for possible mili-
tary strikes.!! Several cyberattacks—unauthorized intrusions into approx-
imately six military networks around the country—were picked up in the
U.S. Air Force’s Information Warfare Center in San Antonio, Texas.!? Five
hundred domain name servers were compromised. The attacks used the
same technique to exploit a vulnerability in the Sun Solaris operating sys-
tem. The intrusions were initially tracked to Abu Dhabi in the United Arab
Emirates.> Under the circumstances, there was considerable concern
about a major asymmetric attack by Iraq or its sympathizers on logistics,
medical, or resource systems during the crisis period.!*

The newly established National Infrastructure Protection Center
(NIPC) coordinated a multiagency investigation into the attacks (code-
named SOLAR SUNRISE) that determined within a few more days that
they were not the work of Iraqi agents operating from the Middle East but
were in fact orchestrated by two California teenagers with the help of an
Israeli citizen."

The Department of Defense was still evaluating the implications of
ER97 and the SOLAR SUNRISE investigation when, in January 1999,
DOD, the Department of Energy, military contractors, and civilian uni-
versity computer systems were attacked in the largest assault yet.'® Con-
gressman Curt Weldon (R—PA), quoting Deputy Secretary of Defense John
Hamre, stated: “We are at war right now. We are in a cyberwar.” Weldon
characterized these attacks as being in a different class from the approxi-
mately 400 probes picked up each week: “These attacks are organized, very
capable efforts that have very specific goals, based upon what we’ve seen.”!”

The attacks, which apparently originated in Russia, began at a low
level in January and reportedly gained “root access” to certain systems. The
penetrations were on unclassified but nonpublic systems; they apparently
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achieved no access to classified data. Nevertheless, the damage could be
significant because these unclassified systems often contain useful and
sensitive information.'® After 3 years of investigations and thousands of
files stolen, the evidence still points to Russia. James Adams, a consultant
who serves on the NSA Advisory Board, wrote in May 2001:

the assault has continued unabated. . . . Despite all the investigative ef-
fort, the United States still does not know who is behind the attacks,
what additional information has been taken and why; to what extent
the public and private sectors have been penetrated; and what else has
been left behind that could still damage the vulnerable networks.!

A more recent example was a malicious denial-of-service attack
that took place on July 19, 2001. According to the NIPC, Code Red, an
Internet worm, infected more than 250,000 Internet systems in just 9
hours; Computer Economics, Inc., estimated over 1,000,000 infections
worldwide.?? Code Red damaged sites by defacing Web pages; it also de-
nied access to certain Internet addresses by sending massive amounts of
data, which effectively shut down the addresses. As a result of the attacks,
DOD was forced to shut down its Web sites; the White House was forced
to change its Internet address; the Department of the Treasury Financial
Management System was infected and had to be disconnected from the
Web; users of the Qwest high-speed Internet service experienced outages
nationwide; and the Federal Express package-tracking system was in-
fected, causing delivery delays. The initial economic cost was estimated
at over $2.4 billion in costs associated with cleaning, inspecting, and
patching servers, as well as damage to productivity.

Shared Responsibilities

Public and private sectors are increasingly dependent on the Inter-
net, even with its many systematic vulnerabilities to a broad range of
threats. There is no question that defending against information warfare
and assuring unhampered access to the Internet is a responsibility shared
by both public and private sectors. The government has a clear responsi-
bility in the protection of information systems, especially where national
security is at stake. One of the Federal Government’s fundamental re-
sponsibilities is to protect the Nation from all threats, foreign and do-
mestic, and this, of course, includes protection from threats to the collec-
tive information systems that comprise the Internet. There are,
additionally, law enforcement responsibilities for protecting these systems
against terrorist threats and criminal activity. While attacks to date have
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not caused devastating disruption, the potential for catastrophic damage
is significant. As the events of September 11 demonstrated, sometimes
even the unimaginable is possible. Cyberterrorism is clearly a growing
and very real probability.?!

The private sector, on the other hand, owns most of the information
infrastructure and develops most of the technology and software that
enable it. As a result of these factors, the shared public-private responsi-
bility of providing security to our information systems suffers from a
misalignment of authority, responsibility, and capability: “those with au-
thority to act often lack the capability, while those with the capability to
act often do not have the responsibility.”??

Directions for Solutions

As the way in which we use information and information systems
continues to evolve, it may be some time before the public and private
elements are correctly aligned. In the interim, if we are to improve our
capability against cyberattacks, we must do a much better job of sharing
information between the public and private sectors. First, having informa-
tion on threats and on actual incidents experienced by others can help an
organization better understand the risks that it faces and determine what
preventive measures should be implemented. Today’s nuisance incidents
may in fact be tests or probes for future attacks. Information attacks
cannot be launched blindly but, like any other weapon, must be tested. In
addition, urgent real-time warnings can help an organization take imme-
diate steps to mitigate an imminent attack. Finally, information sharing
and coordination after an attack are critical to facilitate criminal investi-
gations, which may cross many jurisdictional boundaries. After-the-fact
coordination will be essential to speed the recovery from a devastating
attack, should one ever occur.

The government has recognized its central role in this information-
sharing function and has several developing efforts. At the Federal level,
for example, the National Infrastructure Protection Center, located at the
Federal Bureau of Investigation (FBI), was established to serve as a focal
point in the Federal Government for gathering information on threats, as
well as to facilitate and coordinate responses to incidents affecting key
infrastructures. It is also charged with issuing attack warnings to private-
sector and government entities, as well as alerts about changes in threat
conditions. The National Institute of Standards and Technology is build-
ing a database containing detailed information on computer attacks. The
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Federal Government also sponsors the Computer Emergency Response
Team Coordination Center at Carnegie Mellon University, which studies
Internet security vulnerabilities, handles computer security incidents,
publishes security alerts, researches long-term changes in networked sys-
tems, and develops information and training. Early in 2001, the Depart-
ment of Commerce sponsored the formation of a private-sector nonprofit
alliance, the Information Technology Information Sharing and Analysis
Center (IT-ISAC). Its mission is to exchange information on potential and
known threats and vulnerabilities for the information sector and sharing
that information with Federal law enforcement. (It joins existing ISACs for
the energy, financial services, transportation, and telecommunications
sectors.) IT-ISAC has 19 members so far, including major corporations,
such as AT&T, IBM, Cisco, and Microsoft. President George W. Bush has
appointed Richard Clarke as a special adviser to work with Governor Tom
Ridge in the Office of Homeland Security to coordinate the protection of
the Nation’s computer infrastructure.

One of the key elements to the success of information-sharing part-
nerships is developing trusted relationships among the broad range of
stakeholders involved with providing information assurance, including the
public and Internet community at large, law enforcement, government
agencies, the intelligence community, providers of network and other key
infrastructure services, technology and security product developers, inci-
dent response teams, and international standard-setting bodies. Informa-
tion sharing must be seen as equitable, and it must provide value over and
above the costs that it imposes. There are some real and perceived indus-
try concerns that range from antitrust issues of sharing information with
industry partners to subjecting information to Freedom of Information
Act (FOIA) disclosures. Inadvertent releases of trade secrets or proprietary
information are a concern because they could damage reputations, lower
consumer confidence, and hurt competitiveness. Sharing information
with law enforcement could result in costly compliance with strict rules for
preserving the integrity of evidence. The government is reluctant to share
classified information, even though it could be of value to the private sec-
tor in deterring or thwarting electronic intrusions and information at-
tacks. This is particularly the case with any potential offensive tools and
techniques, which are extremely sensitive from a national security per-
spective but are, of course, necessary for effective testing of defensive ca-
pabilities. The government clearly must work with industry to develop
mechanisms to overcome each of these impediments.
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Specific Recommendations

Some useful actions to decrease U.S. vulnerability to information
warfare include the following: First, we need to have meaningful informa-
tion sharing, and for this, we must develop standard definitions and ter-
minology for use throughout the government and industry. A clear un-
derstanding of what is meant by an attack and how to categorize an
incident will be essential to enable faster and more efficient reporting, re-
sponding, and remediation. Distinguishing between an incident that is
classified as criminal and one that is a national security threat will help de-
termine the type and timeframe of the response. We may, for example,
choose to let potential criminal activity proceed to gather evidence but
may need to react immediately to a national security attack.

Second, we need to overcome information-sharing roadblocks. In-
formation sharing between the government and private sector remains a
vitally important yet elusive goal. Among the several Federal Government
initiatives, its primary focus is with the NIPC, which is housed within the
FBI and has a decided emphasis on criminal investigation. This creates a
problem within the government since it puts the FBI in a position to de-
cide what information other agencies need to see. Industry, to say nothing
of any international partners, will also naturally be reluctant to report
incidents to the FBI. Another source of private-sector reluctance to share
information with the government is the requirements imposed on gov-
ernment by FOIA.? To facilitate uninhibited information exchange and
protect competitive positions, sensitive industry data needs to be ex-
empted from FOIA requirements. Other models for collection and dis-
semination of vulnerability and threat information—for example, a single
nonprofit information clearinghouse—should be explored and developed.

Finally, government needs to develop mechanisms to share sensitive
and perhaps even classified threat data about pending attacks with indus-
try partners, both domestic and international. This will help ensure that all
information is available to those entities that are best equipped to mitigate
the impact. Government must be willing to share all appropriate informa-
tion in response to industry concerns if it hopes to overcome the hurdles
to achieving a mutually beneficial partnership.

Although improving organizational information sharing can signifi-
cantly improve our ability to defend against an IW attack in the near term,
there are still many technical challenges to providing security and assurance
within a distributed information environment. Our goal should be to create
an Internet infrastructure that is highly automated, adaptive, and resilient to
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all types of attacks. An obvious first step is to improve the overall quality of
software security. Identifying products with easily exploitable vulnerabilities
and preventing them from being widely used will reduce the more pedes-
trian attacks. Incentives should be created for firms to improve the attention
and resources that they devote to enhancing their software and system pro-
tections; this suggests a useful role for government managers and buyers,
and even more for senior industrial managers and buyers.?*

In addition, there are technologies that could, if properly developed,
be useful in resisting and responding to inevitable cyberattacks. Among
those that merit increased attention are some in the area of intelligence
gathering. We should be developing tools that allow us to take the initia-
tive to gain insight into the capabilities and intentions of potential adver-
saries. For example, it would be quite useful to have an active software
agent, using secure mobile code, that could monitor and collect informa-
tion on hostile entities in order to provide early warning of attack. We cur-
rently have difficulty identifying novel attack patterns, especially against
the Internet’s widely distributed network. Insiders pose a particular threat
to all information systems; therefore, developing systems to automate the
processes of detecting, identifying, and analyzing novel attack patterns and
anomalous behavior would improve our ability to provide warnings and
reduce false alarms.

Opportunities for disruption will only increase as the complexity of
the Internet networks increases. We need to continue research and devel-
opment to guard against unknown attacks and to protect against systems
with unknown flaws. We need to develop automated mechanisms to detect
and nullify malicious codes that may be left behind in an undetected at-
tack. We have designed many fault-tolerant systems to cope with naturally
occurring faults and failures, and we need to extend these capabilities to
develop networks that are resistant to insertion of intentional faults and to
denial-of-service attacks conducted by adversaries. Present capabilities for
detecting large-scale intrusions against multiple systems are limited. We
need to accelerate the development of an advanced intrusion detection ca-
pability that can fuse and correlate information from distributed sensors.

Even with an adequate warning system and good defenses, some at-
tacks will be successful. Thus, we need to have the technology in place to
address the consequences of these attacks. We need to be able to assess sys-
tems quickly and answer important questions: Was something done to the
system? If so, what was done? Is the system okay? What is the reliability of
the data? When we understand the answers to these questions, we need to
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be able to move quickly to restore user trust in the system. If a system has
been attacked successfully, we need to be able to recover quickly from the
attack, bring the system back to full performance, and take corrective ac-
tion so that it will not be susceptible to a similar attack.

This discussion has focused on information-sharing processes and
technology, but we should also recognize that one of the most critical ele-
ments in any comprehensive defense against an information warfare at-
tack is the people who use and operate our systems. Whatever else we do,
we must develop a continuing program to promote understanding of se-
curity policies and controls and of the risks that prompted their adoption.
Better understanding of the risks will allow executives to make more in-
formed decisions regarding the resources required to protect their systems.
The first line of defense is the system user, who must understand the im-
portance of complying with policies and controls.

One of the most effective ways for both the private and public sec-
tor to assure secure systems is to conduct frequent red team attacks on
their own systems. Skilled attackers can test the vulnerabilities of systems
and fix them before someone else finds them. While many in the private
and public sector have a reluctance to test their own systems, the return
on investment here is extremely worthwhile.

Conclusion

While this discussion has focused on the illustrative case of the In-
ternet, its expansion to other systems—both military and civilian—is
obvious. Today, we know that 20 foreign nations are developing infor-
mation warfare doctrine, programs, and capabilities for use against U.S.
military and private sector networks; numerous terrorist networks have
similarly recognized the potential of these “weapons of mass disruption”
and have begun to exploit them. Of course, the United States can also
take full advantage of the offensive military potential of information
warfare to broaden its military options and capabilities. However, as a
military force and as a civil society, the United States is already the
world’s most dependent on information systems, and we are moving
more and more in that direction. As we transform our forces and our so-
ciety in the information age, we become ever more vulnerable. Thus, we
have a very real requirement to address our information systems vulner-
abilities before it is too late.
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Chapter 14

Maintaining the
Technological Lead

Mark L. Montroll

If, unhappily, there should be another war, there should be no need for another
OSRD [Office of Scientific Research and Development]. It will be needed only if
there is a large deficit of military research such as existed in 1940. With the
experience of World War 11 behind them, our military leaders should not permit that
to happen. But if it is not to happen, there should be more adequate research within
the Services and a more adequate use made of civilian research by the Services in the
years immediately ahead.

—Irvin Stewart,
Organizing Scientific Research for War, 1948

successful Office of Scientific Research and Development (OSRD).
The agency was winding down when, in fall 1946, Bush articulated
his startling observation:

T hroughout World War II, Vannevar Bush directed the immensely

World War II was the first war in human history to be affected deci-
sively by weapons unknown at the outbreak of hostilities. This is
probably the most significant military fact of our decade: that upon
th